
THE NETHERLANDS DATA PROTECTION BILL

Th» Orta Protection Bill** Current Status

The Deta Protection B ill wee accepted by the Lower House of the Dutch 
parliament in September 1967 end wee then paeeed to the tipper House. The 
U|>per House does not have the power to amend the b i l l  end can only eey yes or 
no. The b i l l  is  currently a t the committee stage where questions are put to 
the government which w ill be followed by a general debate. I expect th is  
debate w ill take place in  the course of November or December and that the 
b i l l  w ill be passed by parliament around the end of the year.

The Background to  the B ill

In order to understand th is  leg isla tion , i t  ie  important to 
understand i t s  history. In 1971 there was a periodical census in the 
Netherlands, and a large proportion of citizens refused to co-operate. Some 
individuals were brought to court on criminal charges. Finally this case was 
dropped, but i t  created 8 big po litica l row.

Since th is  refusal to cooperate with the census was obviously related 
to privacy worries, the government promised to se t up s Royal Commission (the 
Koopmans Commission), to study the problem. The Royal Commission issued i t s  
report in  1976. I t  contained a draft b i l l  and commentary following the 
Swedish model with a licensing system.

In 1975, ju st a year before tha t, the government, expecting that i t  
might take some time to collect comments, and that another approach might 
have to be taken, decided to lay down a policy of self-regulation for central 
government f ile s . The rationale was that i t  was not necessary to wait for 
formal leg islation  to be passed by parliament. Instead the government could 
introduce self-regulation in the form of provisional measures for the 
protection of privacy. As a resu lt, the government issued guidelines saying 
that no personal data f i le ,  no automated f ile  should be kept in the central 
administration without complying with a published set of rules laid  down by 
the controlling authority.

These guidelines are s t i l l  in effect and s t i l l  working and there are 
now about 200 or 250 different regulations for automated personal data f ile s  
in the central government. These regulations are not perfect. They are 
provisional. But they hsve led the wsy in establishing clear practice in the 
direction of data protection leg isla tion . The example was followed by local 
government, provincial government and municipal government, and by several 
sectors of private industry. So self-regulation in  data protection is  a well- 
established practice in the Netherlands.

In addition, under a general heading of c iv il law, criminal law, and 
administrative law, we've had cases, and a growing number of cases, in which 
courts have given th e ir decision on privacy matters. So on top of se lf-  
regulation practice we have had, in the absence of formal leg isla tion , many 
precedents dealing with the subject.
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In 1981 fin a lly , the government submitted tha f i r s t  data protection 
b i l l .  Not the currant one, but the one which was baaed on the report 
outwitted 5 years before, which followed the Swedish approach.

I t  net severe c r i t ic is a , not only in  parliaaant but also outside 
parliament. I t  was f a i t  to  be too bureaucratic and too complicated. In 
addition, i t  was f a i t  that i t s  scope was too lim ited because i t  dealt wiJ‘ 
only automated f i le s .  Moat people fe lt  tha t with a subject like  th is  the 
regulations should not be limited to  automated f i le s  because i t  la  a general 
problem, which should be addressed in  a general way.

Finally, we had a change of constitution. The Dutch constitution wbs 
revised and a new text promulgated in 1983. I t  contained a general provision 
on the right to respect privacy and in  addition laid  down an obligation :o 
leg is la te  on the protection of privacy regarding personal data. This b i l l  is  
meant to give effect to the constitutional provision, and is  intended to giye 
effect to  the Council of Europe Convention as well.

The Data Protection B ill * *

1 . Scope

We have deliberately tr ied  to come up with a regulation which is  las 
simple as possible. The scope of the b i l l  is  much wider than the originajl

* This bill covers automated and non-automated f ile s  as well. In the 
la tte r  C8se, a f i le  has been defined in such a way thst it covers data whijch 
is systematically accessible and structured.

* I t  is  concerned with physical persons only and the definition of 
personal data follows that of the Council of Europe quite closely.

* I t  re la tes to  the public and the private sectors, and in  substance i t  
makes l i t t l e  difference, the main provisions apply to both sectors.

* I t  contains some exemptions -  i t  does not apply for instance to 
personal data which by i t s  nature is  intended for personal or domestic uSe. 
Examples are the typical private notebook in computer form, and things which 
by th e ir nature happen a t home. This exemption does not apply to a 
businessman working a t home. This is  an example of data protection meeting 
privacy protection. In th is  instance we have chosen privacy protection rather 
than data protection.

We have excluded data f ile s  which sre intended solely for use in the 
supply of information to the public by! the press. This provision enables a 
reconciliation between freedom of information and privacy principles. Therp, 
i t  i s  freedom of information saying stop to data protection.

We have exempted the police and the secret services -  not completely 
but there w ill be a special Act in  the former case, and there is  already >ne 
in the la t te r  case, dealing with privacy protection in  these fields.
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2. Material Standards

The b i l l  addressee the controller along the lines of the Council of 
Europe Convention and i t  deals with the processor who is  sore or less the 
computer bureau in the UK leg isla tion . The Act contains Material standards 
which are d irectly  applicable -  they way be applied d irectly  or they nay be 
enforced -  applying to a l l  these personal data f i le s .

The "iron triangle" of data protection principles is  reflected in
the tex t:

Firstly* the purpose should be specific, specified and legitim ate. In 
the case of a f i le  sec up by a government agency, i t  should be necessary for 
the task of th is  particular agency.

Secondly, the f i le  may contain only data which is  in accordance with 
that purpose. The data should be obtained fa irly  and legitim ately; and in the 
case of a government agency the data should be necessary for the purpose of 
the f i le .  There should be necessary measures to  ensure accuracy and 
completeness. All th is  has been written down in very short statements of 
princip le.

Thirdly, data may be used only in a way compatible with the purpose 
of the f i le .  “

3. Sensitive Data

The b i l l  does not go into details as far as sensitive data is  
concerned - further rules will be laid  down within a year. Three years la te r  
- as stated in the b i l l  - there should be a change in the law with provisions 
dealing with these sensitive matters. Frankly, we did not manage to work out 
these rules before introducing the b i l l  and th is  is  just a procedure to agree 
on a solution.

4. Data Security

There is  a section sta ting  the respon8ib il i ty  of the controller in 
terms of security. He should take the necessary technical and organisational 
measures to maintain security, according to the technical p o ss ib ilitie s , the 
nature of the f i le  and so on.

5. Transfer of Data to a Third Party

There are provisions in part 3 of the b i l l  dealing with the 
communication of information to th ird  parties . The basic rule is  that the 
trenafer of data to a th ird  party may take place only i f  i t  follows from the 
purpose. In addition to th a t, such a transfer may take place under a 
statutory requirement, typically taxes and social security, and with the 
consent of the data subject. This consent should be specific and in writing 
a fte r the data subject has been given proper information.

For special cases we have some provisions for s ta t is t ic s ,  emergencies 
e tc . Section 13 deals with information bureaux, the typical case where the 
purpose of the f i le  is  communication of data to th ird  parties . Section 14 
deals with the transfer of names and addresses which may be communicated in
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certain  situations but not i f  the data subject has objected

6 . Codes of Conduct end Registration

These provisions are very general. We wanted to  d ifferen tia te  
according to sectors because these rules have to be applied to  the specific 
problems of each aector. A way to  do that is  to  allow for self-regulation , 
which i s  envisaged cm two levels in  th is  b i l l .  I f  the Data Protection Act ie 
aeen as the top level, then there is  self-regulation on both the Middle 
leve l, the aector level, and a t the baae, the data processing f i le  level.

6.1 The Sector Level

On the Middle level there is  a chapter (Part 4) dealing with codes of 
conduct. Codes of conduct nay be developed without the law saying so. But 
according to  section 15 the code of conduct nay be submitted for approval to 
our data protection authority, the Registration Chamber. Then the authority 
w ill have to check:

* whether the organisations submitting the code are sufficiently  
representative for the sector to  which the code applies.

* that the code has been drawn up with due care and with adequate 
consultation with other interested organisations. So i f ,  for example, ii 
social research association submits a perfect code but has given no-one else 
an opportunity to comment, then approval w ill not be possible. I t  is  ii 
mechanism to promote a process of bargaining.

* that the code is  in conformity with the Data Protection Act, and 
f u lf i l ls  reasonable requirements for the protection of the privacy of dati 
subjects.

A code of conduct approved by the Registration Chamber is  not legally 
binding but in practice i t  w ill have considerable authority. The nore care 
given to the preparation and procedure according to which i t  is  approved, the 
more authority i t  w ill have. So a controller or in stitu tio n  which wants to 
forget about th is  code might run into problems.

The approval of the Registration Chamber is  valid for wily 5 years. 
After th is  time the code w ill have to be re-submitted for approval i f  the 
organisation would like to work within i t s  approved framework.

In aection 16 there is  an in teresting sanction. I f  a sector does not 
develop a code of conduct where the Registration Chamber thinks i t  necessary, 
or where a code has been developed but is  not enforced in practice, then the 
government nay step in and lay down binding ru les. This is  possible only 
a fte r  3 years to give organisations time to develop th e ir own codes c f 
conduct. The exp lic it purpose of th is  provision is  to give leverage to 
promote self-regulation.

6.2 The f i le  Level

The b i l l  also covers self-regulation on the base level, that of the
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data processing f i le .  In parts 5 and 6 of the b i l l  there ia  a distinction 
between the public and the private sectors.

In the public sector, including education, health care and the like 
there ia  a duty to  laydown regulations, formal ru les, the subjects of which 
•re  spelled out in  the law -  purpose, content, transfer to  th ird  parties e tc . 
These rules should be made public, and notification given to  the Registration 
Chamber. These rules are binding on the controller, an outside data 
processing bureau and a l l  others involved in  the f i le .  All have to  comply 
with these regulations. Clearly, i t  ia  dangerous to  lay down rules and forget 
•bout them because that would lead to illeg a l conduct. I t  ia  possible to 
change the regulations but of course these regulations have to  be in 
conformity with the law, they have to be published, and new notifications 
sent to the Registration Chamber.

In the private sector there is  a duty to give notification with a 
formal form which, in  the way i t  has been worked out, is  very close to the 
formal regulations for the public sector -  only i t  w ill be much siap ler. I t  
w ill deal with the same subjects, (purpose, content, use e tc .)  and the 
notification w ill be binding on the controller and his en tire organisation. 
Once he has issued his notification to the Registration Chamber i t  is  
binding. I t  is  public, so interested parties may go to court and ask for 
enforcement.

6.3 Exceptions

There are interesting exceptions for both public and private sectors 
because we fe lt  that a law with such a wide scope, covering a l l  automated and 
manual personal data, could never impose a duty of regulation and
notification to the fu lles t extent. So we adopted a rule of thumb that the 
obvious does not have to be regulated, or notified . That is  why there is  an 
exception for these obvious cases like staffing and payroll systems,
accounting systems, subscription records, membership and things like th a t. 
There w ill be an administrative order -  executive regulation -  giving the 
exact description of the standard cases which do not have to  be notified .

The policy idea is  that about 80% of the f ile s  w ill be covered by an 
exception so the Registration Chamber w ill be able to concentrate on the 
exceptional rather than the obvious cases. Again, the controller has his 
choice -  he can choose to be covered by the standard. Alternatively, he can
say that he has special reasons for doing i t  in a different way. In that case
he has to notify the Registration Chamber -  that is  im plicit s e lf-  
regulation. The purpose is  obvious -  ^o lim it bureaucracy and to concentrate 
limited funds on high p rio rity  tasks.j

7. Rights of Information and Correction

The provisions on the rights of information and correction impose a 
duty on the controller to notify a person that data on him haa been entered 
into a f i le  for the f i r s t  time -  but again there is  an exception that the 
obvious does not have to be reported. If  a data subject i s  aware of the 
existence of a f i le ,  then notification is  not necessary:

* I f  I take a subscription to a newspaper then the newspaper (toes not 
have to  t e l l  me that I am on the subscribers' l i s t .
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* I t  is  possible, for instance in  banking and credit in stitu tio n s, to 
give advance information that asking for credit w ill lead to credit reporting 
a t a certain  cred it information organization.

The right to  information includes information stored on the source of 
the data, and the communication of the data to th ird  p artie s . Third parti »s 
in  the Netherlands b i l l  includes other legal persona. Ohce again, t ie  
controller does not have to  a te te  the obvious -  i f  avery month or every yeir 
there is  communication of salary data to the tax au thorities, or wages are 
being paid, he does not have to  give such information to  the data subject.

His duty ia  greater when data of a very sensitive nature is  involved 
When a medical f i le  is  involved, the controller has a much wider duty of care 
than when only names and addresses are involved, provided the addresses do 
not re la te  to  a group which has a very sensitive background.

8 . Enforcement

8.1 Penal Sanctions

There are only a very few penal sanctions to be found in th is  b i l l .  
Practically the only duty subject to penal sanction ia  to notify the 
existence of a f i le  and to lay (town regulations. Having a black l i s t  would be 
illeg a l and would lead to penal sanction.

8.2 Informal and Civil Sanctions

Aside from th a t, i t  ia  purely a matter of informal and c iv il 
sanctions. A data subject may go to the Registration Chamber and ask for an 
investigation. The Chamber has fu ll powers to investigate the case. I t  may 
then recommend a certain  course of action to the data protection controller 
and i t  may make th is  recommendation public. I t  w ill give the outcome of the 
investigation both to  the controller and to the complainant. This has been 
done in a deliberate effo rt to trigger o ff a c iv il case i f  the controller 
does not follow up the recommendation. But the Registration Chamber does not 
have the power to go to court. I t  may use informal sanctions to bring 
pressure -  like going to the press -  but i t  does not have the power to go to 
court. Instead we have included sections 9 and 10 in the Act which make i t  
easier than usual for interested parties to go to court.

8.3 Damages

Section 9 deals with l ia b i l i ty ,  f i r s t  of a l l  on top of normal to r t 
l ia b i l i ty , i t  allows for immaterial damage. In section 9.3 there ic a 
provision on s t r ic t  l ia b il i ty  for a controller of the f i le .  The controller 
w ill be held liab le  for any damages material or immaterial resulting from 
acta or ommissions which are contrary to  the rules of the Act or contrary to 
the rules in the regulations or the notification  requirement. The lia b ili ty  
of the controller even covers computer fau lts , and any actions or omissions 
at a computer bureau. A processor or computer bureau ahall be liab le  for any 
loss or damage resulting from his actions.
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8.4 Rights for Lsgal Persons

According to  section 10, not only the dste eubject himself but slso 
legel persons like consumer unions, labour unions, end c iv il liberty  groups 
may se t to  protect th e ir  in te re s ts . This is  s mechanism growing in  importsnee 
in  the Netherlands end we expect i t  to work well in  the area of data 
protection.

f .  International Transfers of Pets

Sections 47, 48 end 49 deal with international aspects. In principle, 
the Dutch Data Protection Act w ill apply to everything that happens on Dutch 
te rr ito ry .

In addition, the law w ill apply to a personal data f i le  not located 
in the Netherlands -  but kept by a controller established in the Netherlands. 
If  a Dutch insurance company has i t s  data in  Germany or the UK, Dutch law 
would apply to the controller and to the data. I t  should make no difference 
whether the data is  being stored in UK, Germany or wherever around the world. 
In the above examples, German and UK law may also be applicable. In Section
47.2 the Minister of Justice, having consulted the Registration Chamber, may 
give an exemption in  a specific case. That i s  ju st a way to accommodate 
possible conflicts of law.

Another case of a Minister of Justice exemption, covered by section 
48, is  where a controller outside the Netherlands, say the USA, Australia or 
South America may have his data in the Netherlands because a computer ia 
located there as part of a worldwide network. Then, i t  would not be very 
practical to apply Dutch law, provided that there is  proper security in the 
Netherlands bureau and provided that there are adequate safeguards for the 
privacy of the data subject. The Data Protection B ill therefore ensures 
public order, as the Netherlands does not want to be a data haven.

We do not have a provision laying down the requirements for a license 
on transborder dsta flows. There is  only in section 49 the possib ility  of an 
emergency brake i f  a f i le  ia  set up in another country in an effo rt to 
circumvent Dutch law. I f  such a transfer of data has serious adverse effect 
on the privacy of the persons concerned, then any communication back and 
forth to  that f i le  may be banned under criminal sanctions.

10. Summary

In short, the b i l l  consists of general provisions and self-regulation 
but the sword of Damocles in terms of enforcement. No criminal cases because 
the courts are blocked. In terms of crime, data protection is  relatively 
unimportant. In c iv il cases, the outcome may be heavy sanctions. In theory 
the court may say, stop the operation or change the system. The idea is  that 
the controller w ill look ahead and build in a certain margin of data 
protection and work out what is  really necessary; th is  is  again a kind of 
self-regulation.

This is  an edited version of a paper given by Mr Peter Huatinx, Legal Advisor 
on Public Law, the Netherlands' Ministry of Justice, the Hague a t the Privacy 
Laws A Business Conference on October 19th in London.
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