
POLITICS TRIUMPHS IN AUSTRALIA'S NEW DATA PHOTECTION LAW

A fter •  dNMb o f indecision, bureaucratic s ta llin g  and p o litic a l 
cont r oversy, A ustralia baa a t la s t Joined auch o f the re s t of the 
in d u stria lised  world in  enacting national data protection legis lat ion. Grahae 
fttasnlaaf exaainsa the now law.

In Novsaber the Cowwonwealth Parliaaent passed the Privacy Act 1988. 
The Act only applies to  the Coaaonwealth (Federal) public sector, and not to 
State governaent agencies nor to  the private sector. I t  can therefore only be 
considered a " f i r s t  instalment" toward A ustralia 's coapliance with the OECD 
Guidelines or e l ig ib il i ty  to  ra tify  the Council of Europe Convention. 
However, i t  does cover both computerised and manual records.

A vindication of the p o litic a l process

The Act is  a very significant improvement on both the Draft Privacy 
B ill recommended by the Australian Law Reform Commission in  i t s  1983 Privacy 
Report, end on the Privacy B ill 1986. The 1986 B ill was introduced into 
Parliament by the Government as part of a package with the defeated national 
Identity Card (ID) proposal, the so-called "Australia Card." I t  contained 
many subtle qualifications, and some serious omissions, designed to ensure; 
that i t  would be ineffective, by a Commonwealth bureaucracy and a Labour 
Government indifferent to privacy.

However, the rejection of the ID Card le f t  the Government desperate 
to enact some measure of information surveillance through an enhanced Tac 
File Number, to attempt to reduce tax and social security fraud. Faced with n 
hostile  upper house (the Senate), the Government was forced to accep: 
substantial amendments to the Privacy B ill as the p o litica l price for ths 
passage of i t s  Tax File Number leg isla tion . On th is  occasion the p o litica l 
process has, on balance, resulted in informed amendments which favour 
individual lib e rtie s  against the extension of bureaucratic control.

Structure of the Act

The core of the Act consists of eleven information Privacy Principles 
which are enforceable against Commonwealth government agencies. Individuals 
may enforce the Principles by injunctions, and may obtain compensatory 
damages for any loss or damage caused by a breach of the Principles. The Ac 
creates a Privacy Commissioner, who will have power to investigate complaints 
of breaches of the Principles and to seek injunctions against agencies to 
enforce them, as well as other functions. There are few exemptions from the 
Principles stated in the Act. Instead, any agency may seek an exemption from 
some part of the operation of the Principles on the grounds of public 
in te re s t, by application to the Privacy Commissioner, who w ill then make a 
Public In terest Determination afte r hearing from interested parties.



The Act does not include e registration  system involving either prior 
approval (the strong Scandinavian nodal) or prior notification (the weak 
B ritish nodel). Instead(Principle 5 requires each agency to  aaintain a 
record stating  the nature, purpose, access and discloaure conditions etc . for 
each type of record, and to  make i t  available for public inapeetion. Agencies 
must also eake a copy of the record available annually to  the Privacy 
Goaaisaioner, who w ill publish an annual Personal Information Digest of such 
d e ta ils .

The Act also contains numerous specific and parallel controls on the 
use of the Tax f i le  Number, including i t s  use in the private sector. In the 
European usage, th is  is  sectoral leg isla tion  interwoven into the general Act, 
and i t  w ill not be discussed here. I t  is  sign ifican t, however, that i t  gives 
wide delegated leg isla tive  powers to the Commissioner to prepare enforceable 
Guidelines on the use of the Tax f i le  Number, applicable to both public and 
private sector users.

The Information Privacy Principles

The eleven Information Privacy Principles (sl4) are sim ilar in many 
respects to the principles contained in the New South Wales Privacy Committee 
Guidelines (1978), the OECD Guidelines (1980), the Council of Europe 
Convention (1980) and the United Kingdom Data Protection Act (1984). The 
Principles are paraphrased below.

Principle 1 Agencies must not collect personal information unless:
( i)  i t  is  collected for a lawful purpose directly  related to 
function or activ ity  of the agency; and
( i i )  the means of collection are lawful and fa ir .

Principle 2 Agencies must ensure that people from whom they so lic it 
personal information are generally aware of: ( i)  the 
purpose of collection; ( i i )  any legal authority for the 
collection; and ( i i i )  any th ird  parties to which the 
collecting agency discloses such information as a usual 
practice.

Principle 3 Where an agency so lic its  personal information (whether
from the subject of the information or otherwise), i t  must 
take reasonable steps to ensure that the information is  
( i)  relevant to the purpose of collection, up-to-date and 
complete; and ( i i )  i t s  collection does not unreasonably 
intrude upon the person's a ffa irs .

Principle 4 An agency must protect personal information against misuse 
by reasonable security safeguards, including doing 
everything within i t s  power to ensure that authorised 
recipients of the information do not misuse i t .

Principle 5 Any person has a right to know whether an agency holds any 
personal information (whether on him or her or not), and i f  
so (a) i t s  nature; (b) the main purposes for which i t  is  
used; (c) the classes of persons about whom i t  i s  kept;
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Principle 6

(d) the period for which each type of record is  kept;
(e) the persons who are en titled  to have access to  i t ,  and 
under what conditions; ami (f) how to  obtain access to i t .  
Each agency must maintain an inapectable reg ister of th is  
informetion, and must inform the Privacy Commissioner 
annually of i t s  contents.

A person has a right of access to personal information 
held by an agency, subject to  exceptions provided in the 
freedom of Informetion Act 1982 or any other law.

Principle 7 Agencies must make corrections, deletions and additions to 
personal information to  ensure that i t  i s  ( i)  accurate; 
( i i )  relevant, up-to-date, complete and not misleading 
(given the purpose of collection and related purposes), 
subject to exceptions provided in the "freedom of 
Information Act 1982" or any other lew. Agencies are also 
required to add a reasonable statement by a person to that 
person's record, on request.

Principle 8 Agencies must take reasonable steps to ensure that 
personal information is  accurate, up-to-date and complete 
(given the purpose of collection and related purposes) 
before using i t .

Principle 9 Agencies may only use personal information for purposes to 
which i t  is  relevant.

Principle 10 Agencies may not use personal information for purposes 
other than for which i t  was collected, except (a) with the 
consent of the person; (b) to prevent a serious and 
imminent threat to a person's l i f e  or health; (c) as 
required or authorised by law; (d) where reasonably 
necessary for the enforcement of criminal or revenue law; 
or (e) for a d irectly  related purpose. In the case of 
exception (d), but not otherwise, the use must be logged.

Principle 11 Agencies may not disclose to anyone else personal 
information, with the same exceptions as apply to 
Principle 10 (a) -  (d), plus an additional exception 
where the subject of the information ia reasonably likely 
to be aware of the practice of disclosure (or reasonably 
likely  to have been made aware under Principle 2). The 
recipient of information under one of these exceptions 
may use i t  only for the purpose for which i t  was 
disclosed.

The use and disclosure Principles (10 & 11) do not apply to information 
which has already been collected.

Enforcement of the Principles

Agencies are prohibited from breaching the Principles ( s l6) , thereby 
opening the way for individuals to  seek to enforce th e ir observance. Any 
person may seek an injunction from the federal Court to restrain  an agency
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(or any o ther person) from contravening the  Act, or to  require  s  person to  
take actions so th a t the Act w ill not be contravened (a98). I t  i s  therefo re  
not only ac tual data su b jec ts , or only persons who have su ffered  or are 
l ik e ly  to  eu ffer hern because o f the breach, who can enforce the  P rin c ip les .

Individuals aay a lso  complain to  the  Privacy Commissioner o f an 
" in te rfe ren ce  with privacy" (s36). "In terference  with privacy" la  defined so 
th a t  i t  includes only a breach o f the P rinc ip les or a breach o f the 
Guidelines concerning Tax f i l e  Numbers (a l3 ) . I f  the Coaaiesioner finds the 
coap lain t substan tia ted  he or she nay seek to  c o n c ilia te  (s27), or nay sake a 
d ec lara tio n  th a t the agency should d e s is t fron fu rth er breaches, perform 
ac tions to  remedy any lo ss  or damage su ffered  by the complainant (s52) or pay 
pay compensatory damages to  the complainant (a 52). Complainants may also  be 
awarded payment o f expenses incurred in  pursuing a complaint, irresp ec tiv e  of 
the declara tion  made (e52(3)). Such declara tions are  binding on the agency 
concerned (8855-56). Complainants can recover compensatory damages and coats 
as a debt (s57), and can enforce other determ inations in  the federal Court 
(a59). Both 8 complainant and an agency may appeal against a decision o f the 
Commissioner to  the Adm inistrative Appeals Tribunal (a58), and thence to  the 
fed era l Court.

"Representative complaints" may be made on behalf of more than one 
person (s36 (2 )), but in  th a t case damages may not be awarded (s52).

The Commissioner may a lso  in v es tig a te  possib le  breaches o f the 
P rinc ip les or Guidelines on h is  or her own in i t ia t iv e  (s40 (2 )). I f  the agency 
concerned f a i l s  a f te r  60 days to  comply with any recommendations the 
Commissioner makes, the Commissioner may have a report tab led  in  Parliament 
in  a fu rth er 15 days (s30). He or she may a lso  seek an in junction  from the 
federal Court to  remedy any breaches found (s98), without any need to  delay. 
The ever-present p o ss ib il i ty  o f an in junction  could be expected to  make 
agencies take s30 recommendations somewhat more seriously  than they might 
otherwise be disposed to .

The range o f measures availab le  to  enforce the P rinc ip les are 
therefo re  comprehensive, ranging from persuasion to  in junctions and, most 
im portantly , damages. They are a lso  a jud icious blend of what Norways's Knut 
Selmer characterised  a t the 1988 Data Protection Commissioner's Conference as 
"the American approach o f enforcement by indiv idual in i t i a t iv e ,  and the 
European approach of enforcement by a government a u th o rity ."

The Privacy Co— issio n e r

The Privacy Commissioner i s  to  be appointed by the Government for a 
seven year term (819), and i s  to  be p a rt o f the e x is tin g  Human Rights and 
Equal Opportunities Commission.

Almost a l l  o f the Commissioner's functions (a27) a re  re la te d  to , and 
therefo re  lim ited  by, references to  " in te rfac es  with privacy", the meaning of 
which i s  lim ited  to  breach o f the P rinc ip les and breach o f the Tax f i l e  
Number Guidelines (e l3 ) . The Act does not give the Commissioner any 
s ig n if ic a n t ro le  concerning "invasions of privacy" outside these two sp ec ific  
ca teg o ries . Any lim ita tio n s  in  the scope of the P rincip les w ill therefore
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have a d ire c t  e f fe c t  on the  Coaeieeiooer'e functione. In c o n tra s t , the Nm 
South Melee Privacy Coae i t te e  can in v es tig a te  any type o f " in te rfe rence  with 
p rivacy ,"  but haa vary U n ite d  anforcanent powera.

Subject to  th ia  vary a t r i c t  l i a i t a t io n ,  the  nora a ig n iflean t 
functione o f the  Coaai aaionar a re : to  a tta a p t  to  o a t t la  ooap la in ts b> 
c o n c ilia tio n ; to  examine proposed Acts when requested to  do eo by a  M inister; 
to  ao n ito r developaenta in  computing, including data-aatching  anc 
d a te -lin k ag e ; to  au d it records o f agencies fo r coapliance with the 
P rin c ip le s ; to  exaaine data-aatching  or data-linkage proposals on request by 
a M in ister; and to  encourage corporations to  adopt the  OECD Guideline!) 
v o lu n ta rily .

Outside enforceaent o f the P rin c ip les , discussed above, the 
Commissioner's a b i l i ty  to  take independent ac tion  to  warn the  public of 
dangerous developaenta th rea ten ing  privacy are  very lim ited . Mia or her power 
to  examine proposed le g is la t io n  or proposed data-aatching  and data-linkagu 
p rac tic e s  i s  l i a i te d  to  when requested by a M in ister, and even then there  in  
no r ig h t to  repo rt to  the public or Parliament on what was found. Thu 
Commissioner must make an Annual Report to  Parliament on the operation of the 
Act (s97), and may presumably there  give d e ta i ls  of the exercise  o f every one 
of h is  or her functions. There i s  no equivalent to  the NSW Privacy 
Commmittee's r ig h t to  make public statem ents on m atters concerning privacy 
generally .

There w ill a lso  be a Privacy Advisory Committee o f 6 part-tim e 
members appointed by the Government, but with a m ajority coming from outside 
the public sec to r (s82), and chaired by the Commissioner. The Committee caii 
give advice to  the Commissioner, but has no independence from th ;  
Commissioner whatsoever, being unable to  even meet without the Commissioner's 
consent, and unable to  make i t s  own report to  Parliam ent.

Exemptions from the  P rin c ip les

The Act contains few express exemptions from the  operation o f thle 
P rin c ip les . The main exemptions a re : those in  the  use and disclosure
P rinc ip les (10 & 11), as l i s te d  above; the exceptions to  the sub ject access 
and co rrec tion  P rinc ip les (6 & 7) imported from the "Freedom of Information 
Act", the exemption o f some agencies in  respect o f th e ir  commercial 
a c t iv i t ie s ;  and a blanket exemption emanating from them (P art 11).

Instead , one o f the main functions o f the Privacy Commissioner w ill 
be to  make the d e ta iled  decisions as to  whether to  exempt sp e c if ic  agencies 
from p a rts  o f the P rinc ip les fo r c e r ta in  a c t iv i t ie s ,  on the grounds o f public 
in te r e s t .  The Commissioner i s  empowered to  make such an exemption where the 
public  in te r e s t  in  an agency breaching a P rinc ip le  "outweighs to  a 
su b s ta n tia l degree" the public in te re s t  in  adhering to  the P rinc ip le  (s72). 
Such a "Public In te re s t  Determination" means th a t such a c ts  are  deemed not to  
be a breach. The onus i s  properly l e f t  with the agency seeking exemption. The 
Commissioner must publish any agency app lica tion  for a Determination (s74) 
take account o f any submissions received (s79), and hold a conference on the 
app lica tion  i f  any person eo requ ires (s76).
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This i s  one o f the most novel re s to re s  o f the A ustralian Act. In 
p rin c ip le  i t  seeiss to  be s  sensib le  compromise between the desire  fo r very 
generel P rinc ip les which in  most esses esn be applied  s t r i c t l y ,  and a 
recognition  th a t  P rin c ip les  o f such genera lity  w ill inev itab ly  need some 
exceptions, given the  d iv e rs ity  o f governmental a c t iv i t ie s  th a t they 
re g u la te . The c rea tio n  o f a  public arena where the d e ta i ls  o f the  proper 
scope o f data su rve illance  and d a ta ■pro tec tion  can be debated and developed 
con tinually  on a c le a r  b asis  o f public in te re s t  c r i t e r i a ,  but w ith procedural 
f l e x ib i l i ty ,  seem  to  be a sound so lu tio n .

However, the  implementation o f the  Public In te re s t Determination 
procedures i s  one o f the weakest p a rts  of the Act, because these procedures 
are  s t i l l  b la ta n tly  biased in  favour of agencies seeking exemptions.

An agency may apply for s determ ination under s72 in  re la tio n  to  such 
ac ts  and p rac tic e s  as i t  decides (s73), but the Commissioner can only e ith e r  
dism iss the app lica tion  or give i t  unconditional approval (s78). The 
Commissioner cannot impose conditions on allowing a breach o f the P rin c ip les , 
nor even allow such breaches on condition th a t the s e t te r  be re-examined 
a f te r  a period o f tim e. Nor i s  there  any provision for the Commissioner or 
anyone e lse  to  re-open the ap p lica tio n . Since exemptions from the P rincip les 
are inheren tly  undesirable, th is  i s  c lea rly  u n sa tis fac to ry .

Further evidence of b ias i s  found in  the requirement th a t the 
Commissioner make a d ra f t determ ination only on the evidence of the applicant 
agency (s75); th a t agencies can have lega l rep resen ta tives a t conferences but 
ind iv iduals cannot (s77); and, most e x tra o rd in a rily , th a t an agency can 
suppress the d isc losure  of evidence on which i t s  app lica tion  i s  based to  
those who wish to  con test i t  merely by claiming th a t the information i s  
exempt under the "Freedom of Information Act" (s74)!

The Commissioner's Determinations may be disallowed by Parliament 
(sBO), which i s  e n tire ly  appropriate for what i s ,  in  e f fe c t ,  the making of 
delegated le g is la t io n . U ltim ately, th e re fo re , any exemptions from the 
P rinc ip les must run the gaun tlet of Parliam ent.

An i n i t i a l  app ra isa l

The p o l i t ic a l  process seems to  have served the A ustralian public 
w ell, in so fa r as the Privacy B ill  has been converted from a travesty  of data 
p ro tec tion  in to  what i s  in  many respects a very strong Act, although one 
lim ited  in  scope. Such novel and complex le g is la tio n  cannot be expected to  be 
p e rfe c t, and the Privacy Act w ill need .amendment, p a rtic u la rly  in  re la tio n  to  
Public In te re s t Determinations.

The Act allows the Commissioner, indiv idual c it iz e n s , the Courts, and 
even Parliament to  each play a continuing ro le  in  the development o f data 
p ro tec tion  law w ithin i t s  framework. There i s  ample scope for them to  make 
the Act a powerful weapon to  p ro tec t indiv idual l ib e r t i e s .
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Wales, A u stra lia , and i s  a Member o f the New South Wales Privacy Demerittee. 
He was the  f i r s t  A ustralian rep resen ta tive  to  a ttend  the annual meeting o f 
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