
HONG KONG MAY ENACT A DATA
PROTECTION LAW IN 1994

There is a good prospect that Hong Kong 
will enact data protection legislation in 1994.
A  iw r  drm ghtsm an has h e m  assigned to 
begin Jm work in consultation with the 
Privacy Sub-committee o f  the Hong Kong Law 
Reform, Commission, and a legislation slot hasf 
been reserved fo r  June 1994  Even i f  this 
timetable slips, it is likely that a bill will be 
before the Legislative Council by September 
1994, according to The Hon Mr Justice 
Mortimer, Chairman o f the Privacy 
Sub-committee.

T h e  19 88  g u id e lin e s  c re a te d  a  fra m e w o rk  

fo r  p u b lic  a n d  p r iv a te  se c to rs  b u t th e y  w e re  

v o lu n ta ry  in  c h a ra c te r ( P L & B  M a y  1988  

p p .7 ,1 4 ) . In  M a r c h  19 90 , th e  H o n g  K o n g  L a w  

R e fo rm  C o m m is s io n  w as a sk e d  b y  the 

g o v e rn m e n t to  m a k e  re co m m e n d a tio n s  o n  the  

la w  re la t in g  to  p r iv a c y  and  d a ta  p ro te c tio n  

( P L & B  J u ly  1991 p p . 1 4 -1 7 ).

T h re e  y e a rs  la te r , o n  17 th  M a rc h  19 93 , the 

P r iv a c y  S u b -co m m itte e  p u b lis h e d  a su b s ta n tia l 

2 0 0  p ag e  C o n s u lta tiv e  D o cu m e n t o n  th e  Reform 
o f the Law Relating to Information Privacy.
T h e  C o n s u lta t iv e  D o cu m e n t o p e n ed  a p u b lic  

d eba te  a n d  th e  S u b -co m m itte e  re c e iv e d  o v e r 80  

su b m is s io n s  fro m  in te re s te d  p a rt ie s  in  H o n g  

K o n g  and  a b ro a d .

T h e  C o n s u lta t iv e  D o cu m e n t ta ke s  an  u p -to - 

da te  a p p ro a ch  in  re g u la t in g  d a ta  p ro te c tio n

issu e s . It s y s te m a tic a lly  d ra w s  o n  e x p e r ie n c e  

o f  n a tio n a l d a ta  p ro te c tio n  le g is la t io n  a lre a d y  

fu n c t io n in g  in  m a n y  E u ro p e a n  c o u n tr ie s . A ls o ,  

it  is  b a sed  o n  re c o g n ise d  d a ta  p ro te c t io n  

p r in c ip le s  c o n ta in e d  in  in te rn a t io n a l 

in s tru m e n ts , su ch  as th e  C o u n c il o f  E u ro p e  

C o n v e n tio n  108 a n d  th e  O E C D  G u id e lin e s .

F in a lly ,

w h ic h  is  q u ite  u n d e rs ta n d a b le  b e a r in g  in  m in d  

H o n g  K o n g ’ s c u rre n t p o s it io n  in  th e  g lo b a l 

e c o n o m ic  s tru c tu re  as an  im p o rta n t f in a n c ia l 

a nd  e c o n o m ic  ce n tre  in  th e  re g io n . T h u s , b y  

d ra ft in g  le g is la t io n  w ith  a  h ig h  le v e l o f  d a ta  

p ro te c tio n , H o n g  K o n g  is  n o t lik e ly  to  h a ve  

p ro b le m s  in  m e e tin g  th e  E C  D ra ft  D ir e c t iv e 's  

tra n s b o rd e r da ta  f lo w s  re q u ire m e n t fo r  

p ro v id in g  an  adequa te  le v e l o f  p ro te c tio n  (see  

b o x  o n  n e x t pag e ).

The main points o f the proposed law

T h e  fo llo w in g  a re  th e  m a in  c h a ra c te r is t ic s  o f  

th e  H o n g  K o n g  p ro p o sa l:

• It c o v e rs  b o th  au to m a te d  and  r e a d ily  

re tr ie v a b le  m a n u a l da ta .

• T h e  p ro p o s a l a p p lie s  u n ifo rm ly  to  the 

p r iv a te  and  p u b lic  se c to rs .

• It a d o p ts  a m p le s t  o f n o t if ic a t io n  w h ic h  is  * • /

b a sed  o n , b u t simpler th an , re g is t ra t io n  f

re q u ire m e n ts  in  th e  U K 's  D a ta  P ro te c t io n  f 
A c t . y s e r s  o f  p e rs o n a l d a ta  w il l  n ee d  to  

co m p le te  a fo rm  b y  t ic k in g  a p p ro p ria te

b o x e s  s p e c ify in g  p u rp o se s . T h e  fo rm  w il l  

be  d is tr ib u te d  w ith  th e  a n n u a l b u s in e ss

Hong Kong Privacy Survey

Parallel with the Privacy Sub-com m ittee's work, a recent University of Hong Kong study, 
Privacy Attitudes in H ong Kong, shows that privacy is seen by a representative sample of all 
Hong Kong households as:

1. very important by a quarter of survey respondents, while

2. tw o  thirds of them considered privacy to be, at least, som ewhat important

3. 7 .3 %  of the sample had experienced an invasion of their privacy within the last 12 
months

4. 6 2 .9 %  would object if their identity card number were made publicly available.

The  survey was conducted by Dr John Bacon-Shone and Harold Traver, the Social 
Science Research Centre, University of Hong Kong, Pokfulam Road, Hong Kong. A  
sum m ary of the survey results is available from the PL&B office.
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H ong K on g 's  Transborder Data F low s  Proposals

The Consultative Document's proposed legal framework for transborder data 
flows is determined by the provisions on the territorial application of the Hong 
Kong law and by the proper provisions on transfers of data abroad. In this way, 
the whole legal framework is made more precise and clear for data users wishing 
to transfer their personal data from Hong Kong to other countries.

The territorial application o f the Hong Kong law
The Privacy Sub-committe recommended that Hong Kong law should apply to 

all processing of personal data where the data controller is in the territory of Hong 
Kong. Thus, s u b ^ t  t<s> tht ptovifjon%of
Hong Kong legislation as tong as the contro l o f th a t data rem ains in H ong Kong. 
Subsequently, when transfer of personal data abroad implies the loss of control 
over that data, the provisions of the Hong Kong law on the use of data would 
cease to apply and the question of legality of such transfer would be regul ated by 
the provision on transborder data flows.

The criterion of control over data seems to be well chosen, especially b 
mind a potential conflict of various national data protection laws and their 
jurisdictions over transborder data flows. However, there might be a need
further interpretation as to what are the elements and what is considered to be 
effective control over processing and use of data. For the sake of legal certainty, 
it would be important to define in these cases, either in the legislation itself, or in 
interpretative/guideline notes, at what stage pure processing ceases and bacomes 
data control.

The provisions on transborder data flow s
The provisions on transborder data flows are based on the revised text of the 

EC Directive and represent an example of a well-balanced way in which this 
important issue can be regulated. Clearly, when drafting its recommendations, the 
Sub-committe must have had constantly in mind the current position of Hong 
Kong in the global economic structure, as an important financial and economic 
centre in the region attracting a great number of foreign corporations and 
multinational companies. With such a background, regulating transfers of data to 
other countries in a balanced and practical manner becomes a condition s/1f?e qua 
non for future economic prosperity and development of the country.

As the criteria for transborder data flows, the Privacy Sub-committee 
recommends an adequate leve l o f data protection in the receiving country. Thus, 
as a general rule, personal data may be transferred to a country with an adequate 
level of data protection. However, a number of exceptions are envisaged:

1. The consent of data subject preliminary to entering into a contract.

2. Transfer is necessary for the performance of a contract with a data subject 
and he has been informed of the transfer.

3. Transfer is necessary on important public interest grounds.

4. Transfer is necessary to protect the vital interests of the data subject.

Finally, if a particular transfer to a country without an adequate level of 
protection does not fall within one of the above exemptions, there is a du ty for the 
data exporter to ensure that the receiving party in the other country complies with 
the data protection principles.
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re g is tra t io n  fo rm  an d  b e  fin a n c e d  b y  a 

s m a ll a d d it io n a l fe e .

T h e  re g u la to ry  sy s te m  w il l  b e  o v e rse e n  b y

b y  the

G o v e rn o r  o n  th e  L e g is la t iv e  C o u n c il’ s 

a d v ic e . T h e  C o m m is s io n e r 's  p o w e rs  w il l 

in c lu d e  in v e s t ig a tio n  and  a r ig h t o f  se a rch  

and  s e iz u re , a fte r o b ta in in g  a c o u rt o rd e r.

P ro v is io n s  o n  tra n s b o rd e r da ta  f lo w s  fo llo w  

th e  p a tte rn  e n v is a g e d  b y  th e  E C  D ra ft  

D ir e c t iv e  (see  b o x ) .

J s a 6 fe ^ ^ ^ ,js t iy i t ie s  are regulated m so,
approval of a p

Privacy Commissioned. T h is  p ro v is io n  is  

p a r t ic u la r ly  im p o rta n t, as H o n g  K o n g  has 

a  u n iv e rs a l P e rs o n a l Id e n t if ic a t io n  N u m b e r 

S y s te m  u se d  w ith  n a t io n a l id e n t ity  c a rd s  

w h ic h  a re  re q u ire d  fo r  a w id e  ra n g e  o f  

p u rp o se s .

t, ^ p ro v e d  b y  a 

P r iv a c y  C o m m is s io n e r , a re  re c o g n ise d  as 

a n  a d d it io n a l re g u la to ry  in s tru m e n t.

1. Is it  p ra c t ic a l to  g iv e  a  r ig h t  o f  a c ce ss  

a n d  c o rre c t io n  in  re sp e c t o f  e v a lu a tiv e  

d a ta ?

2 . W h a t tra n s it io n a l p ro v is io n s  s h o u ld  b e  

m ad e  fo r  re a d ily  re tr ie v a b le  m a n u a l 

re c o rd s  o r  th o se  w h ic h  b e co m e  r e a d ily  

re tr ie v a b le ?

3 . T h e  n o t if ic a t io n  sy s te m  is  to o  

b u re a u c ra tic .

4 . T h e  P r iv a c y  C o m m is s io n e r 's  p o w e rs  

a re  to o  g re a t.

5 . T h e re  is  n o  d e f in it io n  o f  "d a ta  h o ld e r"  

o r  "d a ta  u se r. ”

This report has been written by Bojana 
Bellamy, a Privacy Laws & Business 
researcher and is f— '
t&NPM Hen M r; Justfce M?
(Hong Kong), (Chairman of the Privacy 
Sub-committee ldtertial|6nal
C m tim m e e  o f  Datalr0 t y $ $ m m 4 & i y w
Commissioners, held in M anchester in 
September, 1993.

Response to the Proposals

T h e re  h as b e e n  w id e sp re a d  su p p o rt fo r  the  

p ro p o s a ls , in c lu d in g  b ro a d  su p p o rt fro m  

C it ic o r p  and  A m e r ic a n  E x p re s s . S e v e ra l issu e s 

h a v e  b e e n  ra is e d  in  re sp o n se  to  th e  p ro p o s a ls , 

su ch  as:

The Consultative Document is available 
from: The Secretary, The Privacy 
Sub-committee, The Law Reform 
Commission of Hong Kong, 1/F High Block, 
Queensway Government Offices, 66, 
Queensway, Hong Kong.

Privacy Laws & Business Newsletter Subscription Form

The Privacy Laws & Business Newsletter subscription: four issues, legislation and information 
service. Subscription £250 (UK), £265 (elsewhere). Sample copy £25 (UK), £40 (elsewhere).

Your name and address.....................................................................................................................................

Telephone.............................................................................Fax..........................................................................

You may pay by:

1. Cheque enclosed made payable to: Privacy Laws & Business

2. Credit card: American Express, Visa, Mastercard or Access. (Please indicate your card).

Credit card number................................................................................................ Expiry Date............................

Card billing name and address if different from above:...................................................................

3. Please invoice me.................

Signature........................................................................ Date.................................................................

GUARANTEE

If you are dissatisfied with the newsletter, the unexpired portion of your subscription will be repaid.

Privacy Laws & Business, Roxeth House, Shaftesbury Avenue, Harrow, Middlesex, HA5 5BT, UK 
Telephone: + (44) 81 423 1300 Fax: + (44) 81 423 4536
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