
TH E UK D A T A  PROTECTION  
REGISTRAR A T T A C K S  ILLEGAL 

PER SO N AL D A T A  M A R K ET

The UK's Data Protection Registrar, Eric 
Howe, has used his fin a l annual report before 
retiring to spotlight and attack the UK's illegal 
black market in personal data. In some ways, 
the pattern o f  corruption is worse in the UK 
than previous examples we have covered in 
Spain and Australia. In the UK, the Data 
Protection A ct has been fu lly in force since 
1987, unlike Spain where the police could not 
fin d  an appropriate statute under which to 
prosecute the alleged data traders (PL&B 
October 1992 p .3 ) or Australia where the law 
covers mainly the public sector (PL&B June 
1993 pp. 14-18).

A  market in personal data

M r  H o w e  e x p re sse d  h is  c o n c e rn  a b o u t the  

e x is te n c e  o f  a  m a rk e t in  th e  U K ,  tra d in g  in  

c o n f id e n t ia l p e rs o n a l in fo rm a tio n . T h e  

a lle g a tio n s , in it ia lly  m ad e  b y  The Sunday Times 
in  la te  1 9 9 2 , w e re  c o n firm e d  b y  th e  c o m p la in ts  

ca se s a n d  in v e s t ig a tio n s  b y  th e  R e g is tra r 's  

O f f ic e . T h e re  seem s to  b e  an  e s ta b lish e d  

m a rk e t in  w h ic h  it  is  p o s s ib le  to  o b ta in  a w id e  

ra n g e  o f  c o n f id e n t ia l in fo rm a tio n  a b o u t 

in d iv id u a ls . S o m e  o f  th is  in fo rm a tio n  ap p ea rs  

to  d e r iv e  fro m  so u rce s  su ch  as b a n k  a c co u n ts  

a n d  ta x  re c o rd s . W h ils t  th e re  is  n o  d o u b t as to  

th e  e x is te n c e  o f  su ch  a  m a rk e t, its  s iz e  is  n o t 

k n o w n . F u rth e r  in q u ir ie s  a re  n ee d ed  b e fo re  

a n y  f irm  c o n c lu s io n s  a re  re a ch e d .

How is information unlawfully obtained?

T h e re  a re  s e v e ra l so u rce s :

• an  e m p lo y e e  w ith in  a d a ta  u s e r 's  

o rg a n is a t io n  m a k in g  a n  u n a u th o ris e d , 

ille g a l d is c lo s u re .

• an  o u ts id e r  w h o  d e ce iv e s  a da ta  u s e r 's  

e m p lo y e e  in  o rd e r  to  g a in  a cce ss  to  

p e rs o n a l d a ta .

• in fo rm a tio n  s e rv ic e  p ro v id e rs , su ch  as 

c re d it  re fe re n c e  a g e n c ie s  w h ic h  w id e ly

d is se m in a te  s e n s it iv e  d a ta . T h is  m a y  b e  

u sed  fo r  u n la w fu l p u rp o se s .

sei

What legal action can be tak|en?

T h e  D a ta  P ro te c t io n  A c t  c a n  

p a r t ly  w ith  som e o f  th e se  prob lej: 

e x a m p le , it  is  a n  o ffe n c e  u n d e r 

k n o w in g ly  o r  re c k le s s ly  to  d isc lj): 

d a ta  to  a n y  p e rs o n  n o t s p e c if ie d  

re g is te r e n try . H o w e v e r, th e re  

le g a l re m e d y  a g a in s t a  th ird  per^  

p e rs o n a l d a ta  fro m  a  d a ta  u s e r 's  

d e ce p tio n . It m a y  be  p o s s ib le  tc 

a g a in s t su ch  a th ird  p a rty  o n  the  

a id in g , a b e ttin g , c o u n s e llin g  o r  

o ffe n c e  u n d e r th e  D a ta  P ro te c tic l: 

th o u g h  th e  p e rs o n  w h o  co m m itti 

o ffe n c e  h ad  n o  in te n tio n  o f  d o in g  so .

d e a l o n ly  

m s . F o r  

(he  A c t  

se  p e rs o n a l 

in  a d a ta  u s e r 's  

em s to  b e  lit t le  

o n  w h o  o b ta in s  

e m p lo y e e  b y  

ta ke  a c tio n  

g ro u n d s  o f  

p ro c u r in g  a n  

A c t ,  e v e n  

th e  p r in c ip a l:ed

hav i

An appropriate level o f security

D a ta  u se rs  a re  re q u ire d  to  

s e c u r ity  m e asu re s to  p ro te c t the  

th e y  h o ld . T h is  c a n  p la y  a  parti* 

im p o rta n t p a rt in  p re v e n tin g  un: 

a cce ss to  p e rs o n a l d a ta  (see p . 

w h ils t  th e  C o m p u te r M is u s e  A c t  

o f  som e re le v a n ce  in  th is  c o n te x : 

a b o v e -m e n tio n e d  p ro se cu tio n s  ir|i 

p o s s ib le  in  c e r ta in  c ircu m s ta n ce s  

th ese  p ro v id e  a n  adequa te  answ e 

c o n c e rn  abo u t th e  a c t iv it ie s  o f  th i

21)

e a p p ro p ria te  

p e rso n a l d a ta  

c u la r ly  

a u th o r is e d  

H o w e v e r, 

1 9 90  m a y  b e  

a n d  the  

a y  p ro v e  

n e ith e r o f  

r  to  R e g is t r a r ’ s 

ir d  p a rt ie s .

The police and criminal justi ce system

T h e re  a re  a  su b s ta n tiv e  n u m b e r o f  is su e s  o f  

c o n c e rn  w ith in  th e  p o lic e  and  c r im in a l ju s t ic e  

sy s tem . T o  lis t  b u t a  few :

• the  co n te n t and  life s p a n  o f  c r im in a l re c o rd s

• p u ttin g  o ld  c r im in a l re c o rd s  o n  c o m p u te r

• a u to m a tic  f in g e rp r in t  re c o g n it io n

• p ro se cu tio n  o f  p o lic e  o f f ic e r s

• e n fo rc e d  a cce ss  to  c r im in a l re c o rd s

• H I V / A I D S  m a rk e rs  o n  th e  p p lic e  n a tio n a l 

c o m p u te r

• co d e s  o f  p ra c tic e  fo r  p o lic e  C o m p u te r 

sy s tem s
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• c o m p u te r d e v e lo p m e n ts  fo r  the  c r im in a l 

ju s t ic e  sy s te m .

A m o n g  th e se  is su e s , th e  R e g is tra r  h a s p a id  

p a r t ic u la r  a tte n tio n  to  the  fo llo w in g :

The content and lifespan of criminal records
In  v ie w  o f  th e  p ro p o se d  fu tu re  e s ta b lish m e n t 

o f  a  s in g le  N a t io n a l C r im in a l R e c o rd s  S y s te m  

(N C R S ) , so m e  d a ta  p ro te c tio n  issu e s  h a v e  b een  

re -o p e n e d . O n e  o f  th e se  is  th e  le n g th  o f  tim e  

fo r  w h ic h  c r im in a l re c o rd s  sh o u ld  be  re ta in e d  

and  th e  c r it e r ia  u n d e r w h ic h  re c o rd s  w o u ld  be  

d e le te d . T h e  la te s t d e v e lo p m e n ts , su ch  as th e  

p re v a le n c e  o f  c e r ta in  ty p e s  o f  s e rio u s  o ffe n c e s , 

ch an g e s in  se n te n c in g  p o lic y  and  p ra c tic e  b y  

th e  c o u rts , a n d  f in a lly ,  th e  g re a te r u se  o f  

c a u tio n s  b y  th e  p o lic e , m ad e  it  n e ce ssa ry  to  

re v ie w  th e  a g re e d  c r ite r ia  fo r  re te n tio n  o f  

p o lic e  re c o rd s .

T h u s , in  d is c u s s io n s  w ith  th e  re p re se n ta tiv e s  

o f  th e  p o lic e , T h e  R e g is tra r  h a s p ro p o se d  the  

fo llo w in g  m o d if ic a t io n s  re c o g n is in g  the  

in c re a s in g  c o n c e rn  in  s o c ie ty  a b o u t c e r ta in  

ty p e s  o f  o ffe n ce :

• C o n v ic t io n s  in v o lv in g  in d e c e n c y  o r  

v io le n c e , t r a f f ic k in g  in  d ru g s  and  

p o s se s s io n  o f  c la s s  A  d ru g s  a re  to  b e  add ed  

to  th e  lis t  o f  th o se  tr ig g e r in g  re te n tio n  

b e y o n d  2 0  y e a rs  a fte r th e  la s t c o n v ic t io n .

• C a u t io n s  w o u ld  be  re ta in e d  in it ia lly  fo r  f iv e  

y e a rs , w ith  a  c o m m itm e n t to  a n a ly se  

r e c id iv is m  ra te s  b e fo re  th e  end  o f  th e  f iv e  

y e a r  p e r io d , th u s e n a b lin g  p ro p e r re v is io n  

o f  th is  p e r io d .

A lth o u g h  a c q u itta ls , in  g e n e ra l, w il l n o t b e  

re ta in e d , th e re  m a y  be  som e  e x c e p tio n a l 

c irc u m s ta n ce s  w h ic h  m ig h t need  fu rth e r 

c o n s id e ra t io n .

HIV/AIDS m arkers on the police national 
computer (PNC)

C o n v ic t io n s  re c o rd s  h e ld  o n  th e  P N C  a llo w  

fo r  the  in c lu s io n  o f  a w a rn in g  s ig n a l w h o se  

p u rp o se  is  to  a le r t  p o lic e  o f f ic e r s  to  p o te n tia l 

r is k s  to  th e m se lv e s  o r  o th e rs . O n e  o f  th e  

s ta n d a rd  w a rn in g s  is  "m a y  b e  h a za rd  to  o th e rs  

as a  c a r r ie r  o f  a c o n ta g io u s  d ise a se " and  th is  

c a n  b e  su p p le m e n te d  b y  a n  in d ic a t io n  o f  

H I V / A I D S  sta tu s. T h e  R e g is tra r  e xp re sse d  h is  

c o n c e rn s  o v e r  th is  s ta n d a rd  p ra c tic e ,

q u e s tio n in g  w h e th e r su ch  an  in d ic a t io n  o f  an  

in d iv id u a l's  possible H I V  sta tu s w as e x c e s s iv e  

o r  ir re le v a n t  fo r  p o lic in g  p u rp o se s  a n d  

th e re fo re  in  b re a ch  o f  th e  F o u rth  D a ta  

P ro te c t io n  P r in c ip le .

A  re ce n t g u id a n ce  fo r  th e  p o lic e  s e rv ic e  o n  

H I V / A I D S , is su e d  as a H o m e  O ff ic e  C ir c u la r ,  

re co m m e n d e d  th a t p o lic e  fo rc e s  sh o u ld  se t u p  

n e ce ssa ry  t ra in in g  and  e d u ca tio n  to  e s ta b lis h  

s ta n d a rd  h y g ie n e  p ro c e d u re s  and  sh o u ld  cea se  

the  p ra c tic e  o f  re c o rd in g  an  in d iv id u a l's  H I V  

sta tu s o n  p o lic e  re c o rd s .

In  the  lig h t  o f  th ese  re co m m e n d a tio n s , the  

R e g is tra r  c o n c lu d e d  th a t o n ce  th ese  p ro c e d u re s  

a re  in  p la c e , th e  h o ld in g  o f  H I V  m a rk e rs  w o u ld  

be  ir re le v a n t.

Health data protection issues

In  h is  re p o rt the  R e g is tra r  has g iv e n  h is  

o p in io n  o n  th e  fo llo w in g  d a ta  p ro te c tio n  is su e s  

in  th e  N a t io n a l H e a lth  S e rv ic e  (N H S ):

• th e  in te rn a l m a rk e t

• a d m in is tra tiv e  re g is te rs

• c o n f id e n t ia lity  o f  h e a lth  in fo rm a tio n

• th e  n eed  fo r  s ta tu to ry  p ro te c tio n .

The development of "person-based" systems
T h e  M a n a g e m e n t E x e c u t iv e  o f  th e  N H S  has 

re c e n t ly  la u n ch e d  a s tra te g y  to  e n su re  th a t 

in fo rm a tio n  and  in fo rm a tio n  te c h n o lo g y  a re  

m an aged  as s ig n if ic a n t  re so u rc e s  fo r  th e  b e n e fit  

o f  in d iv id u a l p a tie n t ca re  as w e ll as fo r  the  

p o p u la tio n  as a w h o le . T h e  s tra te g y  is  b a sed  

o n  the  fo llo w in g  p r in c ip le s :  d e v e lo p m e n t o f  

"p e rso n -b a se d " sy s tem s w h ic h  h o ld  in d iv id u a l 

h e a lth  c a re  re c o rd s , g re a te r in te g ra tio n  b e tw e e n  

d iffe re n t N H S  c o m p u te r sy s te m s, a n d  a n  

e x te n s io n  o f  in fo rm a tio n  sh a rin g .

In  v ie w  o f  th e se  ch an g e s w ith in  th e  N H S , 

the  R e g is tra r  w il l  h a ve  d is c u s s io n s  w ith  

re p re se n ta tiv e s  o f  the  h e a lth  c a re  p ro fe s s io n s  

and  o th e r in te re s te d  p a rt ie s  a b o u t the  

im p le m e n ta tio n  o f  th e  s tra te g y  and  its  d a ta  

p ro te c tio n  im p lic a t io n s .

NHS numbers as unique identifiers
In  d ra w in g  a tte n tio n  to  the  da ta  p ro te c t io n  

im p lic a t io n s  o f  re is s u in g  N H S  n u m b e rs , th e  

R e g is tra r  w e lco m e d  the  fa c t th a t th e  n ew  N H S
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n u m b e rs  w il l  n o t th e m se lv e s  in c o rp o ra te  

p e rs o n a l in fo rm a tio n , su ch  as da te  o f  b ir th . 

H o w e v e r , h e  is  c o n c e rn e d  th a t th e  N H S  

n u m b e r c o u ld  de facto  b e co m e  a  p e rs o n a l 

id e n t if ic a t io n  n u m b e r a n d  b e  u sed  so  o u ts id e  

th e  N H S , w ith o u t M in is te rs  and  P a r lia m e n t 

h a v in g  th e  o p p o rtu n ity  to  c o n s id e r  w h e th e r a 

n a t io n a l id e n t if ic a t io n  sy s te m  sh o u ld  b e  

e s ta b lis h e d . D e sp ite  th e  D e p a rtm e n t o f  H e a lth  

and  th e  N H S  M a n a g e m e n t E x e c u t iv e  

a ssu ra n ce s  th a t th e  n e w  n u m b e r w il l  b e  

s e c u re ly  h e ld  a n d  u se d  o n ly  fo r  N H S  p u rp o se s , 

th e  R e g is t r a r 's  c o n c e rn  s t il l  re m a in s . H e  

e x p re sse d  fe a r  th a t o th e rs  w il l  w is h  to  u se  the 

n ew  N H S  n u m b e r fo r  th e ir  o w n  p u rp o se s  and  

th a t C ro w n  C o p y r ig h t  m a y  p ro v e  a n  e x p e n s iv e  

and  cu m b e rso m e  re m e d y  to  c o u n te r p o s s ib le  

u n a u th o ris e d  u se s o f  th e  n u m b e r. N e ith e r  ca n  

th e  C ro w n  C o u r t  C o p y r ig h t  p re v e n t th e  u se  o f  

th e  N H S  n u m b e r b y  o th e r C ro w n  A g e n c ie s .

Data protection and the media

T h e  is su e s  o f  d a ta  p ro te c tio n  a n d  th e  m e d ia  

and  th e  w a y  in  w h ic h  tw o  h u m a n  r ig h ts  - 

p r iv a c y  a n d  fre e d o m  o f  e x p re s s io n  - s h o u ld  b e  

b a la n c e d  h a s b e e n  m u ch  d is c u s se d . T h is  

d is c u s s io n  is  b e co m in g  m o re  u rg e n t w ith  the  

p ro p o s e d  E C  D ir e c t iv e  o n  D a ta  P ro te c t io n  

w h ic h  a llo w s  M e m b e r S ta te s to  e x e m p t m e d ia  

fro m  d a ta  p ro te c t io n  le g is la t io n .

A t  p re se n t, th e re  a re  n o  s p e c ia l e x e m p tio n s  

fo r  th e  m e d ia  in  th e  U K  D a ta  P ro te c t io n  A c t  

1984  a n d  th e  R e g is t r a r 's  v ie w  is  th a t a n y  

e x e m p tio n s  g iv e n  to  th e  m e d ia  as a  re s u lt o f  the  

E C  D ir e c t iv e  s h o u ld  o n ly  b e  su ch  as a re  s t r ic t ly  

n e c e s sa ry  to  re c o n c ile  p r iv a c y  r ig h ts  w ith  

fre e d o m  o f  e x p re s s io n . M r  H o w e  m ad e  it  c le a r  

th a t, in  h is  o p in io n , m e d ia  sh o u ld  n o t b e  s im p ly  

g ra n te d  sw e e p in g  e x e m p tio n s  fro m  le g is la t io n  

w h ic h  p ro te c ts  in d iv id u a ls . " I f , fo r  e x a m p le , 

su b je c t a c ce ss  e x e m p tio n s  w e re  s p e c if ic a lly  

g ra n te d  to  in v e s t ig a t iv e  jo u rn a lis ts , it  w o u ld  b e  

d if f ic u lt  to  u n d e rs ta n d  w h y  th ese  w o u ld  b e  

w id e r  th a n  th o se  a v a ila b le  to  th e  p o lic e ."

T h e  R e g is tra r  b e lie v e s  th a t m o d e m  

n e w sp a p e r sy s te m s b r in g  m u ch  jo u rn a lis t ic  d a ta  

w ith in  th e  c o v e r  o f  th e  A c t . A  n e w sp a p e r 

p u b lis h e r , a s a n y  d a ta  u se r, m u st re g is te r  an d  

c o m p ly  w ith  th e  e ig h t D a ta  P ro te c t io n

P r in c ip le s . In , p a r t ic u la r , h e  m u st h o ld  

a c cu ra te  d a ta  a n d  o b ta in  in fo rm a tio n  f a ir ly  a n d  

la w fu lly . W h ils t  th e  A c t  m a y  r o t  b e  th e  m o s t 

a p p ro p ria te  w a y  to  d e a l w ith  th e  w id e r  is su e s  o f  

p re ss  re g u la t io n , it  w o u ld  h a ve  

s p e c if ic  ca se s . F o r ,  e x a m p le , it  m ig h t b e  

c o n s id e re d  th a t in te rc e p tio n  o f  a  te le p h o n e  

c o n v e rs a tio n  is  a  b re a ch  o f  th e  

la w fu l"  o b ta in in g  re q u ire m e n ts  

P ro te c t io n  A c t .

a r o le  to  p la y  in

" fa ir  a n d  

o f  th e  U K  D a ta

The code o f banking practice

T h e  R e g is tra r  a ls o  re p o rte d  on  v a r io u s  

p ra c tic e s  w h ic h  w e re  n o t in  lin e  w ith  th e  C o d e  

o f  B a n k in g  P ra c t ic e , w h ic h  h a s b e e n  in  fo rc e  

fo r  o v e r  a y e a r.

F ir s t ly ,  som e b a n k s  h a ve  m dde  it  a c o n d it io n  

o f  tra d e  th a t in d iv id u a ls  g iv e  th  e ir e x p re ss  

co n se n t fo r  p a s s in g  th e ir  p e rs o n a l in fo rm a tio n  

to  o th e r o rg a n is a tio n s  in  th e  sam e g ro u p , w h ic h  

n eed  n o t n e c e s s a r ily  b e  in v o lv e d  in  b a n k in g  

a c t iv it ie s .

S e c o n d ly , th e  ru le s  o f  c o n f id e n t ia lity  m ig h t

fa c t  th a t m a n y  

e . m a ilin g

s e r io u s ly  be  u n d e rm in e d  b y  the  

b a n k s  e m p lo y  "h o s t m a ilin g ,"  i, 

s e le c tio n s  o f  in d iv id u a ls  o n  th e ir  o w n  da ta  

b ases w ith  o ffe rs  fro m  o th e r co m p a n ie s . 

A lth o u g h  the  b a n k s ' c u s to m e r in fo rm a tio n  is  

n o t d ir e c t ly  d is c lo s e d  to  o th e r c o m p a n ie s , th e y  

m a y  u lt im a te ly  c o m e  in to  p o s se s s io n  o f  th is  

in fo rm a tio n . F o r  e x a m p le , an y  re sp o n se  fro m  

a m a ilin g  d ire c te d  to  in d iv id u a l s w ith  s a la r ie s  

a b o ve  X ,  a u to m a tic a lly  m ean s th a t th ese  

re sp o n d en ts  h a v e  an  in c o m e  at that le v e l.

I t ca n  b e  a rg u e d  th a t a  b a n k 's  d u ty  o f  

c o n fid e n t ia lity  c a n  b e  b re a ch e d  n o t o n ly  b y  

disclosure o f  c u s to m e r in fo rm a l io n  b u t b y  the  

use o f  su ch  in fo rm a tio n . A  s o lu t io n  w o u ld  b e  

to  e x te n d  the  re q u ire m e n t fo r  c u s to m e r co n se n t, 

p re s e n tly  e n v isa g e d  in  th e  C o d e , to  th e  u se rs  o f  

a c u s to m e r ’ s in fo rm a tio n .

Big rise in complaints to the Registrar

T h e  fig u re s  sh o w  th a t c o m p  a in ts  fro m  

in d iv id u a ls  to  th e  R e g is tra r  ro se  fro m  1 ,7 4 7  in  

th e  p re v io u s  y e a r to  4 ,5 9 0  in  th e  y e a r  e n d in g  

M a y  19 93 . T h e  m a in  in c re a se  to o k  p la c e  

to w a rd s  th e  end  o f  th e  y e a r fo llo w in g  a  T V
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a d v e rt is in g  c a m p a ig n  co n d u c te d  o n  b e h a lf o f  

th e  R e g is t r a r 's  o f f ic e  in  S c o tla n d , th e  M id la n d s  

and  th e  N o r th  o f  E n g la n d , as w e ll as o n  

s a te llite  T V .  D u r in g  th e  fo u r  w e e k s  o f  the  

c a m p a ig n , c o m p la in ts  w e re  b e in g  re c e iv e d  a t a 

ra te  c lo s e  to  2 9 ,0 0 0  a y e a r. T h e  c a m p a ig n  

p o rtra y e d  fo u r  e x a m p le s  o f  th e  k in d  o f  

c o m p la in t w h ic h  is  c o m m o n ly  re c e iv e d  and  

in v e s tig a te d  b y  th e  R e g is t ra r 's  o ff ic e . T h e y  

re la te d  to  c re d it  re fe re n c e , v e h ic le  lic e n s in g  

re c o rd s , c r im in a l re c o rd s  and  f in a n c ia l re c o rd s .

C r e d it  re fe re n c in g  c o m p la in ts  co m e  h ig h e s t 

o n  th e  lis t  th is  y e a r , and  am o u n t to  som e 63  % 

o f  th e  to ta l n u m b e r o f  c o m p la in ts . F o llo w in g  

th e  p a tte rn  fo r  th e  p a s t fe w  y e a rs , c o m p la in ts  

a b o u t u n s o lic ite d  m a il h a v e  co n tin u e d  to  fa ll.

A m o n g s t th e  m a n y  o th e r issu e s  c o v e re d  in  

th e  R e g is t r a r 's  re p o rt a re :

• d e v e lo p m e n ts  in  lo c a l g o v e rn m e n t,

• th e  f in a n c e  se c to r,

• d ir e c t  m a rk e tin g ,

• te le c o m m u n ic a tio n s ,

• d a ta  s e c u r ity  and

• d a ta  m a tc h in g .

Ninth Report of the Data Protection 
Registrar HMSO HC 736. Price £13.25p

This report was written by Bojana Bellamy, 
a Privacy Laws & Business researcher

HIGHER C O U R TS  INTERPRET 
C O N TR O L A N D  USE OF D A T A

Prosecutions undertaken by the Registrar 
have virtually doubled. But the most 
significant innovation in the past year is UK 
Data Protection Act cases heard before the 
higher courts.

Data Protection Registrar v. Francis 
Joseph Griffin, Queens Bench Division

O n  M o n d a y  2 2  F e b ru a ry  19 93 , th e  H ig h  

C o u r t  o f  J u s t ic e , h e a rd  an  a p p e a l b y  the 

R e g is tra r  a g a in s t a d e c is io n  ta ke n  b y  the

K in g s to n -u p o n -T h a m e s  M a g is tra te s  o n  1 Ju n e

1992 . T h e  M a g is tra te s ' C o u r t  h a d  fo u n d  the  

d e fe n d a n t n o t g u ilty  o f  h o ld in g  p e rs o n a l d a ta  

c o n tra ry  to  S e c t io n  5 (1 ) o f  th e  A c t .

M r  G r if f in ,  th e  d e fe n d a n t, w a s a s e lf-  

e m p lo y e d  a c co u n ta n t w h o se  b u s in e ss  w as the  

p re p a ra tio n  o f  a c co u n ts  fo r  c lie n ts . H e  o w n e d  

h is  o w n  c o m p u te r and  w o rk e d  fro m  h o m e . H e  

p re p a re d  and  d e a lt w ith  th e  a c co u n ts  o f  c lie n ts . 

H is  m e th o d  o f  w o rk in g  w a s to  re c e iv e  c lie n ts ' 

a c c o u n tin g  in fo rm a tio n  in  w r itte n  fo rm  th ro u g h  

the  m e d iu m  o f  in v o ic e s  a n d  o th e r p a p e r 

re c o rd s . H e  w o u ld  th e n  u se  th is  in fo rm a tio n  in  

a sp re ad sh ee t c o m p u te r p ro g ra m m e  fro m  w h ic h  

he  w o u ld  d e r iv e  co m p a n y  a c co u n ts  o r  p r iv a te  

a c co u n ts  fo r  su b m is s io n  to  th e  In la n d  R e v e n u e  

and  C u s to m s  and  E x c is e  fo r  th e  p u rp o se  o f  

V A T ,  C o rp o ra t io n  T a x  a n d  In co m e  T a x . H e  

h ad  n e v e r b e e n  re g is te re d  u n d e r th e  D a ta  

P ro te c t io n  A c t . W h e n  h e  w as in te rv ie w e d  an d  

a sked  w h e th e r h e  c o n tro lle d  th e  co n te n t a n d  u se  

o f  th e  d a ta , he  sa id  th a t he  d id .

T h e  ca se  tu rn e d  o n  w h e th e r M r  G r if f in  d id  

a c tu a lly  c o n tro l the  co n te n t and  u se  o f  th e  d a ta  

o n  h is  c o m p u te r o r  w h e th e r h is  c lie n ts  d id  so .

I f  M r  G r if f in  d id  n o t c o n tro l the  d a ta , he  w o u ld  

n o t be  a  da ta  u se r and  w o u ld  n o t h a v e  to  

re g is te r; i f  he  d id  c o n tro l th em , th e n  h e  w a s 

lia b le  to  re g is te r .

M r  G r if f in  a rg u e d  th a t he  c o u ld  n o t b e  sa id  

to  e x e rc is e  c o n tro l as he  h ad  n o  r ig h t  to  u se  the  

d a ta  in  a n y  o th e r w a y  th a n  to  p ro d u ce  h is  

c lie n ts ' a c co u n ts . A lth o u g h  h e  m a n ip u la te d  the  

d a ta  to  p ro d u ce  th e  a c co u n ts , th a t d id  n o t 

am o u n t to  c o n tro l.

T h e  R e g is tra r  co n te n d e d  th a t, a lth o u g h  th e re  

w e re  re s tr ic t io n s  o n  th e  u se  o f  th e  d a ta  in  te rm s 

o f  c o n tra c tu a l and  p ro fe s s io n a l lim ita t io n s , M r  

G r if f in  s t il l c o n tro lle d  the  d a ta  w ith in  th e  

m e a n in g  o f  the  A c t . H e  h ad  a p o w e r to  

m a n ip u la te  th e  da ta  a n d  as th a t m a n ip u la t io n  

in v o lv e d  the  a p p lic a tio n  o f  h is  p ro fe s s io n a l 

s k ill,  ju d g e m e n t and  d is c re t io n , it  w e n t b e y o n d  

m e re ly  a c tin g  o n  in s tru c t io n s  g iv e n  to  h im  an d  

he  sh o u ld  be  sa id  to  c o n tro l th e  d a ta .

T h e  C o u r t  d e a lt w ith  th e  s p e c if ic  q u e s tio n  as 

to  w h e th e r an  a c co u n ta n t w h o  re c e iv e s  " ra w "  

in fo rm a tio n  fro m  h is  c lie n ts , w h ic h  h e  p u ts  o n
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