
LEADING FIRMS' EXPERIENCE 
IS A  C A T A L Y S T  FOR NEW  

INFORM ATION SECURITY CO D E

Any organization seeking to develop a ' 
written data security policy would benefit from  
The Code o f  Practice fo r  Information Security 
Management published on September 30th by 
the UK's Department o f  Trade and Industry. 
This code implements the requirements o f  
existing national data protection laws. Also it 
allows companies to plan ahead to fu lfill the 
requirements o f  the forthcoming European 
Union's directive (Article 17).

Need for an information security policy

In fo rm a tio n  s e c u r ity  m u st en su re :

• c o n f id e n t ia lit y :  to  p ro te c t p e rs o n a l and  

o th e r s e n s it iv e  in fo rm a tio n  fro m  

u n a u th o r is e d  d is c lo s u re ;

• in te g r it y :  to  sa fe g u a rd  a c c u ra c y  and  

co m p le te n e s s  o f  in fo rm a tio n  and  co m p u te r 

so ftw a re ; an d

• a v a ila b ilit y :  to  e n su re  th a t in fo rm a tio n  and  

s e rv ic e s  a re  a v a ila b le  to  u se rs  w h e n  

re q u ire d .

B e ca u se  th e  th re a ts  to  IT  sy s tem s a re  lik e ly  

to  b e co m e  m o re  w id e sp re a d  and  in c re a s in g ly  

s o p h is tic a te d , th e re  is  a n  u rg e n t n eed  to  

m a in ta in  d a ta  c o n f id e n t ia lity , in te g r ity  and  

a v a ila b ilit y .

T h is  C o d e  o f  P ra c t ic e  is  th e  re su lt o f  s ix  

m o n th s  o f  a c t iv it y  b y  the  D e p a rtm e n t o f  T ra d e  

a n d  In d u s try  (D T I ) , th e  B r it is h  S ta n d a rd s  

In s t itu t io n  a n d  e ig h t m a jo r U K  and  in te rn a tio n a l 

co m p a n ie s : T h e  B O C  G ro u p , B r it is h  

T e le c o m m u n ic a tio n s , M a rk s  and  S p e n ce r, 

M id la n d  B a n k , N a tio n w id e  B u ild in g  S o c ie ty , 

S h e ll In te rn a tio n a l P e tro le u m , S h e ll U K  and  

U n ile v e r . T h e  C o d e  is  b a sed  o n  a  c o m p ila t io n  

o f  th e  b e st in fo rm a tio n  s e c u r ity  p ra c tic e s  

d e v e lo p e d  a n d  a p p lie d  b y  th ese  co m p a n ie s .

T h e  C o d e  p ro v id e s  u se rs  o f  p e rs o n a l d a ta  w ith  

a g o o d  s ta rtin g  p o in t  o n  w h ic h  to  b u ild  

in fo rm a tio n  s e c u r ity  p ra c tic e s .

The aims o f the Code o f Practice

1. T o  p ro v id e  a c o m m o n  b a s is  fo r  

co m p a n ie s  to  d e v e lo p , im p le m e n t and  

m e a su re  e ffe c t iv e  s e c u r ity  m an ag em en t 

p ra c tic e .

2 . T o  p ro v id e  c o n fid e n c e  in  

in te r-c o m p a n y  tra d in g .

3 . T o  b e  u sed  as a re fe re n c e  d o cu m e n t to  

id e n t ify  the  m e a su re s re q u ire d  fo r  

p a r t ic u la r  issu e s  o r  s p e c if ic  a re a s o f  

re s p o n s ib ility .

T h e  p e rso n s  ta rg e te d  b y  th e  C o d e  o f  

P ra c t ic e  a re  m an ag e rs  and  e m p lo y e e s  

re sp o n s ib le  fo r  in it ia t in g , im p le m e n tin g  an d  

m a in ta in in g  in fo rm a tio n  s e c u r ity  w ith in  th e ir  

o rg a n isa tio n s .

P a r t  I  is  an  in tro d u c t io n  to  th e  C o d e  an d  

e x p la in s  its  b a c k g ro u n d , sta tu s and  h o w  it  

s h o u ld  be  u sed . A lth o u g h  th e  C o d e  o f  P ra c t ic e  

is  in te n d e d  to  b e  as c o m p re h e n s iv e  as p o s s ib le , 

and  to  se rv e  as a s in g le  re fe re n c e  p o in t  fo r  

id e n t ify in g  the  ra n g e  o f  in fo rm a tio n  s e c u r ity  

c o n tro ls  re q u ire d , it  a c k n o w le d g e s  th a t n o t a ll 

o f  th e  c o n tro ls  d e s c r ib e d  w il l  b e  re le v a n t to  

e v e ry  s itu a tio n . E v e ry  u se r o f  th e  C o d e  o f  

P ra c tic e  w il l  h a v e  to  ad ap t it  to  ta ke  in to  

a c co u n t its  lo c a l e n v iro n m e n t and  te c h n o lo g ic a l 

lim ita t io n s .

P a r t  I I  o f  th e  C o d e  is  te n  ch a p te rs  lo n g , a n d  

e s ta b lish e s  a ro u n d  100  in d iv id u a l s e c u r ity  

c o n tro ls  u n d e r 10 m a jo r h e a d in g s . T h e se  w e re  

b ased  o n  the  s e c u r ity  c a te g o rie s  c o m m o n ly  

u sed  b y  th e  co m p a n ie s  in v o lv e d  in  d ra w in g  u p  

the  C o d e .

1. S e c u r ity  p o lic y

2 . S e c u r ity  o rg a n is a t io n

3 . A s s e ts  c la s s if ic a t io n  a n d  c o n tro l

4 . P e rs o n n e l s e c u r ity

5 . P h y s ic a l a nd  e n v iro n m e n ta l s e c u r ity

6 . C o m p u te r and  n e tw o rk  m an ag em en t

7 . S y s te m  a cce ss  c o n tro l

8 . S y s te m  d e ve lo p m e n t and  m a in te n a n ce

9 . B u s in e s s  c o n tin g e n c y  p la n n in g

10. C o m p lia n c e .
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U n d e r  e a ch  c a te g o ry  a  c o m p re h e n s iv e  se t o f  

s e c u r ity  c o n tro ls  is  g iv e n  w h ic h  a re  

su b se q u e n tly  d iv id e d  in to  a n u m b e r o f  lo g ic a l 

g ro u p s . A  c o n c is e  su m m a ry  o f  th e  o v e ra ll 

o b je c t iv e  a n d  sco p e  o f  th e  lo g ic a l c o n tro ls  is  

g iv e n  a t th e  b e g in n in g  o f  e a ch  g ro u p 's  se c tio n .

A s  n o t a ll th e  c o n tro ls  a re  a p p lic a b le  to  

e v e ry  I T  e n v iro n m e n t, th e  C o d e  o f  P ra c t ic e  

se ts o u t te n  e s p e c ia lly  im p o rta n t k e y  c o n tro ls . 

T h e se  a re  c o n s id e re d  to  be  m a n d a to ry , su ch  as 

le g is la t iv e  re q u ire m e n ts , o r  fu n d a m e n ta l 

b u ild in g  b lo c k s  fo r  in fo rm a tio n  s e c u r ity , fo r  

e x a m p le  s e c u r ity  e d u ca tio n .

Starting point for information security 
management

T h e se  k e y  c o n tro ls  a re  a g o o d  s ta rtin g  p o in t 

fo r  in fo rm a tio n  s e c u r ity  m an agem en t:

1. In fo rm a tio n  s e c u r ity  p o lic y  d o cu m e n ts

2 . A llo c a t io n  o f  s e c u r ity  re s p o n s ib ilit ie s

3 . In fo rm a tio n  s e c u r ity  e d u ca tio n  and  

t ra in in g

4 . R e p o rt in g  o f  s e c u r ity  in c id e n ts

5 . V ir u s  c o n tro ls

6 . B u s in e s s  c o n t in u ity  p la n n in g  p ro c e ss

7 . C o n t ro l o f  c o p y in g  o f  p ro p r ie ta ry  

s o ftw a re

8 . S a fe g u a rd in g  c o m p a n y  re c o rd s

9 . C o m p lia n c e  w ith  da ta  p ro te c tio n  

le g is la t io n

10 . P re v e n t io n  o f  m isu se  o f  IT  fa c ilit ie s

11 . C o m p lia n c e  w ith  s e c u r ity  p o lic y .

A s  p a rt o f  th e  in tro d u c to ry  s e c tio n  o f  th e  

C o d e  o f  P ra c t ic e , a d v ic e  is  g iv e n  o n  h o w  to  

e s ta b lis h  a n  o rg a n is a t io n 's  s e c u r ity  

re q u ire m e n ts , h o w  to  a sse ss s e c u r ity  r is k s , and  

h o w  to  d e v e lo p  th e  o rg a n is a t io n 's  p a r t ic u la r  

c o rp o ra te  g u id e lin e s .

Chapter I: Drawing up a written policy
T h e  s ta rtin g  p o in t o f  an  in fo rm a tio n  

s e c u r ity  p o lic y  is  to  d e m o n s tra te  the  need  fo r  

m an ag em en t to  se t a c le a r  d ir e c t io n  and  p le d g e  

its  su p p o rt b y  is s u in g  a  c o m p a n y  in fo rm a tio n  

s e c u r ity  p o lic y .  T h e  f ir s t  step  is  to  d ra w  u p  a 

w r itte n  p o lic y  s ta te m en t, w h ic h  is  a v a ila b le  to

w id e  ra n g e  o f

fo r  the  s e c u r ity

a ll e m p lo y e e s  re sp o n s ib le  fo r  in fo rm a tio n  

s e c u r ity . T h e  C o d e  o f  P ra c tice ) d e te rm in e s  the  

m in im u m  re q u ire m e n ts  o f  su ch  a  d o cu m e n t.

Chapters 2 to 4: Assigning rt sponsibilities
M a n a g e m e n t w il l  n eed  to  a s s ig n  

re s p o n s ib ilit ie s  fo r  p ro te c tin g  m a jo r  in fo rm a tio n  

asse ts b o th  w ith in  th e  co m p a n y  a n d  w h e n  

d e a lin g  w ith  b u s in e ss  p a rtn e rs  a n d  th ird  p a rt ie s .

Chapter 5: Physical and environmental 
security

T h is  ch a p te r o u t lin e s  h o w  m an ag em en t 

s h o u ld  d e a l w ith  s e n s it iv e  da ta  m d  b u s in e ss - 

c r it ic a l c o m p u te r sy s tem s in  o rd e r  to  p ro v id e  

p h y s ic a l p ro te c tio n  fro m  u n a u th o ris e d  a c ce ss , 

d am age  and  th e ft.

Chapter 6: Operational prac tices
T h is  is  fo r  c o m p u te r and  n e tw o rk  

m an agem en t. It d e a ls  w ith  th e  

p ra c tic e s  th a t sh o u ld  b e  u n d e rta k e n  to  p ro v id e  

g o o d  h o u se k e e p in g  c o n tro ls , o p e ra t io n a l 

p ro ce d u re s  a n d  re s p o n s ib ilit ie s  

o f  c o m p u te rs  and  n e tw o rk s .

Chapter 7: System access co itro l
T h e  o b je c t iv e  is  to  d e v is e  a  ] p ro p e r p o lic y  to  

p re v e n t u n a u th o ris e d  a cce ss  to  c o m p u te r 

s e rv ic e s  and  da ta . T h is  ch ap te r d e s c r ib e s  th e  

need  to  e s ta b lis h  c le a r  p o lic ie s  fo r  a c c e s s in g  

and  sh a rin g  c o m p u te r sy s tem s a n d  da tabases 

and  to  se t u p  th e  te c h n ic a l c o n tro ls  to  p re v e n t 

u n a u th o ris e d  a cce ss . It te lls  m an ag em en t h o w  

to  d o  th is  a t a n u m b e r o f  le v e ls  

p ro c e d u re s  fo r  a d m in is te r in g  ad  

u se rs , to  m o re  so p h is tic a te d  m e  

c o n tro l a cce ss in  the  m o s t com p le x  n e tw o rk in g  

e n v iro n m e n t. It d e a ls , am o n g  o th e r 

th in g s ,w ith :

1. D o cu m e n t a cce ss c o n tro l p o lic y

2 . U s e r  a cce ss  m an agem en t

3 . U s e r  re g is tra t io n

4 . P r iv ile g e  m an agem en t

5 . U s e r  p a s sw o rd  m an agem en t

6 . U s e r  re s p o n s ib ilit ie s

7 . S a fe g u a rd  o f  u n a tte n d e d  u se r 

e q u ip m e n t

N e tw o rk  a cce ss  c o n tro l8.

9 . U s e r  a u th e n tic a tio n

ra n g in g  fro m  

ce ss  r ig h ts  o f  

a su re s n e e d ed  to
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10 . T e rm in a l id e n t if ic a t io n .

Chapter 8: Security controls in new systems 
T h is  ch a p te r a im s  to  d e m o n s tra te  th a t 

s e c u r ity  is  m o s t e ffe c t iv e  a n d  le a s t e x p e n s iv e  

w h e n  b u ilt  p r io r  to  the  d e v e lo p m e n t o f  IT  

sy s te m s. It te lls  m an ag em en t h o w  to  b u ild  

s e c u r ity  c o n tro ls  in to  n e w  c o m p u te r sy s tem s 

an d  h o w  to  p ro te c t th e  sy s te m s d e v e lo p m e n t 

p ro c e s s  its e lf .

Chapter 9: Business continuity plans
T h is  c h a p te r 's  m a in  p u rp o se  is  to  p re p a re  

th e  co m p a n y  fo r  in te rru p t io n s  to  b u s in e ss  

a c t iv it ie s . T h e  c o n t in u ity  p la n  p ro c e ss  is  

re q u ire d  to  p ro te c t c r it ic a l b u s in e ss  p ro ce sse s  

fro m  m a jo r fa ilu re s  o r  d is a s te rs .

Chapter 10: Compliance requirements
M a n a g e m e n t n eed s to  c o n s id e r  c o m p lia n c e , 

in c lu d in g  a  w id e  ra n g e  o f  s ta tu to ry  an d  

c o n tra c tu a l re q u ire m e n ts . In  th e  U K ,  the  la w s  

th a t a p p ly  to  c o m p u te rs  in c lu d e  the  C o m p a n ie s  

A c t  19 85 , th e  C o p y r ig h t, D e s ig n s  and  P a te n t 

A c t  1 9 8 8 , and  th e  D a ta  P ro te c t io n  A c t  1984 . 

T h e  ch a p te r is  v e ry  c o n c is e  and  a c k n o w le d g e s  

th a t a d v ic e  o n  s p e c if ic  le g a l re q u ire m e n ts  

s h o u ld  b e  so u g h t fro m  th e  c o m p a n y 's  le g a l 

a d v is e rs .

Code to becom e an International 
Standard?

It is  in te n d e d  th a t th e  C o d e  w il l b e co m e  a 

B r it is h  S ta n d a rd . In  du e  co u rse , it  m ig h t fo rm  

th e  b a s is  o f  a n  In te rn a tio n a l S ta n d a rd .

Code helps compliance with data 
protection law

In  re la t io n  to  c o m p lia n c e  w ith  th e  U K  D a ta  

P ro te c t io n  A c t 's  e ig h th  d a ta  p r in c ip le  (p e rso n a l 

d a ta  m u st b e  k e p t se cu re  fro m  u n a u th o ris e d  

a c ce ss , a lte ra tio n , lo s s  o r  d is c lo s u re ) , th e  C o d e  

c o u ld  c o n s titu te  a b e n ch m a rk  fo r  D a ta  

P ro te c t io n  O f f ic e r s  in  th e ir  e n d e a v o u rs  to  

c o m p ly  w ith  the  D a ta  P ro te c t io n  A c t .

T h e  C o d e  is  s tra ig h tfo rw a rd , n o t e x c e s s iv e ly  

te c h n ic a l, p ro v id in g  a  w e ll-b a la n c e d  

u n d e rs ta n d in g  o f  the  p ra c t ic a l m e a su re s  th a t 

n eed  to  b e  ta k e n  to  e n su re  an  adequa te  le v e l o f  

s e c u r ity . A s  the  C o d e  d e fin e s  fu n d a m e n ta l 

re q u ire m e n ts  o r  k e y  c o n tro ls  th a t a re  

c o n s id e re d  m a n d a to ry , it  p ro v id e s  a g o o d  

s ta rtin g  p o in t fo r  b o th  s m a ll a n d  la rg e  

co m p a n ie s  n e e d in g  to  im p le m e n t in fo rm a tio n  

s e c u r ity  m e a su re s.

Copies of the Code and complementary 
management guides can be purchased from 
BSI Publications, Customer Services,
Linford Wood, Milton Keynes, MK14 6LE, 
UK. Telephone 0908 221166. A publicity 
flyer with details is available from the DTI. 
Telephone: 071 215 1316.

This report was written by Dr. Deborah 
Fisch Nigri, a Privacy Laws & Business 
researcher.
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