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T h e  F i f t h  A n n u a l R e p o r t  1993  o f  I re la n d 's  

D a ta  P ro te c t io n  C o m m is s io n e r  g iv e s  an  

o v e r v ie w  o f  the  s u p e rv is in g  and  m o n ito r in g  

a c t iv it ie s  o f  th e  O f f ic e  o f  the  D a ta  P ro te c t io n  

C o m m is s io n e r .

T h is  is  the  f ir s t  a n n u a l re p o r t  to  b e  p re p a re d  

b y  C o m m is s io n e r ,  F e rg u s  G la v e y ,  w h o  w as  

a p p o in te d  in  S e p te m b e r  1993 . H e  c o v e rs :

• r a is in g  aw a re n e ss , f o r  e x a m p le , "aw a ren e ss  

w e e k s "  in  d if fe re n t  to w n s  w h ic h  in c lu d e d  

p u b l ic  le c tu re s , r a d io  and  te le v is io n  

in te rv ie w s ,  le a f le t  and  p o s te r  d is t r ib u t io n  

a n d  the  e s ta b lis h m e n t o f  in fo rm a t io n  stands 

in  m a in  sh o p p in g  m a lls ;  the  la u n c h  o f  a 

p u b l ic  s u rv e y  o n  p u b l ic  p e rc e p t io n s  abou t 

da ta  p ro te c t io n ;  and  p ro m o t in g  aw a re n e ss  

o f  the  la w  to  da ta  c o n t ro l le r s ,

• d e a lin g  w ith  e n q u ir ie s  (a b o u t 50%  o f  

e n q u ir ie s  w e re  a b o u t c re d it  in fo rm a t io n )  

a n d  c o m p la in ts  (2 4  fo rm a l c o m p la in ts  in  

1993  a g a in s t b o th  p u b l ic  a n d  p r iv a te  

se c to rs ) ,

• r e g is t ra t io n  (he w a rn s  o f  s t ro n g e r  

e n fo rc e m e n t  a c t io n  a g a in s t th o se  w h o  

re fu se  to  re g is te r ) ,

• the  e x p e c ta t io n  o f  c o d e s  o f  p ra c t ic e  to  

c o v e r  d ir e c t  m a rk e t in g , in su ra n c e  and  

c re d it  in fo rm a t io n .

T h e  re p o r t  a ls o  in c lu d e s  a s e c t io n  o n  

in te rn a t io n a l d e v e lo p m e n ts , n a m e ly  the  E U  

D a ta  P r o te c t io n  and  I S D N  D ir e c t iv e s  and  

in te r -g o v e rn m e n ta l c o n v e n t io n s  in  the  a rea  o f  

p o l ic e ,  c u s to m s  and  ju d ic ia r y  c o -o p e ra t io n .

In  th e  se co n d  p a r t  o f  the  R e p o r t ,  the 

C o m m is s io n e r  d is cu s se s  o n -g o in g  p o l ic y  issu e s , 

in  p a r t ic u la r :

• the  re fu s a l b y  the  R e v e n u e  C o m m is s io n e r s  

to  g ra n t  a r ig h t  o f  a c ce ss  b y  a n  in d iv id u a l 

to  da ta  o n  h im s e lf  o n  th e  g ro u n d s  tha t the

g iv in g  o f  s u ch  a cce ss  w o u ld  p re ju d ic e  the  

c o lle c t io n  o f  ta x  re v e n u e ,

• p re s su re  to  e x te n d  the u se  o f  an  in d iv id u a l 's  

R e v e n u e  a n d  S o c ia l  In su ra n ce  (R S I )  

n u m b e r  f o r  o th e r  p u rp o se s  and  the  ru  es 

w h ic h  sh o u ld  a p p ly  to  the  t ra n s fe r , a c ce ss  

and  m a tch in g  o f  p e rs o n a l d a ta  b e tw e e n  one  

g o v e rn m e n t d e p a rtm e n t/a g e n cy  an d  

an o th e r, and

• h is  v ie w s  o n  the  fu tu re  sh ape  o f  d a ta  

p ro te c t io n  and  re la te d  le g is la t io n .

H e  sum s u p  h is  v ie w  o f  the  la w  w h ic h  is  

"the  b e l ie f  that the  in d iv id u a l 's  r ig h ts  l ie  £ t the  

h ea rt  o f  o u r  da ta  p ro te c t io n  s y s te m  and  s h o u ld  

b e  a s ig n if ic a n t  fa c to r  in  e v a lu a t in g  th e  w e ig h t  

to  be  g iv e n  to  a n y  c o m p e t in g  r ig h ts  w h ic h  m a y  

a r is e ."
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N o th in g  le ss  th an  b ro a d  p r iv a c y  leg is l^ ti 

f o r  b o th  g o v e rn m e n t and  b u s in e ss  - w i l l  ei 

C a n a d ia n s  h an g  o n  to  th e ir  p r iv a c y  in  the  

o f  the  in fo rm a t io n  h ig h w a y . T h is  is  th e  m  

m essag e  in  C a n a d a 's  P r iv a c y  C o m m is s io n :  

A n n u a l R e p o r t  1 9 9 3 -9 4 . "W ith o u t  so m e  

the  f ir s t  r o a d k i l l . . . w i l l  be  o u r  p r iv a c y  and  

d ig n it y . . .N o  lo n g e r  is  it  s u f f ic ie n t  to  t a lk  

p ro te c t io n  p r iv a c y  w ith  se c to ra l c o d e s , 

s e lf - re g u la t io n , p a tc h w o rk  le g is la t io n  an d  

in d u s try  w a tc h d o g s ,"  w a rn s  B ru c e  P h i l l ip s  

C a n a d a 's  P r iv a c y  C o m m is s io n e r  and  urge: 

n a t io n -w id e  p r iv a c y  p ro te c t io n  ru le s  fo r  

p u b l ic  and  p r iv a te  se c to rs .

C o n s u m e rs  a re  f in d in g  f in a n c ia l  in s t il 

m o n ito r in g  th e ir  cheques; v id e o  s to re s  p r i:  

th e m  fo r  fa m ily  in co m e ; and  a lo n g  d istaru 

te le p h o n e  s e rv ic e  d e m a n d in g  th e ir  ta x  nui 

N e w  in fo rm a t io n  sy s tem s a lso  p ro m is e  

c o n su m e r  b a n k in g , sh o p p in g  and  gove rn rfn  

and  m e d ic a l s e rv ic e s  f r o m  h o m e . T h e se
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sy s tem s w i l l  c o lle c t  and  re c o rd  n o t ju s t  

in d iv id u a l t ra n sa c t io n s  b u t the  pa tte rn s  o f  tho se  

t ra n sa c t io n s . "W ith o u t  a n y  ru le s  - and  th e re  a re  

n o  ru le s  in  the  p r iv a te  se c to r , e x ce p t  in  Q u e b e c  

- C a n a d ia n s  c o u ld  f in d  th e ir  b e h a v io u r  

m o n ito re d  and  da ta  m a n ip u la te d , u sed  and  s o ld  

f o r  p u rp o se s  th e y  n e ith e r  e n v is a g e d  n o r  

in te n d e d ."

T h e  re p o r t  re fe rs  to  s e c to ra l co d e s , in  

p a r t ic u la r :

• th e  C a n a d ia n  D ir e c t  M a r k e t in g  

A s s o c ia t io n ’ s C o d e  ( " W h i le  it  la c k s  an  

in d e p e n d e n t a rb it r a to r  to  h a n d le  

c o m p la in ts ,  it  re s to re s  c o n s id e ra b le  c o n t ro l 

to  th o se  w h o  w a n t to  s top  the m a il and  

m a rk e t in g  c a l ls . " ) ,

• T h e  T e le c o m m u n ic a t io n s  P r iv a c y  

P ro te c t io n  a g e n c y  ( "a p p e a rs  to  h a ve  b een  

s t i l lb o r n .  ” ),

• T h e  C a n a d ia n  S ta n d a rd s  A s s o c ia t io n 's  

c o n t in u in g  w o r k  o n  d ra f t in g  a m o d e l 

p r iv a te  se c to r  c o d e ,

• T h e  C a n a d ia n  B a n k e r s  A s s o c ia t io n  co d e  

(and  tho se  o f  the  in d iv id u a l b an ks ) d o  no t 

c o v e r  s u b je c t iv e  in fo rm a t io n  abou t 

in d iv id u a l c lie n ts  n o r  d o  th e y  p ro te c t  b a n k  

e m p lo y e e s , "b ro a d  d is c lo s u re s  a re  a llo w e d  

to  se rv e  the  b a n k s ’ b u s in e s s  in te re s t . . . .  A n d  

the  co d e s  w i l l  d o  n o th in g  to  p re v e n t  b a n k s  

e x c h a n g in g  c lie n t s ' p e rs o n a l in fo rm a t io n  

w it h  the  in su ra n c e  co m p a n ie s  and  s to c k  

b ro k e ra g e s  th e y  m a y  n o w  o w n . . . . "

" E a c h  o f  these  p r iv a c y  s o lu t io n s  add re sse s 

o n ly  p a r t  o f  the  p ro b le m . N e w  

c o m m u n ic a t io n s  n e tw o rk s  w i l l  b e  sh a red  b y  

g o v e rn m e n ts , m o s t  o f  w h ic h  l iv e  b y  p r iv a c y  

c o d e s , and  p r iv a te  se c to r , m o s t o f  w h ic h  is 

u n re g u la te d ."

T h e  re p o r t  l is ts  so m e  " p r iv a c y  

c o n s id e ra t io n s  tha t n eed  e x p l ic it  r e c o g n it io n  o n  

the  In fo rm a t io n  H ig h w a y .

• S e t o u t in  la w  a f a ir  in fo rm a t io n  p ra c t ic e s  

c o d e  to  g o v e rn  the h ig h w a y ,

• G iv e  in d iv id u a ls  c o n t ro l o v e r  the  p e rs o n a l 

d e ta ils  tha t a re  t ra n sm itte d  o n  the h ig h w a y ,

• A s s u re  in d iv id u a ls  tha t the  in fo rm a t io n  w i l l  

g o  w h e n  and  w e re  it  is  in te n d ed  - the

c o n f id e n t ia l it y  o f  e le c t ro n ic  

c o m m u n ic a t io n s  m u st b e  p ro te c te d ,

• L im it  the  c o lle c t io n  o f  p e rs o n a l in fo rm a t io n  

to  the  d e ta ils  e s sen t ia l to  p r o v id in g  the 

s e rv ic e ,

• D o  no t d is c lo s e  p e rs o n a l in fo rm a t io n  

w ith o u t  the  in d iv id u a l 's  e x p l ic i t  c o n se n t, 

a n d  e x p la in  da ta  c o lle c t io n  p ra c t ic e s  to  

c lie n ts ,

• P ro te c t  t ra n s a c t io n a l d a ta  (the  r e c o rd  o f  

h o w  and  w h e n  in d iv id u a ls  use  the s y s te m .)  

D o  no t g a th e r  a n d  u se  t ra n s a c t io n  p a tte rn s  

f o r  o th e r  p u rp o se s  w ith o u t  the  in d iv id u a l 's  

con sen t,

• D e v e lo p  c ry p to g ra p h y  and  o th e r  te c h n ic a l 

and  s e c u r ity  m ea su re s  to  p ro te c t  the  

p r iv a c y  o f  e le c t r o n ic  c o m m u n ic a t io n s ,

• D o  no t c h a rg e  fo r  p r iv a c y  p ro te c t io n ,

• G o v e rn m e n t  m u st a c ce p t a n  o v e rs ig h t  r o le  

to  m o n ito r  p r iv a c y  p ro te c t io n  o n  the  

h ig h w a y " .

T h e  C o m m is s io n e r  in  h is  A n n u a l R e p o r t  

a lso  d is cu s se s  se v e ra l o th e r  tre n d s  a n d  is su e s , 

su ch  as da ta  m a tc h in g , I D  c a rd s , h e a lth  re c o rd s  

and  sm a rt c a rd s . T h is  s e c t io n  o f  the  re p o r t  

c o v e rs  the  c re a t io n  o f  a fe d e ra l g o v e rn m e n t  

B lu e p r in t  fo r  an  in te g ra te d  e le c t ro n ic  s y s te m  to  

d e liv e r  its  in fo rm a t io n  s e rv ic e s . " N o t  o n ly  

w o u ld  fe d e ra l a g e n c ie s  c re a te  and  m an age  

sh a red  p e rs o n a l da tabases, the  B lu e p r in t  a ls o  

e n v isa g e s  sh a r in g  the in fo rm a t io n  w ith  

p r o v in c ia l  g o v e rn m e n ts  and  the p r iv a te  se c to r  

(w h ic h , e x ce p t  in  Q u e b e c , h a s n o  b u i l t  in

p r iv a c y  p ro te c t io n s ) ...... H o w  w i l l  g o v e rn m e n ts

r e c o n c ile  s h a r in g  p e rs o n a l da tabases w ith  tha t 

fu n d a m e n ta l p r iv a c y  tenet - c o lle c t in g  o n ly  the  

m in im u m  p e rs o n a l d e ta ils  n eeded  to  a d m in is te r  

a p ro g ra m ?  T h e re  fo l lo w s  a n u m b e r  o f  s p e c if ic  

p r iv a c y  qu e s t io n s  and  the se c t io n  c o n c lu d e s  

w ith  the  o b s e rv a t io n  tha t "sh a re d  p e rs o n a l 

da tabases th re a ten  b e co m in g  the  s in g le  

g o v e rn m e n t c o m p u te r  f i le  tha t p r iv a c y  la w s  

w e re  enac ted  to  p r e v e n t . "

D u r in g  the  y e a r , the  P r iv a c y  

C o m m is s io n e r 's  o f f ic e  a lso :

• re c e iv e d  1 ,2 9 0  n ew  c o m p la in ts  and  fo u n d  

ju s t  u n d e r  40%  w e re  w e ll- fo u n d e d ,
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• h a n d le d  8 ,6 8 8  in q u ir ie s  and  p u b lic a t io n  

re q u e s ts , and

• c a r r ie d  o u t se v e n  d e p a r tm e n ta l a u d its , 13 

fo l lo w -u p  re v ie w s  o f  e a r l ie r  a ud its  and  12 

in c id e n ts  o f  lo s t  o r  im p ro p e r ly  d is c lo s e d  

p e rs o n a l in fo rm a t io n .
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D a v id  F la h e r t y ,  the  In fo rm a t io n  &  P r iv a c y  

C o m m is s io n e r  ( I P C )  f o r  the  C a n a d ia n  p r o v in c e  

o f  B r i t is h  C o lu m b ia  ( B C ) ,  h a s p u b lis h e d  h is  

f i r s t  A n n u a l R e p o r t  1 9 9 3 /9 4 . T h e  F re e d o m  o f  

I n fo rm a t io n  and  P ro te c t io n  o f  P r iv a c y  A c t  w a s  

p r o c la im e d  o n  O c to b e r  1993* b u t D a v id  

F la h e r t y  w a s  a p p o in te d  as B r i t is h  C o lu m b ia 's  

f i r s t  I P C  in  J u ly ,  1993 . T h e  la w  c o v e rs  a l l  B C  

g o v e rn m e n t  m in is t r ie s ,  a n d  o v e r  2 0 0  p r o v in c ia l  

g o v e rn m e n t  c o rp o ra t io n s , b o a rd s , 

c o m m is s io n s , and  a g e n c ie s .

T h e  re p o r t  m e n t io n s  s p e c ia l fea tu re s  o f  the  

A c t  w h ic h  h a ve  re c e iv e d  fa v o u ra b le  c o m m e n t 

w h ic h  in c lu d e :

1. th e  s tro n g  sta tem en t o f  in fo rm a t io n  

r ig h ts  a n d  the  d u ty  o f  g o v e rn m e n t to  

a ss is t  a p p lic a n ts  re q u e s t in g  re c o rd s ,

2 . th e  p o w e rs  g iv e n  to  the  B C  I P C  to  

e n su re  tha t g o v e rn m e n t  m ee ts  its  

r e s p o n s ib i l i t ie s  u n d e r  the  le g is la t io n , 

p a r t ic u la r ly  the  C o m m is s io n e r 's  p o w e rs  

to  o rd e r  c e s s a t io n  o f  in a p p ro p r ia te  

p e rs o n a l da ta  c o l le c t io n  and  d is c lo s u re ,

3 . the  p u b lic a t io n  o f  a p u b l ic  re c o rd s  

in d e x  w h ic h  w i l l  l is t  th o se  g o v e rn m e n t 

re c o rd s  w h ic h  a re  a v a ila b le  w ith o u t  a  

re q u e s t f o r  a cce ss  u n d e r  the  A c t ,

4 . th e  fa c t  tha t h a rm  m u s t be  

d e m o n s tra te d  b e fo re  in fo rm a t io n  c a n  be

w ith h e ld  u n d e r  the  f r e e d o m  o f  

in fo rm a t io n  p a r t  o f  th e  la w ,

5 . the  l im ita t io n  o f  e x c e p t io n s  o r  

a s s ig n m e n ts  o f  t im e  l im it s  o n  

e x c e p t io n s ,

6 . a s tro n g  and  u sa b le  p u b l ic  in te res i 

o v e r r id e  w h ic h  a p p lie s  to  a l l  e x c e  

and  c a n  be  u sed  e v e n  w ith o u t  a  re

7 . p ro te c t io n  a g a in s t the  u se  o f  perse 

in fo rm a t io n  fo r  m a i l in g  l is ts  o r  

s o lic ita t io n s  b y  te le p h o n e  o r  o th e r 

m eans .

Dtions

quest;

n a l

r o u n dT h e  A n n u a l R e p o r t  p ro v id e s  the  b a c k g i 

to  the  A c t  and  e x p la in s  the  ro le  o f  the  

C o m m is s io n e r  and  the m an da te  o f  h is  O f f ic e  

(see b o x  o n  n e x t page ). It a ls o  c o n ta in s  

su m m a r ie s  o f  se le c te d  re v ie w s  a n d  c o m p la in ts .  

S in c e  the e na c tm en t o f  the  A c t ,  the  I n fo rm a t io n  

and  P r iv a c y  C o m m is s io n e r 's  O f f ic e  ha s o p e n e d  

27 5  cases . T h e  m a jo r it y  o f  these  ca ses  w e re  

c lo s e d  th ro u g h  m e d ia t io n  a n d  o n ly  s ix  w e re  

re fe r re d  to  the  C o m m is s io n e r  f o r  a n  in q u ir y .

In  O c to b e r ,  1994 , the  A c t  w a s  e x te n d e d  to  

in c lu d e  lo c a l p u b l ic  b o d ie s , su ch  as 

m u n ic ip a l it ie s ,  s c h o o ls  and  s c h o o l b o a rd s , lo c a l 

p o l ic e  fo rc e s , h e a lth  ca re  p ro v id e r s ,  c o lle g e s  

and  u n iv e r s it ie s .  In  the  s p r in g  o f  1995 , the  la w  

w i l l  a p p ly  to  the  s e lf -g o v e rn in g  p ro fe s s io n s .
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Manitoba's Ombudsman's Annual Report 
1993

Privacy Laws & Business has re c e iv e d  the  

1993 A n n u a l R e p o r t  o f  the  O m b u d sm a n  o f  the  

C a n a d ia n  p ro v in c e  o f  M a n ito b a .  T h e  

p r o v in c e 's  F re e d o m  o f  I n fo rm a t io n  A c t  v fas 

p a ssed  in  J u ly ,  1985 and  p ro v id e s  f o r  a g e n e ra l 

r ig h t  o f  a cce ss  to  re c o rd s  in  the  c u s to d y  o r  

c o n t ro l o f  a g o v e rn m e n t d e p a rtm e n t o r  a g e n cy . 

T h e  A c t  m e n tio n s  the  p ro te c t io n  o f  p e rs o n a l
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p r iv a c y  as an  e x e m p t io n  to  d is c lo s u re  and  does 

n o t re g u la te  the  r e s p o n s ib i l i t ie s  a sso c ia te d  w ith  

c o lle c t io n ,  s to rag e  and  use  o f  p e rs o n a l data.

T h e  w e a kn e ss  o f  M a n it o b a 's  la w  re g a rd in g  

p r iv a c y  has re c e n t ly  b e co m e  appa ren t. T h e  

c o n tra c t  f o r  the  c o m p u te r iz a t io n  o f  h e a lth  

r e c o rd s  w a s  w o n  b y  a c o m p a n y  o w n e d  b y  a

b a n k  w h ic h  is  su b je c t to  n o  p r iv a c y  la w  in  

M a n ito b a .

Available from: Ombudsman M anitoba, 
750-500 Portage Avenue, Winnipeg, 
Manitoba, Canada.
Tel: + (1) 204 786 6483 
Fax: + (1) 204 942 7803

W H A T  IS PR IVACY?

David F laherty, British Colum bia Com m issioner exp la ins the meaning of privacy. H is "sense 
of the particu lar p rivacy  in terests of ind iv iduals in in form ation about them selves includes the 
fo llow ing  considerations:

• the right to indiv idual autonom y

• the right to be left alone

• the right to a private life

• the right to contro l in form ation about onese lf

• the right to lim it access ib ility

• the right o f exc lu s ive  control of access to private realms

• the right to m inim ize in trusiveness

• the right to expect con fiden tia lity

• the right to enjoy so litude

• the right to  enjoy in tim acy

• the right to enjoy anonym ity

• the right to enjoy reserve

• the right to secrecy.

W ith  respect to spec ific  data protection princip les and practices for governm ent personal 
in form ation  system s, the fo llow ing  list incorporates the main considerations and va lues that 
my co lleagues and I are try ing to promote in British Columbia:

1. The princip les of pub lic ity  and transparency (openness) concern ing governm ent 
personal in form ation system s (no secret data banks).

2. The princip les of necess ity  and re levance governing the co llection  and storage of 
personal in form ation.

3. The princip le of reducing the co llection , use and storage of personal in form ation to the 
m axim um  extent possib le.

4. The princip le of fina lity  (the purpose and ultim ate adm in istrative uses for personal 
in form ation need to be estab lished in advance).

5. The princip le of estab lish ing and requiring responsib le keepers for personal in form ation 
system s.

6. The princip le of contro lling linkages, transfers, and in terconnections invo lv ing personal 
in form ation.

7. The princip le of requiring informed consen t for the co llection  of personal in form ation.

8. The princip le of requiring accuracy  and com ple teness in personal in form ation system s.

9. The princip le of data trespass, includ ing civ il and crim inal penalties for un law fu l 
abuses of personal inform ation.

10. The requirem ent of specia l rules for protecting sensitive personal in form ation.

11. The right of access to, and correction of, personal in form ation system s.

12. The right to be forgotten , including the u ltim ate anonym ization or destruction  of 
a lm ost all personal in form ation."
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