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T h is  b o o k  p ro v id e s  the  re a d e r w ith  a 

n u m b e r  o f  v a lu a b le  in s ig h ts  in to  p r iv a c y  

p o l ic ie s  a n d  p ra c t ic e s ,  as w e l l  as a ttitu d es , o f  

m a jo r  U S  c o rp o ra t io n s . T h e  s tu d y  is  b a sed  o n  

in te rv ie w s  and  q u e s t io n n a ire s  w ith  

re p re se n ta t iv e s  f r o m  se v e ra l b a n k s , h e a lth  and  

l i f e  in su ra n c e  o rg a n is a t io n s  and  a  c re d it  c a rd  

is su e r . T h e  b o o k  has g ro w n  o u t o f  the  a u th o r 's  

d o c to ra l th e s is  at the  H a r v a r d  B u s in e s s  S c h o o l.

T h e  a u th o r  c o n c lu d e s  o n  the  g re a t s e n s it iv it y  

o f  p r iv a c y  p ro te c t io n  to  m a n y  in d u s tr ie s :  

" E x e c u t iv e s  w e re  o fte n  u n w i l l in g  to  d is c u s s  

th e ir  o w n  c o m p a n ie s ' p o l ic ie s  a n d  p ra c t ic e s  o r  

to  su b je c t  th em  to  the  s c ru t in y  o f  r e s e a rc h ."

T h e  s tu d y  re v e a le d  tha t a lth o u g h  e v e ry b o d y  

ag re e s  tha t p e rs o n a l da ta  ha s b e co m e  a v a lu a b le  

c o m m e rc ia l p ro p e r ty ,  m a n y  co m p a n ie s  la c k  

c o m p re h e n s iv e  p o l ic ie s  re g u la t in g  a cce ss  to  and  

d is t r ib u t io n  o f  th e  p e rs o n a l d a ta  th e y  h ave  

c o lle c te d . E v e n  w h e re  sta ted  p o l ic ie s  d o  e x is t , 

a c tu a l p ra c t ic e s  o fte n  c o n f l ic t .  F u r th e rm o re , 

d if fe r e n t  d iv is io n s  w it h in  a s in g le  o rg a n is a t io n  

o fte n  h a v e  d if fe re n t  p e rs p e c t iv e s  o n  the 

im p o r ta n c e  o f  p r iv a c y  p ro te c t io n .

F e w  o rg a n is a t io n s  a re  w i l l in g  to  b e co m e  

le a d e rs  in  d e v e lo p in g  p r iv a c y  p ro te c t io n  

p o l ic ie s .  In stead , th e y  rea sse ss and  re fo rm  

th e ir  p ra c t ic e s  o n ly  as a re s u lt  o f  p re s su re s  

f r o m  c o n su m e rs , m e d ia  o r  le g is la t io n .

T h e  a u th o r  su gg e sts  a  w a y  fo rw a rd  fo r  U S  

c o rp o ra t io n s :

• a sh o rt - te rm  a u d it  to  e s ta b lis h  and  e va lu a te

the  e x is t in g  " p r iv a c y  e n v iro n m e n t"  and

• a  lo n g  te rm  p ro g ra m m e  fo r  m a in ta in in g  a

h e a lth y  " p r iv a c y  e n v iro n m e n t ."

H e  b e lie v e s  tha t a  " d e c is io n  o n  h o w  the 

U S A  w i l l  a d d re ss  p r iv a c y  p ro b le m s  in  the 

fu tu re  l ie s  to  a g re a t e x ten t in  c o rp o ra te  hands: 

w i l l  th e y  (the o rg a n is a t io n s )  v o lu n ta r i ly  add re ss

the p ro b le m s  in  a re sp o n s ib le  fa s h io n  o r  w i l l  

th e y  fo rc e  le g is la to r s  to  d o  it  f o r  th e m ? "

A p a r t  f r o m  in d u s try  in it ia t iv e s ,  the  a u th o r  

a ls o  b e lie v e s  in  and  a d vo ca te s  the  e s ta b lis h m e n t 

o f  a D a ta  P ro te c t io n  B o a rd  and  a  set o f  

" g e n e ra lly  a c ce p te d  p r iv a c y  p r in c ip le s . "

H .  J e f f  S m ith  is  A s s is ta n t  P ro fe s s o r  o f  

B u s in e s s  A d m in is t r a t io n  a t G e o rg e to w n  

U n iv e r s it y ,  W a s h in g to n , U S A .
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The OECD report on privacy and data 
protection

T h e  O E C D  R e p o r t  - Privacy and Data 
Protection: Issues and Challenges, p re p a re d  b y  

P ro fe s s o r  G re g  T u c k e r ,  (M o n a s h  U n iv e r s it y ,  

A u s t r a lia )  p re sen ts  and  a n a ly se s  the  re su lts  o f  a 

s u rv e y  he  co n d u c te d  in  the  O E C D  M e m b e r  

S ta tes in  o rd e r  to  d e te rm in e  the p re sen t 

s itu a t io n s  and  tren d s  in  p r iv a c y  a n d  da ta  

p ro te c t io n  in  these  c o u n tr ie s  and  the e x te n t to  

w h ic h  the O E C D  G u id e l in e s  o f  1980  have b e e n  

fo llo w e d . T h e  re p o r t  a lso  re v ie w s  se le c te d  

c u r re n t  issu es  in  p r iv a c y  and  da ta  p ro te c t iD n , 

s u ch  as:

• telecommunications and privacy, in c lu d in g  

s u b s c r ib e r  b i l l in g  sy s tem s, te le m a rk e t in g , 

c a lle r  l in e  id e n t if ic a t io n  sy s tem s, m o b ile  

te le p h o n e s , te le p h o n e  c a rd s , t ra n s b o rd e r  

da ta  f lo w s  a n d  d ir e c to r ie s

• self-regulation, in c lu d in g  a c h e c k lis t  o f  a 

set o f  m in im u m  c r it e r ia  f o r  a n  

in d u s try / c o m p a n y  co de  o f  p ra c t ic e  and

• transborder data flows, in c lu d in g  a  r e v ie w  

o f  re le v a n t  cases and  s ta tis t ic s .

T h e  O E C D  G u id e l in e s  h a v e  u n d o u b te d ly  

b e e n  in f lu e n t ia l as a b a s is  fo r  d ra f t  and  ad o p ted  

re g u la t io n  a n d  le g is la t io n  in  n o n -E u ro p e a n  

c o u n tr ie s , f o r  e x a m p le , H o n g  K o n g ,  N e w  

Z e a la n d  and  Japan . T h e  re p o r t  conc lu de^  b y  

a sk in g : "w h a t a re  the  m eans o f  e v a lu a t in g  the
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p ra c t ic a l c o n se q u e n ce s  o f  the  e n d o rsem e n t o f  

the  G u id e l in e s  b y  c o m p a n ie s  and  o th e r 

e n t it ie s ? "  Its a n sw e r  is  tha t " i t  is  in  the  in te re s t 

o f  d a ta  u se rs  and  c o lle c to r s  to  be  a b le  to  

d e m o n s tra te  tha t th e y  o b se rv e  p ro p e r  p r iv a c y  

and  da ta  p ro te c t io n  p ra c t ic e s . . .  T h e  e v id e n ce  o f  

c o m p lia n c e  s h o u ld  b e  c o n c re te  and  tran spa ren t. 

C la im s  o f  a d h e re n ce  to  the  G u id e l in e s  ca n n o t 

be  u se d  as a  re fu g e  fo r  la c k  o f  p ro te c t io n  in  th is  

a r e a ."

A lt h o u g h  p u b lis h e d  in  1994 , the  in fo rm a t io n  

in  the  re p o r t  w a s  c o lle c te d  in  1992 .

Privacy and Data Protection: Issues and 
Challenges, prepared by G. Tucker. 
Available from: OECD Publications, 2 rue 
Andre Pascal, 75775 Paris Cedex 16, France, 
reference: ISBN 92-64-12096-4 - No. 47007 
1994, pp. 71. Price £8. Also available in 
French. In the UK, the report can be 
obtained from HMSO, P O Box 276, London 
SW8 5DT.
Tel: +(44) 171 - 873 0011 
Fax: +(44) 171 - 873 8200.

The US Direct Marketing Association's 
Fair Information Practices Manual

T h e  U S  D ir e c t  M a r k e t in g  A s s o c ia t io n  

( D M A )  has th is  y e a r  re le a se d  a u s e fu l and  

a t t ra c t iv e ly  p re sen ted  Fair Information 
Practices Manual, a d ir e c t  m a rk e te r 's  g u id e  

in te n d e d  to  g iv e  a n sw e rs  to  the  m o s t c o m m o n ly  

a sked  q u e s t io n s  abo u t im p le m e n t in g  co rp o ra te  

fa ir  in fo rm a t io n  p o l ic ie s  and  c o m p ly in g  w ith  

the  D M A ' s  s e lf - r e g u la to ry  p ro g ra m s .

1. T h e  m a n u a l's  f ir s t  se c t io n  e x p la in s  the 

b a c k g ro u n d  to  s e lf - re g u la t io n .

2 . T h e  se co n d  se c t io n  fo cu se s  o n  the 

d e v e lo p m e n t  and  im p le m e n ta t io n  o f  

c o rp o ra te  fa ir  in fo rm a t io n  p o l ic ie s  and  

a c t io n s , c o v e r in g  to p ic s , su ch  as f a ir  

in fo rm a t io n  p o l ic ie s ,  e m p lo y e e  t ra in in g  

p ro g ra m s  and  da ta  s e cu r ity .

3. T h e  th ir d  se c t io n  c o n ta in s  the  F a i r  

I n fo rm a t io n  P ra c t ic e s  C h e c k l is t  

o f fe r in g  co m p a n ie s  an  o p p o r tu n ity  to  

e v a lu a te  th e ir  c o m p lia n c e  w ith  the f a ir  

in fo rm a t io n  p r in c ip le s  d e ta ile d  in

D M A 's  G u id e l in e s  f o r  P e rs o n a l 

I n fo rm a t io n  P ro te c t io n .

T h e  p a c k  a ls o  in c lu d e s  the  D M A 's  

G u id e l in e s  on: p e rs o n a l in fo rm a t io n  p ro te c t io n ;  

m a il in g  l is t  p ra c t ic e s ;  m a rk e t in g  b y  te le p h o n e ; 

and  e th ic a l b u s in e ss  p ra c t ic e s .

The "direct" approach to privacy 
management: the top ten steps

T h e se  e f fe c t iv e  ten  steps in  c o m p ly in g  w ith  

g o o d  da ta  p ro te c t io n  p r in c ip le s  h a ve  b e en  

d e v e lo p e d  b y  the U S  D ir e c t  M a r k e t in g  

A s s o c ia t io n  fo r  the  b e n e f it  o f  th e ir  m e m b e rs . 

H o w e v e r ,  in  an  e d ite d  v e r s io n ,  th e y  c o u ld  

e a s ily  a p p ly  to  a n y  o th e r  u se r  o f  p e rs o n a l da ta .

1. R e c o g n is e  and  re sp o n d  to  c o n su m e r  

p r iv a c y  e x p e c ta t io n s

2 . K n o w  the  ru le s ! L e g a l and  

s e lf - re g u la to ry  r e s p o n s ib il it ie s

3. D e v e lo p  a c o rp o ra te  f a ir  in fo rm a t io n  

p o l ic y  s ta tem ent

4 . U s e  the M a i l  P re fe re n c e  S e r v ic e  an d  

T e le p h o n e  P re fe re n c e  S e r v ic e

5. E s ta b l is h  an  in -h o u se  su p p re ss  

p ro g ra m m e

6. D is c lo s e  l is t  re n ta l p ra c t ic e s

7 . P ro te c t  y o u r  da ta  - p ro te c t  y o u r  

cu s to m e rs . U se :  d e co y s ;  s e c u r ity  

p ro g ra m m e s ; a d v e r t is in g  r e v ie w  

p ro c e d u re s

8. S tand  u p  and  b e  co un ted ! C o m m u n ic a te  

y o u r  c o m m itm e n t to: c u s to m e rs , 

m e d ia , la w m a k e rs

9 . D e m a n d  s im i la r  s tand a rd s  o f  y o u r  p e e rs

10. T r a in  - t ra in  - t ra in !

Fair Information Practices M anual, Direct 
M arketer's Guide to Effective Self- 
Regulatory Action in the Use of Information. 
Available from: US Direct M arketing 
Association, 11 West 42nd Street, New York, 
NY 10036-8096, USA.
Tel: + (1) 212 768 7277.
Fax: + (1) 212 599 1268

PRIVACY L A W S  &  BUSINESS
December 1994

Page 21



Swiss Data Protection Law
T h is  b o o k  c o v e rs  a  w id e  f ie ld  and  p re sen ts  

te x ts  in  s e v e ra l la n g u ag e s . Its  ad d ed  v a lu e  is  

re p re se n te d  p a r t ic u la r ly  b y  the  fo llo w in g :

1. th e  S w is s  F e d e ra l D a ta  P ro te c t io n  A c t  

o f  Ju n e , 1992  in  G e rm a n , F re n c h ,  

I ta lia n  a n d  E n g l is h

2 . th e  re la te d  S w is s  F e d e ra l D a ta  

P ro te c t io n  O rd in a n c e  o f  S ep te m b e r, 

1993  in  G e rm a n , F r e n c h ,  I ta lia n  and  

E n g l is h

3. A  c o m m e n ta ry , in  G e rm a n  and  F re n c h ,  

b y  the  a u th o rs  o n  th e  S w is s  o rd in a n c e

4 . A  c o p y  o f  the  re g is t ra t io n  fo rm  w h ic h  

m u s t  b e  c o m p le te d  b y  c e r ta in  

c a te g o r ie s  o f  da ta  c o n t ro l le r s  and  

su b m it te d  to  the  S w is s  F e d e ra l D a ta  

P ro te c t io n  C o m m is s io n ,  w ith  

e x p la n a to ry  no tes in  G e rm a n  and  

F r e n c h

5 . A  c o p y  o f  the  se pa ra te  re g is t ra t io n  

fo rm  w h ic h  m u s t b e  c o m p le te d  and  

su b m it te d  to  th e  S w is s  F e d e ra l D a ta  

P ro te c t io n  C o m m is s io n ,  in  c e r ta in  

c ir c u m s ta n c e s , b y  da ta  c o n t ro l le r s  w h o  

in te n d  to  t ra n s fe r  p e rs o n a l da ta  o u ts id e  

S w it z e r la n d ,  w it h  e x p la n a to ry  no tes in  

G e rm a n  an d  F re n c h .

N e a r ly  h a l f  o f  th e  b o o k  is  ta k e n  b y  the 

a b o v e  se c t io n s  and  re p re sen ts  the  be st re a so n s  

fo r  b u y in g  the b o o k .

T h e  re s t  o f  th e  b o o k  in c lu d e s  th e  te x ts , in  

F r e n c h  a n d  E n g l is h ,  o f  the  C o u n c i l  o f  E u ro p e  

C o n v e n t io n  o n  D a ta  P ro te c t io n  (no . 108), an d  

the  C o u n c i l  o f  E u ro p e  R e co m m e n d a t io n s  o n  

P e r s o n a l D a ta  u se d  fo r:  S c ie n t i f ic  R e s e a rc h  and  

S ta t is t ic s ;  D ir e c t  M a r k e t in g ;  E m p lo y m e n t;  

P a y m e n t  a n d  O th e r  R e la te d  P u rp o se s .

T h e  b o o k  c o n t in u e s  w it h  the  te x t o f  the  

E u ro p e a n  U n io n  d ra f t  d ir e c t iv e  o n  da ta

p ro te c t io n , p u b lis h e d  in  1992 , in  G e rm a n , 

F r e n c h ,  I ta lia n  and  E n g lis h .

T h e  f in a l s e c t io n  g iv e s  the  te x t o f  the  m o d e l 

c o n tra c t  to  en su re  e q u iv a le n t  da ta  p ro te c t io n  in  

the  co n te x t  o f  t ra n s b o rd e r  da ta  f lo w s  a n d  the  

e x p la n a to ry  m e m o ra n d u m , p u b lis h e d  in  1992  

b y  the  C o u n c i l  o f  E u ro p e ,  th e  C o m m is s io n  o f  

the  E u ro p e a n  U n io n  and  the  In te rn a t io n a l 

C h a m b e r  o f  C o m m e rc e . T h e  f in a l tw o  pag e s  

g iv e  a l is t  o f  a rb it ra to rs  p ro p o s e d  b y  the 

M e m b e r  S ta tes o f  the  C o u n c i l  o f  E u ro p e  \jvh ich  

in c lu d e s  the p r in c ip a l a u th o r  o f  th is  b o o k ,  U r s  

M a u re r .  H e  is  w e l l  q u a lif ie d  f o r  the  ta sk  as he  

w o rk e d  fo r  a  t im e  in  S w it z e r la n d 's  F e d e ra l 

M in is t r y  o f  Ju s t ic e  o n  the da ta  p ro te c t io n  b i l l .  

H e  o b ta in e d  an  L L . M .  d e g re e  in  the  U S A ,  is  a  

m e m b e r  o f  the  N e w  Y o r k  B a r  and  c u r re n t ly  

w o rk s  at the  la w  f irm ,  B a r  &  K a r r e r ,  in  

Z u r ic h .

M r .  M a u r e r  te lls  Privacy Laws & Business 
tha t h is  n e x t b o o k ,  a c o m m e n ta ry  o n  the  S w is s  

da ta  p ro te c t io n  la w , is  s c h e d u le d  to  be  

p u b lis h e d  in  M a r c h  1995 b y  the  sam e 

p u b lis h e r .  T h e  p u b lis h e r  m ig h t  c o n s id e r  

c o m b in in g  in  one  v o lu m e  the  m a te r ia l o n  the 

S w is s  D a ta  P ro te c t io n  A c t  and  O rd in a n c e  

c o n ta in e d  in  b o th  the  1994  and  the 1995  b o o k s  

and  le a v e  the o th e r  m a te r ia l fo r  a sepa ra te  

p u b lic a t io n .  T h e  b e n e f it  to  the  re a d e r  w o u ld  

be  tha t the  fo rm a t  and  p r in t  c o u ld  b e  la rg e r ,  

m a k in g  the  v o lu m e  e a s ie r  to  w o r k  w ith . A ls o ,  

b y  m id - 1995 , the  1992  tex t o f  the  E U  d ra  t  

d ir e c t iv e  is  l ik e ly  to  be  su pe rseded .

Datenschutz (Schweizerische Rechtserlaisse), 
by Urs M aurer and Nadine Faruque. 
Published by Helbing & Lichtenhahn 
Verlag AG, Freie Strasse 84, CH-4051 Basel, 
Switzerland. 559 pp. Price S.Fr. 148/ 
DM170. ISBN 3-7190-1343-X.
Tel: +(41)64 26 86 86 
Fax: +(41)64 26 86 20
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