
□
French courts define criminal 
liability and impose fines and 

prison sentences for DP crime

In recent years, there have been two apparently 
contradictory trends: to reinforce the data 
protection principles through strict court 
decisions and the enactment of sectoral laws; 
and to withdraw certain issues, for example, 
closed-circuit TV, from the competence of the 
CNIL, France’s Data Protection Authority. 
Ariane Mole, a specialist lawyer, explains.

H o w  th e  s ta tu te  la w  h a s  b e e n  in te rp re te d  

b y  th e  c o u r ts .

T h e  D a ta  P ro te c t io n  A c t  h a s b e e n  in te rp re te d  v e ry  

s t r ic t ly  a n d , in  p a r t ic u la r , th e  S u p re m e  C o u r t  h a s 

s p e c if ie d  th e  c irc u m s ta n c e s  in  w h ic h  a  p e n a lty  

m a y  b e  a p p lie d .

T h e  f ir s t  e le m e n t is  th a t to  b e  c r im in a lly  lia b le , 

m a lic e  is  n o t n e c e s sa ry . Anyone who engages in 
the automatic processing o f data without declaring 
it to the CNIL even through ignorance or 
carelessness, is criminally liable. T h e re  w a s a 

ca se  w h e re  th e  m a n a g e r o f  an  esta te  a g e n t h a d  

b e e n  ro b b e d  o f  h is  c u s to m e r f ile .  H e , th e re fo re , 

n o t if ie d  th e  ro b b e ry  to  th e  p u b lic  p ro s e c u to r  to  sue 

th e  th ie f. T h e  m a n a g e r w a s in  tu rn  p ro se cu te d  

b e ca u se  h e  h a d  fa ile d  to  d e c la re  h is  f i le  to  the 

C N I L .  H e  c la im e d  th a t h e  w a s  n o t a w a re  o f  the  

d u ty  to  d o  so . S o  th is  m ean s th a t e v e n  ig n o ra n c e  

o f  th e  le g is la t io n  is  n o t s u f f ic ie n t  to  a v o id  

p ro s e c u tio n .

T h e  se co n d  e le m e n t is  th a t there can be no 
limitation on the time o f complaint. T h is  p r in c ip le  

is  th e  re s u lt  o f  th e  1991 S u p re m e  C o u r t  ca se  o n  

te le p h o n e  lo g g in g . A n  e m p lo y e e  w a s d ism is s e d  

b e ca u se  te le p h o n e  lo g g in g  e q u ip m e n t h a d  p ro v e d  

th a t h e  h a d  u se d  h is  p h o n e  fo r  p r iv a te  u se . A s  he  

h a d  b e e n  d is m is s e d , he  su ed  h is  fo rm e r e m p lo y e r  

fo r  n o t h a v in g  d e c la re d  th e  p e rs o n a l d a ta  

p ro c e s s in g  w h ic h  w a s in v o lv e d  in  the  te le p h o n e  

lo g g in g  sy s te m . T h e  f ir s t  C o u r t  a n d  th e  C o u r t  o f  

A p p e a l d e c id e d  th a t th e  c o m p la in t  w a s n o t v a lid  

a n y  m o re  b e ca u se  th e  c o m p la in t  h a d  b e e n  m ade  

th re e  y e a rs  a fte r  th e  te le p h o n e  lo g g in g  e q u ip m e n t 

w a s  p u t in  p la c e . B u t  th e n  it  cam e  to  the  S u p re m e  

C o u r t . T h e  S u p re m e  C o u r t  ru le d  in  1991 th a t 

th e re  c o u ld  b e  n o  lim ita t io n  o n  th e  tim e  o f  the
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c o m p la in t  b e cau se  th e  lo g g in g  h a d  n e v e r b e e n  

d e c la re d  to  the  C N I L .  W h e n  the  p e rs o n a l d a ta  

p ro c e s s in g  h a s n e v e r b e e n  d e c la r e t , th e re  c a n  b e  

n o  l im it  o n  the  tim e  o f  th e  c o m p la in t. T h e  ca se  

w as o n  te le p h o n e  lo g g in g , b u t th e  p r in c ip le  h a s 

n o w  b e e n  e x te n d e d  to  a n y  k in d  o f  p e rs o n a l d a ta  

p ro c e s s in g .

S in c e  1 9 9 1 , w h a t h a s h a p p en ed  

T h e  n u m b e r o f  c r im in a l p rosecu tio |n : 

a n d  th e re  w e re  tw o  n o te w o rth y  ju i

19 94 . T h e y  re f le c t  a  s t r ic t  in te rp re  

D a ta  P ro te c t io n  A c t

Security violation leads to false identification

in  th e  c o u rts ?  

s h a s in c re a s e d  

d jgem ents in  

a t io n  o f  the

19 9 4 . T h e  

m y  o p e ra tin g  

o n  b a d  p a y e rs

T h e  f ir s t  ca se  w as o n  15 F e b ru a ry  

p re s id e n t o f  F ra n c e ’ s c e n tra l c o m p  a 

th e  n a t io n a l c e n tra l c re d it  d a tabase  

w a s p ro se cu te d  a n d  f in e d  F F r .5 0 .0 0 0  (£ 6 ,5 0 0 ) a n d  

F F r .5 ,0 0 0  (£ 6 5 0 ) fo r  c o m p e n sa tio n  b y  th e  P a r is  

C o u r t  o f  A p p e a l fo r  v io la t io n  o f  th  j  d u ty  o f  

s e c u r ity  la id  d o w n  in  s e c t io n  2 9  o f  th e  F re n c h  

D a ta  P ro te c t io n  A c t .  T h e  C o u r t  ru le d  th a t it  h a d  

n o t ta ke n  a ll n e ce s sa ry  p re c a u tio n s  [to id e n t ify  

p re c is e ly  e n o u g h  th e  p e rs o n s  re c o rd e d  in  th e  b a d  

p a y e rs  d a taba se . T h is  e r r o r  re s u lte d  in  an  

in d iv id u a l w ith  a  g o o d  p a y m e n t re c o rd  b e in g  

re fu se d  c re d it  a s he  w as m is ta k e n  fo r  a n o th e r o f  

the  sam e nam e w h o  h ad  a  b a d  p a y iln e n t re c o rd . In  

th is  ca se , th e  da tabase  w a s d e c la re d  to  th e  C N I L  

b u t the  in fo rm a tio n  w h ic h  w a s p ro v id e d  w a s n o t 

re lia b le  e n o u g h .

Non-declaration to the CNIL and unfair 
obtaining leads to fines and prison
In  D e ce m b e r 1 9 9 4 , tw o  m a n a g e rs  o f  a n  in su ra n c e  

co m p a n y  w e re  se n te n ced  to  15 m o n th s  

im p r is o n m e n t a n d  to  a  f in e  o f  F F r .  2 0 0 ,0 0 0  e a ch  

(£ 2 6 ,0 0 0 ), b e cau se  th e y  p a id  e m p lo y e e s  o f  th e  

n a t io n a l e le c t r ic ity  b o a rd  to  o b ta in  nam es an d  

a d d re sse s o f  the  p e o p le  w h o  h ad  re c e n t ly  m o v e d  

to  n ew  h o m e s. T h e ir  p u rp o se  w a s  to  id e n t ify  the 

re ce n t m o v e rs  to  se n d  th e m  m a ilin g s  o n  h o u se  

in su ra n c e . T h e y  w e re  p ro se cu te d  b e ca u se  th e y  h a d  

fa ile d  to  d e c la re  the  m a ilin g  lis t  a d d re sse s  th e y  

p o sse sse d  to  the  C N I L ;  a n d  a ls o  o n  th e  b a s is  o f  

f a ir  o b ta in in g  o f  th e  d a ta . T e n  e m p lo y e e s  o f  th e  

n a t io n a l e le c t r ic it y  b o a rd  w e re  a ls o  

th e y  w e re  se n te n ced  to  p a y  a  f in e .

L a b o u r  c o d e  s tre n g th e n s  d a p i la w

In  re c e n t y e a rs , th e re  h as b e e n  a  t( 

re in fo rc e  the  da ta  p ro te c tio n  p r in c i

p ro se cu te d  a n d

e jn dency  to  

th ro u g hip le s
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«

s e c to ra l la w s  w h ic h  h a ve  b e e n  a d d ed  to  F ra n c e ’ s 

1978  D a ta  P ro te c t io n  A c t .

T h e  la b o u r  c o d e  h a s  b e e n  re v is e d  b y  a  la w  

a d o p te d  o n  31 D e c e m b e r 19 92  w h ic h  cam e  in to  

fo rc e  a t th e  b e g in n in g  o f  1 9 93 . T h e  n e w  la b o u r 

c o d e  n o w  in c o rp o ra te s  s e v e ra l p ro v is io n s  w h ic h  

re fe r  n o t o n ly  to  th e  d a ta  p ro te c t io n  p r in c ip le s  in  

the  D a ta  P ro te c t io n  A c t ,  b u t a ls o  re fe r  to  C N I L  

re c o m m e n d a tio n s . T h e y  h a v e  n o w  b e co m e  b in d in g  

b e cau se  th e y  a re  in c o rp o ra te d  in  the  la b o u r  co d e  

to g e th e r w ith  so m e  n e w  d a ta  p ro te c tio n  p r in c ip le s :

•  in fo rm a t io n  a b o u t e m p lo y e e s  o r  jo b  a p p lic a n ts  

m a y  be  c o lle c te d  o n ly  i f  th e y  a re  a w a re  o f  the  

m ean s o f  c o lle c t io n

•  T h e  a p p lic a n t o r  th e  e m p lo y e e  m u st p re v io u s ly  

h a v e  b e e n  in fo rm e d  o f  th e  m e th o d s a n d  the 

m ean s th a t a re  u se d  to  a p p ra is e  h is  

p ro fe s s io n a l c o m p e te n ce  o r  to  re c ru it  h im .

S u c h  p ro v is io n s  a re  a im e d  a g a in s t a  

re c ru itm e n t d e c is io n -m a k in g  p ro c e s s  b a se d  s o le ly  

o n  the  u se  o f  c o m p u te rs , a n d  a g a in s t c o m p u te r is e d  

re c ru itm e n t e v a lu a tio n  te sts  o r  p ro fe s s io n a l te sts  as 

th e  s o le  b a s is  o f  an  

a sse ssm e n t. I t  a ls o  m ean s th a t 

su ch  te sts  o r  c o m p u te rs  m a y  

be  u se d  b u t th e  e m p lo y e e s  o r  

the  a p p lic a n ts  m u s t be  m ad e  

f u lly  a w a re , n o t o n ly  o f  th e  

in fo rm a tio n  w h ic h  is  u se d , 

b u t a ls o  o f  the  m e th o d s o r  the  

te c h n iq u e s  w h ic h  w il l  be  

u se d .

T h e re  is  a n o th e r n e w  

a r t ic le  in  the  la b o u r  co d e  

w h ic h  p ro v id e s  th a t th e  

e m p lo y e e s ’ re p re s e n ta tiv e s  m u st a lw a y s  be  

in fo rm e d  o f  e v e ry  a u to m a te d  p ro c e s s in g  o f  

p e rs o n a l d a ta  o n  e m p lo y e e s  w h ic h  is  b e in g  u sed  

a n d  o f  a n y  ch a n g e  o r  m o d if ic a t io n  o f  su ch  

p ro c e s s in g . S o  th e re  is  a  d u ty  to  in fo rm  the  

e m p lo y e e s ’ re p re se n ta tiv e s  o f  a n y  p ro c e s s in g  o f  

p e rs o n a l d a ta  c o n c e rn in g  e m p lo y e e s . O th e rw is e , it  

is  ille g a l.

E n fo rc e m e n t o f  the  la b o u r  co d e  is  c a r r ie d  o u t 

b y  th e  la b o u r  in s p e c to rs , w h o  a re  b a se d  in  e v e ry  

re g io n  o f  F ra n c e . A s  a  re s u lt , d a ta  p ro te c tio n  

p r in c ip le s  a re  n o w  n o t o n ly  u n d e r the  c o n tro l o f  

th e  C N I L  b u t a s fa r  as th e  la b o u r  s e c to r is  

c o n c e rn e d , a ls o  u n d e r th e  c o n tro l o f  the  la b o u r 

in s p e c to rs .

H e a lth  d a ta  fo r  re s e a r c h  p u r p o s e s

A  s tr ic te r  re g im e  h a s b e e n  in tro d u c e d  fo r  th e  

p ro c e s s in g  o f  h e a lth  da ta  u se d  fo r  re se a rc h  

p u rp o se s  b y  a  la w  w h ic h  w a s a d o p te d  o n  1 st J u ly  

1 9 94 , and  an  a p p lic a t io n  d e c re e  w h ic h  w a s 

p u b lis h e d  in  M a y  1995 w h ic h  m ean s th a t it  is  n o w  

in  fo rc e . T h e  p o w e rs  o f  the  C N I L  h a v e  b e en  

in c re a s e d , as it  n o w  has th e  p o w e r to  a p p ro v e  o r  

re fu se  th e  u se  o f  p e rs o n a l h e a lth  da ta  fo r  re s e a rc h  

in  b o th  the  p u b lic  a n d  the  p r iv a te  se c to rs . T h e  la w  

h a s a ls o  c re a te d , in  a d d it io n  to  th e  C N I L ,  a  

re c e n t ly  a p p o in te d  c o n s u lta tiv e  c o m m itte e  to  

w h ic h  a ll re se a rc h  p ro p o s a ls  m u s t be  su b m itte d . In  

p ra c t ic e , th is  m ean s tha t:

•  a ll re se a rc h  p ro p o s a ls  m u s t n o w  be  su b m itte d  

fo r  the  o p in io n  o f  th e  c o n s u lta tiv e  c o m m itte e , 

and

•  these  re se a rc h  p ro je c ts  w il l  h a v e  to  b e  

su b m itte d  fo r  the  decision, n o t ju s t  th e  

opinion, o f  the  C N I L .

I t is  a ls o  w o rth  n o t ic in g  th a t the  H e a lth  D a ta  

U s e d  fo r  R e se a rc h  A c t  p ro v id e s  th a t the

tra n sb o rd e r d a ta  f lo w s  o f  

p e rs o n a l h e a lth  d a ta  u se d  fo r  

re se a rc h  w il l  o n ly  be  

p e rm itte d  i f  a re c ip ie n t  

c o u n try  o ffe r s  e q u iv a le n t 

p ro te c tio n . In  th e  n e w  A c t ,  it  

is  th e  te rm  “ e q u iv a le n t”  

p ro te c t io n  w h ic h  is  b e in g  

u se d  a lth o u g h  th e  E U  D a ta  

P ro te c t io n  D ir e c t iv e  p ro v id e s  

th a t th e re  s h o u ld  o n ly  b e  

“ a d e q u a te ”  p ro te c tio n . B u t  it  

is  a ls o  th e  re s p o n s ib ility  o f  

the  E U  M e m b e r S ta te s  to  g iv e  n a t io n a l ru le s  o n  

re se a rc h  a n d  h e a lth  m a tte rs .

T h e  re s u lt  w il l  b e  th a t th e re  m ig h t be  tw o  

d iffe re n t  se ts o f  ru le s  fo r  tra n s b o rd e r d a ta  f lo w s :

•  the  g e n e ra l ru le s  w h e re  adequa te  p ro te c t io n  

w il l  b e  re q u ire d  fo r  tra n s b o rd e r d a ta  f lo w s  

o u ts id e  th e  E U , a n d

•  a s p e c if ic  se t o f  ru le s  fo r  h e a lth  d a ta  u se d  fo r  

re se a rc h  w h e n  su ch  d a ta  w il l  b e  tra n s fe rre d  

fro m  F ra n c e  to  a n o th e r c o u n try . E v e n  i f  su ch  

a  re c ip ie n t  c o u n try  is  in s id e  the  E U ,  

e q u iv a le n t p ro te c tio n  in  th e  re c ip ie n t  c o u n try  

m ig h t b e  re q u ire d . T h e  d iffe re n c e  b e tw e e n  

adequa te  and  e q u iv a le n t p ro te c tio n  s t il l  h a s to  

b e  d e te rm in e d .

“there is a duty to inform  
the employees' 

representatives o f any
processing......

Otherwise it is illegal.”

Privacy Laws & Business Newsletter
September 1995

Page 9



CN IL’s scope narrowed
T h e re  is  a  n e w  tre n d  n o t to  w e a ke n  th e  d a ta  

p ro te c t io n  p r in c ip le s , b u t to  w ith d ra w  c e r ta in  

m a tte rs  fro m  th e  co m p e te n ce  o f  the  C N I L .  T h e  

re a so n  is  b e ca u se  th e  C N I L  w a s c o n s id e re d  as 

m a k in g  e x c e s s iv e  u se  o f  its  p o w e rs , e s p e c ia lly  

to w a rd s  th e  p r iv a te  s e c to r. A c c o rd in g  to  F ra n c e ’ s 

D a ta  P ro te c t io n  A c t ,  th e  o b lig a t io n  to  d e c la re  to  

th e  C N I L  c o n s is ts  o n ly  o f  a  d e c la ra tio n , a n d  the  

C N I L ,  a c c o rd in g  to  th e  p r o v is io n  o f  th e  A c t ,  m a y  

o n ly  c h e c k  im m e d ia te ly  th a t a ll re q u ire d  

in fo rm a t io n  h a s  b e e n  p ro v id e d . I f  it  h a s , th e  C N I L  

h as to  is su e  a  re c e ip t. T h e  C N I L  h as n o  p o w e r to  

re fu se  th e  a u to m a tic  p ro c e s s in g  o f  d a ta . B u t  w h a t 

h a p p e n s in  fa c t  is  th a t th e  C N I L  v e ry  o fte n  

su sp e n d s th e  is su e  o f  th e  re c e ip t  u n t il th e  da ta  u se r 

a g re e s  to  re c o n s id e r  h is  p ro c e s s in g  a n d  p u rp o se s  

a n d  to  c o m p ly  w ith  th e  C N I L ’ s re q u ire m e n ts .

A s  a  re s u lt , c lo s e d - c ir c u it  te le v is io n  h a s b e en  

w ith d ra w n  fro m  th e  s co p e  o f  th e  D a ta  P ro te c t io n  

A c t  1978  ( P L & B  O c t . ’ 9 4  p .1 7 , a n d  D e c . ’ 9 4  

p .1 0 ) . In  its  p la c e , th e re  is  a  n e w  la w , th e  L o i

P a sq u a , a d o p te d  o n  21  J a n u a ry  199 

h a s c re a te d  a  p ro c e d u re  w h ic h  is  

th a t o f  th e  D a ta  P ro te c t io n  A c t .  It 

p r in c ip le s  a n d  th e  sam e c r im in a l s; 

o f  v io la t io n s . F o r  e x a m p le , c lo s e d  

te le v is io n  p ro je c ts  re q u ire , in  a d vah i 

o f  a  c o n s u lta tiv e  c o m m itte e  e s ta b lig l 

re g io n a l Departement a n d  it  a ls o  m 

b y  th e  P re fe c t w h o  is  th e  h e ad  o f  

Departement. T h e  n e w  la w  is  a  se 

P ro te c t io n  A c t  a n d  th e  o n ly  d if fe r e b  

C N I L  c a n n o t in te rfe re  a n d  th a t w ap 

p u rp o se  o f  th e  L o i P a s q u iL

5 . B u t th e  la w  

v fe ry  s im ila r  to  

has th e  sam e  

4 n c t io n s  in  ca se  

c ir c u it

c e , th e  o p in io n  

h e d  in  e a ch  

bed s a p p ro v a l 

th e

p to ra l D a ta  

c e  is  th a t the  

th e  e x a c t

This report is based on a presentation by 
Ariane Mole at the Privacy Laws & Business 8th 
Annual Conference, July 10-12, 1.995, St.
John’s College, Cambridge. Ariane Mole, 
Lawyer, Cabinet Alain Bensousssin, 29 rue du 
Colonel Pierre Avia, 75508, Paris, Cedex 15, 
France. Tel: + (33) 1 41 33 35 35 
Fax: + (33) 1 41 33 35 36

F ra n ce ’s  Data Protection  A ct: S co p e , D eclarations and S a n ctio n s

The scope of France’s 1978 Data Protection Act is wider than that of the UK Data Protection Act. The two 
main differences concern the coverage of manual data and the definition of personal data.

France’s Act covers both automated and manual processing of personal data.
Under the French Act, personal data means “any data which permit in any form directly or indirectly the 

identification of the natural persons to which they relate.” Therefore, the concept of personal data is not 
restricted, as in the UK Act, to the information in the possession of the data user or to the ini ormation 
which is processed by reference to the data subject. In France, any data which permits, even indirectly, the 
identification of the data subject in any form, for example, even when data is encrypted for research 
purposes, fall within the scope of the French Act.

The French concept of personal data is very close to the definition provided in the EU Data Protection 
Directive.

Declaration to the CNIL
All automated processing of personal data has to be declared to the CNIL, France’s data protection 
supervisory authority. In other words, any use of a computer involving data relating to individuals, even 
very indirectly, has to be declared in order to be lawful. As a result of the increase in compu :erisation 
generally, there is now an increasing duty of declaration to the CNIL in every sector of society.

The duty to declare in France exists not only in relation to common files such as employees’ or 
customers’ files, but also those involving any automated processing such as telephone logging, the use of 
mailing lists, chip cards, badges for access control, video or audio texts, electronic mail, 
telecommunication networks and word processing; even the use of fax machines must be declared in 
order to be used legally.

Sanctions
Infringement of the Act triggers criminal sanctions and the sanctions were increased in M arih 1994. For 
example, failure to submit a declaration to the CNIL attracts a maximum fine of FFr.300,000 (£40,000) and 
three years in prison. In the case of prosecution of a legal person, the fine can be multiplied by five, 
amounting to a fine of FFr.1,500 000 (£200,000).

The number of criminal prosecutions has increased since 1991. In that year, France’s Supreme Court 
specified the circumstances in which the penalties can be applied.
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