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The CNIL pursues a privacy 
protection path in the face of 

new technologies

In July this year, the French supervisory 
authority, the Commission nationale de 
l’inform atique et des liberies (CNIL), published 
its Fifteenth Annual Report, for 1994.

S tru c tu re

T h e  R e p o rt  g iv e s  a  c o m p re h e n s iv e  and  d e ta ile d  

p ic tu re  o f  C N I L ’ s a c t iv it ie s  in  19 94 . I t c o n s is ts  o f  

th re e  p a rts :

1. A  s ta t is t ic a l o v e rv ie w  an d  e x a m p le s  o f  

so m e  m a jo r  d e c is io n s  and  c o u r t  ca ses;

2 . T h e  m o s t im p o rta n t o p in io n s  a n d  d e c is io n s  

re g a rd in g  th e  in c re a s in g  u se  o f  in fo rm a tic s  

in  e v e ry d a y  lif e ,  in c lu d in g  in te rn a t io n a l 

d e v e lo p m e n ts ;

3 . P re s e n ta t io n  o f  v a r io u s  ca se s o n  a  se c to ra l 

b a s is .

R e g is tra t io n

In  1 9 9 4 , C N I L  re c e iv e d  3 6 ,7 2 1  a p p lic a tio n s  fo r  

d e c la ra tio n  o f  p ro c e s s in g  w h ic h  b ro u g h t th e  to ta l 

n u m b e r o f  re g is te re d  p ro c e s s in g  o p e ra tio n s  to  

3 6 8 ,4 2 1 .

T h e re  w e re  fe w  u n fa v o u ra b le  o p in io n s  fo r  the  

p u b lic  s e c to r d e c la ra tio n s , o r  re fu s a ls  to  d e liv e r  an  

a c k n o w le d g e m e n t o f  re c e ip t  fo r  d e c la ra tio n s  fro m  

th e  p r iv a te  s e c to r - th re e  in  the  p u b lic  a n d  fo u r  in  

th e  p r iv a te  s e c to r. T h e se  w e re  the  ca se s  w h e re  

p ro p o s e d  p ro c e s s in g  w o u ld  h a ve  c o n s titu te d  an  

in fr in g e m e n t o f  the  p ro v is io n s  o f  the  F ra n c e ’ s 

D a ta  P ro c e s s in g , D a ta  F ile s  a n d  In d iv id u a l 

L ib e r t ie s  A c t  1 9 78 .

T h e  C N I L  a ls o  a d o p te d  th re e  n e w  s im p lif ie d  

ru le s  fo r  d e c la ra t io n  o f  p ro c e s s in g  w h ic h  d o  n o t 

m a n ife s t ly  in fr in g e  p r iv a c y  o r  lib e r t ie s  o f  

in d iv id u a ls , m a k in g  a  to ta l o f  4 0  s im p lif ie d  

d e c la ra tio n s . T h e se  ru le s  a llo w  da ta  u se rs  to  f ile  

w ith  th e  C N I L  a  s im p le  d e c la ra tio n  th a t th e ir  

p ro c e s s in g  c o n fo rm s  to  th ese  p re -s e t s ta n d a rd  

ru le s . In  1 9 9 4 , 76%  o f  d e c la re d  p ro c e s s in g  w e re  

f ile d  w ith  th e  C N I L  o n  the  b a s is  o f  the  s im p lif ie d  

ru le s .

T h e  th re e  n e w  s im p lif ie d  ru le s  c o n ce rn :

•  m a in ta in in g  o f  an  e le c to ra l f i le  in  the  

fra m e w o rk  o f  the  E u ro p e a n  U n io n

•  u se  o f  te le p h o n e  lo g g in g  sy s te m  in  h o s p ita ls , 

h o te ls  e tc ., p ro v id e d  to  c u s to m e rs  fo r  b il lin g  

p u rp o se s

•  u se  o f  te le p h o n e  lo g g in g  sy s te m  in  th e  w o rk  

p la c e .

T h e  C N I L  is  k e e n  to  d e v e lo p  its  p o lic y  o n  

d e c la ra tio n s  s im ila r  to  th e  m o d e l a d o p te d  in  th e  

E U  D a ta  P ro te c t io n  D ir e c t iv e , w h ic h  is  in  a n y  

ca se  b a se d  o n  the  F re n c h  sy s te m . T h u s , th e  C N I L  

p la n s  to  p u t m o re  e m p h a s is  o n  follow-up control 
and  enforcement, ra th e r th an  p r io r  c h e c k in g  o f  

su b m itte d  d e c la ra tio n s .

C o m p la in ts  a n d  re q u e s ts  fro m  th e  p u b lic

In  1 9 9 4 , th e  C N I L  h a d  a lm o s t 4 ,0 0 0  re q u e sts  

fro m  the  p u b lic . H o w e v e r, n o t a ll o f  th e se  

co n ta c ts  w e re  c o m p la in ts . M a n y  o f  th e  in d iv id u a ls  

a sk e d  fo r  a d v ic e  a n d  in fo rm a tio n , so m e  v e ry  

s p e c if ic  a n d  som e o f  a  m o re  g e n e ra l n a tu re . T h is  

f ig u re s  in d ic a te d  a  d e fin ite  tre n d  o f  in c re a s e  in  the  

a d v is o ry  ro le  o f  the  C N I L ,  w h ic h  b e n e fits  n o t 

o n ly  in d iv id u a ls  b u t a ls o  da ta  u se rs .

C o m p la in ts  c o n s titu te d  le s s  th an  h a lf  (1 ,8 0 5 )  o f  

a ll th e  re q u e sts . In  te rm s  o f  v a r io u s  se c to rs , th e  

c o m p la in ts  c o n ce rn e d , in  d e sc e n d in g  o rd e r:

•  d ir e c t  m a rk e tin g  a n d  a c q u is it io n  o f  p ro s p e c tiv e  

c lie n ts  (5 32 )

•  b a n k s  (2 7 7 )

•  e m p lo y m e n t re la t io n s  (2 5 6 )

•  p o s t a n d  te le c o m m u n ic a tio n s  (1 0 8 )

•  the  p ro p e rty  se c to r (8 2 ).

C h a n g e s  in th e  la w  o n  m e d ic a l r e s e a r c h

A  n e w  la w  o f  1 J u ly  1994  e n la rg e d  the  C N I L ’ s 

co m p e te n ce  in  the  a re a  o f  m e d ic a l re se a rc h . T h is  

n e w  le g is la t io n  cam e  as a  re sp o n se  to  a  n e e d  to  

re c o n c ile  th e  u se  o f  p e rs o n a l h e a lth  d a ta  fo r  

re se a rc h  p u rp o se s  a n d  re sp e c t fo r  p a t ie n ts ’ 

p r iv a c y .

T h e  la w  p ro v id e s  s t r ic t  c o n d it io n s  fo r  c a r r y in g  

o u t and  fu n c t io n in g  o f  m e d ic a l re se a rc h  a n d  

a llo w s  fo r  w a iv in g  p ro fe s s io n a l s e c re c y  in  fa v o u r  

o f  re se a rc h e rs . O n  the  o th e r h a n d , r ig h ts  o f  

in d iv id u a ls  a re  e x p lic it ly  d e fin e d  a n d  p ro c e d u re s  

fo r  s c ie n t if ic  v a lid a t io n  a re  s tre n g th e n e d .

F in a lly ,  the  C N I L  h as seen  an  in c re a s e  in  it s  

p o w e rs  g iv e n  b y  the  n e w  le g is la t io n . U n d e r  th e
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□
o ld  s y s te m , an  a p p lic a t io n  fo r  a  d e c la ra tio n  o f  

p ro c e s s in g  fo r  m e d ic a l re s e a rc h  p u rp o se s  w a s  the 

su b je c t o f  th e  C N I L ’ s p r e lim in a ry  o p in io n . N o w , 

th e  C N I L  is  g iv e n  a  p o w e r o f  a u th o r is a t io n . A  

c o n s u lta tiv e  c o m m itte e  w il l  b e  e s ta b lis h e d  w ith in  

th e  M in is t r y  o f  R e se a rc h  w ith  th e  a im  o f  

e x a m in in g  re q u e s ts  fo r  p ro c e s s in g  o f  h e a lth  d a ta  

fo r  m e d ic a l re s e a rc h  p u rp o se s  a n d  d e liv e r in g  an  

o p in io n  to  th e  C N I L .

In fo rm a tic s  a n d  e v e r y d a y  life

T h e  C N I L  h a s h a d  s e v e ra l o p p o rtu n it ie s  to  

e x a m in e  m a n y  ca se s  w h e re  n e w  a p p lic a t io n s  o f  

a u to m a te d  p ro c e s s in g  te c h n iq u e s  ra is e d  is su e s  o f  

p ro te c t io n  o f  in d iv id u a l’ s p r iv a c y .

Telecommunications
In  th e  c h a n g in g  a n d  d e v e lo p in g  f ie ld  o f  

te le c o m m u n ic a tio n s , th e  C N I L  h a s e x p re sse d  

c o n c e rn  o n  m a n y  is s u e s , su ch  as c a llin g  lin e  

id e n t if ic a t io n , “ p a y  p e r v ie w ”  te le v is io n  a n d  

te le p h o n e  lo g g in g .

A ls o ,  a  m u ch  u se d  p ra c t ic e  o f  m a rk e tin g  c a lls  

b y  w a y  o f  a u to m a te d  p re -re c o rd e d  m e ssag e  to  

s u b s c r ib e rs , o fte n  se le c te d  a t ra n d o m  w a s 

co n d e m n e d  b y  th e  C N I L .  T h e se  a u to m a te d  c a lls  

w e re  a ls o  m ad e  to  te le p h o n e  s u b s c r ib e rs  w h o  w e re  

e ith e r  e x -d ire c to ry  o r  w e re  in c lu d e d  in  o n e  o f  the  

o f f ic ia l F ra n c e  T e le c o m  lis t s  (liste orange) as 

h a v in g  o p te d  o u t fro m  v a r io u s  m a rk e tin g  c a lls  - 

th e  e q u iv a le n t o f  T e le p h o n e  P re fe re n c e  S e rv ic e  in  

th e  U K .  A ro u n d  30%  o f  a ll c o m p la in ts  a n d

oa i

u a

p u b li

re q u e s ts  fo r  a d v ic e  fro m  in d iv id u a l^  

th is  p a r t ic u la r  p ra c tic e .

Controls on the streets
A  so p h is tic a te d  and  m u lt ifa c e te d  r< 

sy s te m  and  v id e o  s u rv e illa n c e  a ls o  

C N I L ’ s a tte n tio n . T h e  la tte r  w a s a  

c o n tro v e rs ia l is su e  s in c e  th e  “ P a sq i 

D e c e m b e r 1 9 94  s tr ip p e d  th e  C N I L  

re g a rd in g  v id e o  s u rv e illa n c e  in  

p r iv a te  p la c e s  o p e n e d  to  th e  p u b lic  

N e w s le tte rs  O c to b e r 1 9 9 4 , p .1 7  

1 9 9 4 , p  10 ).

Computers and social control
T h e  C N I L  e x p re ss e d  c o n c e rn  o v e r  

s u rv e illa n c e  p ra c tic e s  a s so c ia te d  w  

in fo rm a tic s . S o m e  s e c tio n s  o f  th e  

p a r t ic u la r ly  v u ln e ra b le  to  th e se  p ra i 

th e  ca se s  th e  C N I L  d e a lt w ith  in  1 

p r iv a c y  is su e s  re la t in g  to  em p loyee js 

w ith  illn e s s e s  a n d  s p e c ia l h e a lth  ri: 

g ro u p s , a n d  fo re ig n e rs .

an d

d  p r ic in g  

a ttra c te d  th e  

p a r t ic u la r  

la w ”  o f  

o f  c o m p e te n ce  

ic  p la c e s  a n d  

(see  P L & B  

D e c e m b e r

c o n c e rn e d

an  in c re a s e  in  

ith  th e  u se  o f  

p o p u la t io n  a re  

.o tice s . M a n y  o f  

9 9 4  in v o lv e d  

in d iv id u a ls  

s k s , lo w  in c o m e

Commission nationale de l’inform atique et des 
libertes, 15e rapport d’activite 1994, pp. 506, 
price: 175F, La Documentation franfaise, 29-31 
quai Voltaire, 75344 Paris Cedex 07, France, 
ISBN: 2-11-003337-1.
This report was w ritten by Bojana Bellamy, a 
Privacy Laws & Business consultant.
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