
a re  q u o te d  b y  re fe re n c e  to  n am es  o f  the 

p a r t ie s  in v o lv e d .

In  a d d it io n  to  the  a b o ve  ca se s , p ro c e s s in g  o f  

j u d ic ia l  d a ta  is  a l lo w e d  i f  i t  is  n e ce ssa ry :

•  f o r  e x e c u t io n  o f  a  legal obligation;
•  f o r  e x e c u t io n  o f  a n  obligation imposed by a 

law o f a country party to the Council of 
Europe Convention o n  P ro te c t io n  o f  P e rs o n a l 

D a ta  1981 w h ic h  e n su re s  an  e q u iv a le n t  le v e l 

o f  p ro te c t io n ;

•  to  ta ke  a  decision at the request o f a data 
subject;

•  to  p r o v id e  a  service in favour and on request 
o f a data subject',

•  f o r  e x e c u t io n  o f  an  obligation imposed by 
international public law.

In  these  p a r t ic u la r  ca se s , a  da ta  c o n t r o l le r  has 

to  e n su re  th a t the  d a ta  su b je c t  is  n o t if ie d  in  

w r i t in g  o f  p ro c e s s in g  o f  s u ch  da ta  a t le a s t one  

m o n th  b e fo re  the  s ta r t  o f  p ro c e s s in g .

F in a l ly ,  j u d ic ia l  a n d  o th e r  re la te d  da ta  c a n  

a lw a y s  b e  le g it im a te ly  p ro c e s s e d  w h e re  the da ta  

su b je c t  h a s  c o n se n te d  to  i t  in  w r it in g .

Safeguard measures
W h e re  the  p ro c e s s in g  o f  j u d ic ia l  da ta  a n d  o th e r  

re la te d  da ta  is  le g it im a te ly  c a r r ie d  o u t in  one  o f  

the  a b o ve  s itu a t io n s , d a ta  c o n t r o l le r s  s t i l l  h a ve  a 

d u ty  to  ta ke  adequa te  s a fe g u a rd  m e a su re s . T h e  

D e c re e  m e n t io n s  the  sam e typ e  o f  m e a su re s  as 

e n v is a g e d  in  the  S e n s it iv e  D a ta  D e c re e  (see 

a b o ve ) . In  a d d it io n ,  th e re  is  a  s p e c ia l p r o v is io n  

r e g a rd in g  in te rn a t io n a l p o l ic e  c o -o p e ra t io n , 

r e q u ir in g  th e  d a ta  c o n t r o l le r  to  k e e p  a  re c o rd  o f  

a l l  c o m m u n ic a t io n s  o f  j u d ic ia l  da ta  a b ro a d  in  the 

p re v io u s  s ix  m o n th s .

Registration fees
T h e  re g is t ra t io n  fe e s  ra n g e  f r o m  1 ,5 0 0  B e lg ia n  

f ra n c s  (£ 3 3 )  to  1 0 ,0 0 0  B e lg ia n  f ra n c s  (£ 217 ), 

d e p e n d in g  o n  the  p u rp o se s  o f  p ro c e s s in g  and  the 

fo rm  in  w h ic h  the  d e c la ra t io n  is  m ad e . G e n e r a l ly ,  

fe e s  fo r  a  d e c la r a t io n  p re se n te d  b y  au tom a ted  

m ean s  a re  lo w e r  th an  fo r  the  ca se s  w h e re  

d e c la ra t io n  is  m ad e  b y  f i l l in g  in  the  p a p e r fo rm s .

This report was w ritten by Bojana Bellamy, a 
Privacy Laws & Business consultant.

A German DP Commissioner's 
view on the role of a company 

data protection officer

Dr. Astrid Breinlinger, Data Protection 
Commissioner for the land of Hesse, discusses 
the role of the data protection officer as 
provided for in Chapter III of the German Data 
Protection Act (BDSG). This report is based on 
her article in the German journal Recht der 
Datenverarbeitung [1],

The legal base for the German model
A c c o r d in g  to  S e c t io n  36  o f  the  B D S G ,  p r iv a te  

b o d ie s  eng ag e d  in  the  a u to m a te d  p ro c e s s in g  o f  

p e rs o n a l d a ta  a n d  r e g u la r ly  e m p lo y in g  a t le a s t  f iv e  

e m p lo y e e s  fo r  th is  p u rp o se  n ee d  to  a p p o in t  a n  

in te rn a l d a ta  p ro te c t io n  o f f ic e r .  T h e  m a in  

r e s p o n s ib i l i t y  o f  the  da ta  p ro te c t io n  o f f ic e r  is  to  

e n fo r c e  and  a u d it  d a ta  p ro te c t io n  c o m p lia n c e  

w it h in  the  o rg a n is a t io n .

T h e  u n d e r ly in g  ra t io n a le  o f  the  G e rm a n  

a p p ro a c h  is  s e lf - r e g u la t io n , s in c e  in  the  e x e rc is e  

o f  th e ir  d u t ie s , da ta  p ro te c t io n  o f f ic e r s  w o r k  in  

c lo s e  c o -o p e ra t io n  w it h  th o se  in v o lv e d  in  the  

p ro c e s s in g  o f  p e rs o n a l da ta  a n d  "with particular 
reference to the situation prevailing in this area 
and the special data protection requirements 
arising therefrom” [S e c t io n  3 7 (1 )2 ] .

T h e  A c t  a ls o  m a k e s  le g a l p r o v is io n s  f o r  a  

re la t io n s h ip  b e tw e e n  the c o m p a n y  d a ta  p ro te c t io n  

o f f ic e r  a n d  the re le v a n t  la n d  da ta  p ro te c t io n  

a u th o r it y  f o r  the  p r iv a te  se c to r . A c c o r d in g  to  

S e c t io n  3 7 (1 ) , da ta  p ro te c t io n  o f f ic e r s  m a y  in  the 

e x e rc is e  o f  th e ir  d u t ie s  "apply to the supervisory 
authority in cases o f doubt," in  o rd e r  to  g e t a n  

o f f ic ia l  p o in t  o f  v ie w  in  c o n t r o v e r s ia l m a tte rs . O n  

the o th e r  h an d , the  c o m p a n y  da ta  p ro te c t io n  

o f f ic e r  is  p re se n t  w h e n  the  s u p e r v is o r y  a u th o r it y  

m o n ito r s  a n d  c h e c k s  in  s p e c if ic  ca se s  the 

a p p lic a t io n  o f  the  B D S G  an d  o th e r  da ta  p ro te c t io n  

p r o v is io n s  as s t ip u la te d  b y  S e c t io n  3 8 (1 ) a n d  (2 ).

The duties of the data protection 
controller - in law and in practice
T h e  d u t ie s  o f  the  da ta  p ro te c t io n  o f f ic e r  as la id  

d o w n  in  S e c t io n  37  o f  the  B D S G  a re  to  e n su re  the 

o b s e rv a n ce  o f  d a ta  p ro te c t io n  la w  an d  o th e r  

re le v a n t  p r o v is io n s .  In  th re e  su b se c t io n s  the
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le g is la to r  h a s  e m p h a s is e d  the  f o l lo w in g  s p e c if ic  

ta sk s  as p a r t ic u la r ly  re le v a n t:

•  m o n it o r in g  th e  p ro p e r  u se  o f  d a ta  p ro c e s s in g  

p r o g r a m s  w it h  w h ic h  p e rs o n a l d a ta  a re  to  b e  

p ro c e s s e d  [S e c t io n  3 7 (1 )1 ];

•  r a is in g  s t a f f  a w a re n e s s  o f  d a ta  p ro te c t io n  

is su e s  a n d  r e g u la t io n s  [S e c t io n  37 (1 )2 ];

•  p r o v id in g  a s s is ta n ce  a n d  a d v ic e  in  the 

s e le c t io n  o f  p e rs o n s  to  be  e m p lo y e d  in  

p e rs o n a l d a ta  p ro c e s s in g  [S e c t io n  3 7 (1 )3 ].

D r .  B r e in l in g e r  p a r t ic u la r ly  e x a m in e s  the  f i r s t  

ta s k  o f  a  da ta  p ro te c t io n  o f f ic e r .  S h e  b e lie v e s  tha t 

f o r  the  e f fe c t iv e  e x e rc is e  o f  the  d u ty  c o n fe r re d  b y  

S e c t io n  3 7 (1 )1 , a  b ro a d  in te rp re ta t io n  n eed s  to  be  

g iv e n  to  the  c o n te n t  o f  tha t d u ty . T o  m o n ito r  the 

p ro p e r  u se  o f  a  d a ta  p ro c e s s in g  p ro g ra m  im p l ie s  

c o m p a r in g  p ro c e s s in g  p ro c e d u re s  as c o n c e iv e d  b y  

the p ro g ra m  w it h  w h a t  h ap p en s  in  re a lit y .  

H o w e v e r ,  c o n s ta n t  m o n it o r in g  w o u ld  be  fa r  to o  

t im e  c o n s u m in g  a n d  in  v ie w  o f  the  fa c t  th a t m o s t  

da ta  p ro te c t io n  o f f ic e r s  f u l f i l  th is  fu n c t io n  o n ly  o n  

a  p a r t - t im e  b a s is ,  m o n it o r in g  w o u ld  h a ve  to  take  

the  fo rm  o f  m e re ly  o c c a s io n a l c o n t ro ls .  D r .  

B r e in l in g e r  th e re fo re  su gg e sts  w id e n in g  the  s co p e  

o f  the  m o n it o r in g  d u ty  g o in g  b e y o n d  the B D S G  

p r o v is io n s  o n  p ro c e s s in g ,  c o l le c t io n  and  u se  o f  

p e rs o n a l d a ta  in  th e  p r iv a te  s e c to r  a n d  the 

o b s e rv a n c e  o f  o th e r  m e a su re s  s u ch  a s s t ip u la te d  in  

S e c t io n  9  o f  the  B D S G .  M o n it o r in g  s h o u ld  a ls o  be  

u n d e r ta k e n  in  r e la t io n  to  the  o b s e rv a n c e  o f  da ta  

p ro te c t io n  p r o v is io n s  fo u n d  in  o th e r  p ie c e s  o f  

le g is la t io n  o r  re g u la t io n . E x a m p le s  in  the  G e rm a n  

c o n te x t  a re  th e  Sicherheitsiiberprufungsgesetz 
( L a w  o n  S a fe ty  C h e c k s ) ,  o r  p r o v is io n s  re la t in g  to  

da ta  p ro te c t io n  in  E m p lo y m e n t  A g re e m e n ts .

T h e  ta sk s  o f  the  da ta  p ro te c t io n  o f f ic e r  s h o u ld  

n o t  b e  seen  as m e re ly  m o n it o r in g  a n d  e v a lu a t io n  

o f  a  g iv e n  s itu a t io n . A c c o r d in g  to  S e c t io n  3 7 (1 )1 , 

the  o f f ic e r  s h o u ld  b e  "informed in good time of 
projects fo r  automatic processing o f personal 
data". T h is  p r o v id e s  the  o f f ic e r  w it h  p ro -a c t iv e  

p o w e rs  d u r in g  the  p la n n in g  stages, a n d  thu s 

a l lo w s  fo r  a  d a ta  p ro te c t io n  in p u t  p r io r  to  a  

m a n a g e m e n t d e c is io n  o n  h o w  to  im p le m e n t  a 

p a r t ic u la r  d a ta  p ro c e s s in g  p ro je c t .

The duties of the data protection officer - 
as seen by the supervisory authorities
A c c o r d in g  to  D r .  B r e in l in g e r ,  G e rm a n  s u p e rv is o ry  

a u th o r it ie s  h a v e  r e c o g n is e d  su ch  a  w id e
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in te rp re ta t io n  o f  the  in te rn a l da ta  p ro te c t io n  

o f f ic e r 's  ta sk s  as e s s e n t ia l.  F o r  e x a m p le , the  

s u p e rv is o r y  a u th o r it y  o f  the  state o f  B a  ie n -  

W iir t e m b e rg  has l is te d  as the  f ir s t  tw o  ta sk s  f o r  

o f f ic e r s  to:

•  p ro v id e  a d v ic e  o n  is su e s  o f  da ta  pr< 

da ta  s e c u r ity  to  the  c o m p a n y  mana: 

to  in d iv id u a l o rg a n is a t io n a l u n it s  w i 

c o m p a n y ;

•  p a r t ic ip a te  in  the  d e v e lo p m e n t  a n d  

im p le m e n ta t io n  o f  d a ta  p ro c e s s in g  

p ro g ra m s /s y s te m s , as w e l l  a s  p r o v  

the  te c h n ic a l a n d  o rg a n is a t io n a l 

n e c e s sa ry  f o r  the  im p le m e n ta t io n  

p ro te c t io n  p r o v is io n s .

M o n it o r in g  the  p ro p e r  u se  o f  da ta  

p ro g ra m s  [S e c t io n  3 7 (1 )1 ] is  o n ly  m em  

th ir d  p o in t .

o te c t io n  a n d  

g e m e n t  an d  

i t h in  the

id e

men:

o f

P "o c e s s in g  

t io n e d  as a

The relationship with the supervisory 
authority
B e s id e s  the  a c t iv it ie s  o f  the  in te rn a l datja 

p ro te c t io n  o f f ic e r ,  d a ta  p ro te c t io n  c o m p lia n c e  is  

fu r th e r  c o n t r o l le d  b y  the  s u p e rv is o r y  a u th o r it y  

w h o , a c c o rd in g  to  S e c t io n  38 (2 ) "shall monitor 
observance o f [the BDSG] and other data 
protection provisions." A lth o u g h  n o t  la id  d o w n  b y  

la w , i t  is  u s u a l f o r  the  in te rn a l da ta  p ro te c t io n  

o f f ic e r  to  be  p re se n t  d u r in g  su ch  an  in v e s t ig a t io n .  

A n y  a b sen ce s  w o u ld  a p p ea r to  the  a u th o r it y  as 

th o u g h  the  o f f ic e r  is  e ith e r  n o t  ta k in g  h is / h e r  ta sk  

s e r io u s ly  o r  so m e th in g  is  b e in g  c o v e re d  u p .

W h e n  e x e rc is in g  its  m o n ito r in g  p o w e rs  u n d e r  

S e c t io n  3 8 (2 ) , the  s u p e rv is o r y  a u th o r ity  u s u a lly  

a dd re sse s  the  ta sk s  a n d  e f fe c t iv e n e s s  o f  the  

c o m p a n y 's  da ta  p ro te c t io n  o f f ic e r .  In  d o in g  so , the 

fo l lo w in g  is su e s  a re  n o rm a l ly  d is cu s se d :

•  the  date  and  m a n n e r  b y  w h ic h  the o f f i c e r  w a s  

re c ru ite d ;

•  p ro fe s s io n a l t r a in in g  a n d  expe rience ! o f  the 

o f f ic e r ;

•  fu r th e r  t r a in in g  in  v ie w  o f  the  r e s p o n s ib i l i t ie s  

as in te rn a l da ta  p ro te c t io n  o f f ic e r ;

•  i f  the  o f f ic e r  f u l f i l s  th is  fu n c t io n  o n  

p a r t - t im e  b a s is , a t te n t io n  w i l l  h a v e  to b e  p a id  

to  h is /h e r  m a in  a c t iv it ie s  a n d  the  t im e  sp en t o n  

them ;

•  da ta  p ro te c t io n  re la te d  a c t io n s  ta k e i i b y  the 

o f f ic e r  so  fa r ,  s u ch  as m o n ito r in g  a n d  c o n t ro l,
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t r a in in g  a n d  a w a re n e s s  r a is in g  o f  e m p lo y e e s , 

p a r t ic ip a t io n  in  c o m p a n y  p la n n in g  re la te d  to  

da ta  p ro te c t io n ,  p a r t ic ip a t io n  in  r e s o lv in g  da ta  

p ro te c t io n  in c id e n c e s , p a r t ic ip a t in g  in  the  

c h o ic e  o f  e m p lo y e e s .

In  th is  ty p e  o f  p ro c e s s  i t  is  im p o r ta n t  tha t 

o f f ic e r s  a re  a b le  to  p r o v id e  the s u p e rv is o r y  

a u th o r it y  w it h  e v id e n c e  o f  th e ir  a c t iv it ie s ,  so  th a t 

a n y  d o u b ts  the  a u th o r it y  m a y  h a v e  in  re la t io n  to  

th e ir  e f fe c t iv e n e s s  a n d  r e l ia b i l i t y  m a y  be  re d u ce d .

S p e a k in g  f r o m  a  s u p e r v is o r y  a u th o r it y 's  p o in t  

o f  v ie w ,  D r .  B r e in l in g e r  b e lie v e s  tha t a u d it in g  and  

m o n it o r in g  the  a c t iv it ie s  o f  the  in te rn a l d a ta  

p ro te c t io n  c o n t r o l le r  is  an  e s se n t ia l ta s k  f o r  the 

a u th o r ity .  E f f e c t iv e  da ta  p ro te c t io n  c o n t ro l f r o m  

w it h in  a  c o m p a n y  is ,  a t p re se n t, the  m o s t  

im p o r ta n t  p re - re q u is ite  f o r  p ro p e r  im p le m e n ta t io n  

o f  d a ta  p ro te c t io n  la w .  T h e  e x te rn a l c o n t ro l 

e x e rc is e d  b y  the s u p e r v is o r y  a u th o r it y  c a n n o t  d o  

w ith o u t  e f f ic ie n t  in te rn a l c o n t ro l.

The main weaknesses in German data 
protection
In  p ra c t ic e ,  the  re la t io n s h ip  b e tw e e n  an  in te rn a l 

da ta  p ro te c t io n  o f f ic e r  a n d  the  s u p e rv is o r y  

a u th o r it y  d if f e r s  f r o m  ca se  to  ca se  a n d  i t  is  thu s 

d i f f ic u l t  to  d ra w  g e n e ra l c o n c lu s io n s  o n  h o w  w e l l  

o f f ic e r s  f u l f i l  th e ir  ta sk s . In  a d d it io n , o n ly  

b u s in e sse s  p ro c e s s in g  da ta  fo r  the  p u rp o se  o f  

c o m m u n ic a t io n  to  t h ir d  p a r t ie s  a re  u n d e r  a le g a l 

o b l ig a t io n  to  s u p p ly  the  n am e  o f  th e ir  da ta  

p ro te c t io n  o f f ic e r  to  the  a u th o r ity  [see S e c t io n  

3 2 (2 )5 ] . In  o th e r  w o rd s , in  m o s t  ca se s  the 

s u p e rv is o r y  a u th o r it y  is  u n a w a re  o f  w h e th e r  the 

in te rn a l o f f ic e r  is  f u l f i l l i n g  h is /h e r  d u t ie s  o r  e v e n  

w h e th e r  su ch  a n  o f f ic e r  h a s  b e e n  r e c ru ite d  a t a l l.

In  the  a n n u a l r e p o r t  o f  the  s u p e rv is o ry  

a u th o r it y  f o r  the  la n d  o f  H e s se , b o th  the fa ilu r e  to  

r e c ru it  o f f ic e r s  a n d  th e ir  la c k  o f  e x p e r t is e  in  da ta  

p ro te c t io n  m a tte rs  a re  m e n t io n e d  as the  m a in  da ta  

p ro te c t io n  w e a kn e sse s . T h e  is su e  o f  in adeq ua te  

da ta  s e c u r it y  im p le m e n ta t io n  o n ly  c o m e s  in  th ir d  

p la c e . R e p o r t s  f r o m  a u th o r it ie s  in  o th e r  la n d s  

c o n f ir m  these  f in d in g s .

It a p p ea rs  th a t these  w e a kn e sse s  a re  re la te d  to  

the  s iz e  o f  the  b u s in e s s . S m a lle r  e n te rp r is e s  su ch  

as s m a ll a n d  m e d iu m  e n te rp r is e s  ( S M E s ) ,  la w  

f i rm s  o r  m e d ic a l p ra c t ic e s  o f te n  f a i l  to  r e c ru it  d a ta  

p ro te c t io n  o f f ic e r s .  A lth o u g h  la rg e r  o rg a n is a t io n s  

u s u a lly  e m p lo y  in te rn a l d a ta  p ro te c t io n  o f f ic e r s ,  

th e y  a re  o f te n  a l lo w e d  in s u f f ic ie n t  t im e  to  c a r r y

o u t  th e ir  ta sk s  p r o p e r ly .  F r e q u e n t ly ,  the  fu n c t io n  

o f  da ta  p ro te c t io n  o f f ic e r s  is  f u l f i l le d  b y  the  

c o m p a n y  la w y e r s  w h ic h  is  o f te n  u n s a t is fa c to ry  

s in c e  th e y  te n d  to  h a v e  in s u f f ic ie n t  k n o w le d g e  o f  

t e c h n ic a l m a tte rs  a n d  o f  the  c o m p a n y 's  in te rn a l 

o rg a n is a t io n . O n ly  la rg e  b u s in e s se s  te n d  to  p a y  

e n o u g h  a t te n t io n  to  the  im p le m e n ta t io n  o f  d a ta  

p ro te c t io n  la w  a n d  p r o v is io n s .

Setting an example for other countries?
D r .  B r e in l in g e r  n o te s  tha t the  g e n e ra l w e a kn e sse s  

o f  in te rn a l d a ta  p ro te c t io n  c o m p lia n c e  a re  

p a r t ic u la r ly  s t r ik in g  i f  m e a su re d  a g a in s t  the  h ig h  

re q u ire m e n ts  la id  d o w n  b y  the G e rm a n  D a ta  

P ro te c t io n  A c t .  T h is  d o e s  n o t  m e a n , h o w e v e r ,  th a t 

the  A c t  is  to o  d e m a n d in g . D r .  B r e in l in g e r  b e lie v e s  

th a t to o  m u c h  f re e d o m  is  b e in g  g iv e n  to  in d iv id u a l  

b u s in e sse s  o n  h o w  to  o rg a n is e  the  w o r k  o f  the  

in te rn a l da ta  p ro te c t io n  o f f ic e r ,  in  p a r t ic u la r  in  

re la t io n  to  the  a c tu a l t im e  sp en t b y  the o f f ic e r  o n  

the d e le g a te d  ta sk s . S u f f ic ie n t  t im e  a n d  n e c e s sa ry  

in d e p e n d e n ce  o f  da ta  p ro te c t io n  o f f ic e r s  a re  p r im e  

p re - re q u is ite s  f o r  e f f ic ie n t  a n d  e f fe c t iv e  in te rn a l 

d a ta  p ro te c t io n  c o n t ro l.

T h e  s e lf - r e g u la t io n  m o d e l is  u n iq u e  as la id  

d o w n  in  the  fe d e ra l d a ta  p ro te c t io n  la w . H o w e v e r ,  

i t  s h o u ld  be  o f  in te re s t  to  o rg a n is a t io n s  o u ts id e  

G e rm a n y ,  s in c e  i t  a d d re sse s  the  v it a l  q u e s t io n  o f  

e f fe c t iv e  da ta  p ro te c t io n  c o m p lia n c e  in  the  p r iv a te  

se c to r .

T h e  re g u la t io n  o f  d a ta  p ro te c t io n  s h o u ld  n o t  be  

l im it e d  to  the  e n a c tm e n t o f  le g is la t io n ,  b u t  m u s t  

b e  m ad e  m o re  e f fe c t iv e  b y  a d o p t in g  o th e r  

m e a su re s  c o m p le m e n t in g  g e n e ra l d a ta  p ro te c t io n  

le g is la t io n .  T h e  c o m b in a t io n  o f  le g is la t io n  se tt in g  

o u t  the  fu n d a m e n ta l le g a l p r in c ip le s  to g e th e r  w it h  

m o re  s p e c if ic  s e lf - r e g u la to ry  to o ls  a l lo w s  f o r  a  

h ie r a r c h y  o f  m e a su re s  and  a  c o m p re h e n s iv e  da ta  

p ro te c t io n  a p p ro a ch . F r o m  th a t p o in t  o f  v ie w  

a lo n e  i t  is  in te re s t in g  to  e x a m in e  the  G e rm a n  

m o d e l and  c o n s id e r  h o w  i t  w o rk s , in  p ra c t ic e .

[1] Breinlinger A. Kontrolle des Datenschutz- 
beauftragten aus Sicht der Aufsichtsbehorden 
Recht der Datenverarbeitung, 1/1995 pp. 7-10, 
Staatsanzeiger fur Baden-W iirtemberg N r. 1/2 

of 09.01.1993.
This report was w ritten by Caroline Laske, 
M .A., LL.M ., Legal Consultant, Free 
University of Brussels, Belgium.
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