
Consumer privacy in the 
information age: a view from 

United States FTC

US Federal Trade Commissioner, Christine 
Varney, explains the FTC’s Consumer Privacy 
Initiative relating to on-line services, privacy 
enhancing technology, the collection of data 
from children on-line, advertising, marketing 
and telecommunications data, medical, 
insurance, banks and credit records. Marking a 
sharp contrast with the comprehensive approach 
of the EU Data Protection Directive, she says 
that “The government should step in to regulate 
only when there has been an identifiable market 
failure or where an important public policy goal 
cannot be achieved without government 
intervention.” She concludes that “a robust, 
competitive marketplace for privacy protection 
may very well develop. Under this scenario, the 
market itself could serve the same function as a 
privacy entity.”

T h e  F T C ’s  re g u la to ry  ro le

T h e  U S  C o n g re s s  c re a te d  the F e d e ra l T ra d e  

C o m m is s io n  in  1915 to  p ro m o te  a fre e  m a rk e t  

e c o n o m y . W h i le  the  F T C  sh a re s  jo in t  

r e s p o n s ib i l i t y  w it h  the  D e p a r tm e n t  o f  J u s t ic e  fo r  

U .S .  c o m p e t it io n  p o l ic y  and  a n t it ru s t  la w  

e n fo rc e m e n t,  w e  a re  the p r in c ip a l  r e g u la to ry  fo rc e  

a t the  fe d e ra l le v e l to  p ro te c t  U S  c o n su m e rs  f r o m  

u n fa ir  a n d  d e c e p t iv e  b u s in e s s  p ra c t ic e s .

C u r r e n t ly ,  m u c h  o f  an  in d iv id u a l ’ s p e rs o n a l 

in fo rm a t io n  c a n  be  le g a l ly  c o lle c te d ,  sh a red , 

e x ch a n g e d , s o ld ,  and  d is s e m in a te d  w ith o u t  n o t ic e  

to  o r  in p u t  b y  the in d iv id u a l.  S e lf - im p o s e d  

in d u s t r y  c o d e s  o f  c o n d u c t  a re  in c re a s in g ly  b e in g  

im p le m e n te d  to  a d d re ss  these p r iv a c y  p ro b le m s . 

C r i t ic s  a rg u e , h o w e v e r ,  tha t v o lu n ta r y  c o d e s  o f  

c o n d u c t  a re  u n e n fo rc e a b le .  In  a d d it io n , p r iv a c y  

la w s  tha t w e re  adequa te  w h e n  en a c te d  m a y  h ave  

b e co m e  o b so le te  o r  in e f fe c t iv e  w it h  the passage  o f  

t im e . In  sh o rt , the  t im e  has c o m e  fo r  u s  to  

c o n s id e r  w h e th e r  the  e x is t in g  a rra n g e m e n t p r o p e r ly  

b a la n c e s  in d iv id u a l  p e rs o n a l p r iv a c y  v a lu e s  w ith  

c o m p e t in g  in fo rm a t io n  f lo w  b e n e f its . 1

T ra n s a c t io n a l d a ta  tra il p o s e s  p r iv a c y  

r is k

In c re a se d  u se  o f  the  G lo b a l  I n fo rm a t io n  

In fra s tru c tu re  (G I I )  f o r  c o m m e rc ia l t ra n s a c t io n s  

w i l l  g ene ra te  v a s t  q u a n t it ie s  o f  da ta  th a t c a n  be  

e a s ily  and  c h e a p ly  s to re d , a n a ly s e d , a n d  reu sed . 

T h is  t ra n s a c t io n a l d a ta  t r a i l  p o se s  a n  in c r e d ib le  r is k  

to  p e rs o n a l p r iv a c y .

In  June  1995 , the  C l in t o n  A d m in is t r a t io n ’ s 

N a t io n a l In fo rm a t io n  In fra s t ru c tu re  T a s k  F o r c e  

( N I I T F )  P r iv a c y  W o r k in g  G ro u p  isjsued an  

im p o r ta n t  d o cu m e n t e n t it le d  Privacy and the 
National Information Infrastructure: Principles For 
Providing and Using Personal Information. '  T h e  

N I I T F  P r iv a c y  P r in c ip le s  id e n t i fy  th re e  

fu n d a m e n ta l v a lu e s  tha t m u s t  g o v e rn  the w a y  in  

w h ic h  p e rs o n a l in fo rm a t io n  is  a c q u ire d , d is c lo s e d  

and  u sed  o n  the In te rne t:

1. A n  in d iv id u a l ’ s re a so n a b le  E x p e c ta t io n  o f  

p r iv a c y  re g a rd in g  a c ce ss  to  a n d  u se  o f  h is  

o r  h e r  p e rs o n a l in fo rm a t io n  s h o u ld  be  

a ssu red .

2 . P e rs o n a l in fo rm a t io n  sh o u ld  

im p ro p e r ly  a lte re d  o r  destro ;

3. P e rs o n a l in fo rm a t io n  sh o u ld  

t im e ly ,  c o m p le te , and  re lev: 

p u rp o se s  f o r  w h ic h  i t  is  p r o v id e d

n o t  be  

ijyed.

b e  a c cu ra te , 

f o t  f o r  the

an d  u sed .

R e s p o n s ib le  in fo rm a tio n  g a th e r in g

T h o se  w h o  g a th e r and  u se  p e rs o n a l in fo rm a t io n  

s h o u ld  re c o g n is e  and  re sp e c t  the  p r iv a c y  in te re s t  

tha t in d iv id u a ls  h a ve  in  p e rs o n a l in fo rm a t io n  b y :

•  a sse ss in g  the im p a c t  o n  p r iv a c y  in  d e c id in g  

w h e th e r  to  o b ta in  o r  u se  p e rs o n a l in fo rm a t io n

• o b ta in in g  and  k e e p in g  o n ly  in fo rm a t io n  th a t 

c o u ld  be  re a so n a b ly  e xp e c te d  to  su p p o r t  

c u r re n t  o r  p la n n e d  a c t iv it ie s

• u s in g  the in fo rm a t io n  o n ly  f o r  th o se  o r  

c o m p a t ib le  p r in c ip le s .

F u r th e r  p r in c ip le s  w e re  ad d ed  to  these  th re e  

fu n d am en ta ls :

I n d iv id u a ls  n eed  to  be  a b le  to  

d e c is io n  abo u t p r o v id in g  p e rs o n a l 

B u s in e s se s  th a t c o l le c t  in fo rm a t io n  

th e re fo re , d is c lo s e  the fo l lo w in g  in i

1 . the  re a so n s  fo r  the  c o l le c t io  

in fo rm a t io n

m a ke an  in fo rm e d  

in fo rm a t io n ,  

s h o u ld , 

f o rm a t io n :

n  o f  the

1 V i s i t  h t tp : / / w w w . i it f .n is t .g o v / ip c / ip c - p u b s / n i ip r iv p r in _ f in a l.h tm l (June  6 , 1995 ).

Privacy Laws & Business Newsletter
September 1996

Page 2

http://www.iitf.nist.gov/ipc/ipc-pubs/niiprivprin_final.html


f
2 . w h a t  th e y  e x p e c t  to  u se  the in fo rm a t io n  fo r

3. w h a t  s tep s w i l l  be  ta k e n  to  p ro te c t  its  

c o n f id e n t ia l it y ,  q u a lit y  and  in te g r it y  o f  

in fo rm a t io n  c o lle c te d

4 . the  c o n se q u e n ce s  o f  p r o v id in g  o r  

w it h h o ld in g  in fo rm a t io n

5 . a n y  r ig h ts  o f  re d re s s  th a t a re  a v a ila b le  to  

in d iv id u a ls  fo r  w ro n g fu l o r  in a c cu ra te  

d is c lo s u re  o f  p e rs o n a l in fo rm a t io n .

B u s in e s s e s  th a t g a th e r  p e rs o n a l in fo rm a t io n  

s h o u ld  ta ke  re a so n a b le  steps to  p re v e n t  im p ro p e r  

d is c lo s u re  o r  a lte ra t io n  o f  in fo rm a t io n  c o lle c te d , 

a n d  sh o u ld  e n a b le  in d iv id u a ls  to  l im it  the u se  o f  

th e ir  p e rs o n a l in fo rm a t io n  i f  the  in te n d e d  use  is  

in c o m p a t ib le  w it h  the  n o t ic e  p ro v id e d  b y  

c o lle c to r s .  I n fo rm a t io n  g a th e re rs  s h o u ld  edu ca te  

th e m se lv e s , th e ir  e m p lo y e e s , and  the p u b l ic  abo u t 

h o w  p e rs o n a l in fo rm a t io n  is  o b ta in e d , sen t, s to re d , 

p ro c e s s e d , a n d  p ro te c te d , and  h o w  these  a c t iv it ie s  

a f fe c t  in d iv id u a ls  a nd  s o c ie ty .

T h e  N I I T F  W o r k in g  G ro u p  tha t is su e d  the 

P r iv a c y  P r in c ip le s  la s t  y e a r  a c k n o w le d g e d  tha t the 

P r in c ip le s  a re  e x t re m e ly  g e n e ra l and  c a n n o t  a p p ly  

u n i f o r m ly  to  a l l  se c to rs . R a th e r ,  the P r in c ip le s  a re  

in te n d e d  to  p r o v id e  the f r a m e w o rk  f r o m  w h ic h  

m o re  d e ta ile d  g u id e lin e s  c a n  be  t a ilo re d  to  s p e c if ic  

c ir c u m s ta n c e s .

T h e  F T C ’s  c o n s u m e r  p r iv a c y  in it ia tive

R e s p o n d in g  to  the  N I I T F  W o r k in g  G r o u p ’ s 

c h a lle n g e , the  F T C  u n d e r to o k  w h a t  has c o m e  to  be 

k n o w n  as the  B u re a u  o f  C o n s u m e r  P r o te c t io n ’ s 

Consumer Privacy Initiative.
T h e  B u re a u  is  c u r r e n t ly  en g ag e d  in  a d ia lo g u e  

w ith  in d u s t r y  a n d  c o n su m e rs  to  d e v e lo p  m o re  

ro b u s t  a n d  s p e c if ic  g u id e lin e s  fo r  the use  o f  

p e rs o n a l in fo rm a t io n  ge n e ra te d  b y  o n - lin e  

c o m m e rc ia l t ra n s a c t io n s . T h e  g o a ls  o f  the 

Consumer Privacy Initiative a re  to  fo s te r  

d e v e lo p m e n t  o f  a c o m p e t it iv e  m a rk e tp la c e  fo r  

p r iv a c y  p ro te c t io n , a ssess the e f fe c t iv e n e s s  o f  a 

m a rk e t - d r iv e n  p r iv a c y  sy s te m , to  p a r t ic ip a te  in  the 

p o l ic y - c r e a t io n  d ia lo g u e , and  to  e n a c t re g u la t io n  o r  

re c o m m e n d  le g is la t io n  i f  a nd  w h e n  su ch  

g o v e rn m e n t  a c ts  b e co m e  n e ce s sa ry .

F e d e ra l re g u la t io n  o n ly  if  m a rk e t  fa ilu re

T h e  g o v e rn m e n t  s h o u ld  s tep  in  to  re g u la te  o n ly  

w h e n  th e re  has  b e en  an  id e n t if ia b le  m a rk e t  fa ilu r e

o r  w h e re  an  im p o r ta n t  p u b l ic  p o l ic y  g o a l c a n n o t  b e  

a ch ie v e d  w ith o u t  g o v e rn m e n t  in te rv e n t io n .

T h e  p a ce  o f  ch an g e  in  the  in fo rm a t io n  in d u s t r y  

is  u n p re ce d e n te d . G o v e rn m e n t  re g u la t io n , o n  the  

o th e r  h an d , m o v e s  v e r y  s lo w ly ,  and  the p r e d ic t iv e  

s k i l l s  o f  g o v e rn m e n t  a g e n c ie s  a re  n o to r io u s ly  

l im ite d .  A s  a  re su lt ,  r e g u la to ry  a n d  le g is la t iv e  

s o lu t io n s  to  c o n su m e r  p ro te c t io n  is su e s  a re  u n l ik e ly  

to  be  e ith e r  t im e ly  o r  s u f f ic ie n t ly  f le x ib le  w it h  

re sp e c t to  the d ig it a l  w o r ld  a t th is  ju n c tu re .

T h e  e le c t r o n ic  m e d iu m  i t s e l f  o f fe r s  n e w  

o p p o r tu n it ie s  f o r  c o n su m e r  e d u c a t io n  a n d  

e m p o w e rm e n t, w h ic h ,  in  tu rn  in c re a s e s  the  

l ik e l ih o o d  tha t s e lf - r e g u la to ry  re g im e s  c a n  b e  

e f fe c t iv e .

T h e se  th re e  a s su m p t io n s  le a d  m e  to  the  

c o n c lu s io n  tha t the  g o v e rn m e n t  o u g h t  to  m o v e  

c a u t io u s ly  in  the  e le c t r o n ic  a rena .

T h e  g o v e rn m e n t ’ s p r im a r y  fo c u s  a t th is  p o in t  

s h o u ld  be  to  su p p o r t  the  g ro w th  o f  s e lf - r e g u la to ry  

e f fo r ts  and  o n - lin e  e d u c a t io n  fo r  the  p u b l ic .

In te rn e t c o m m e rc e  w i l l  n o t  r e a l ly  ta ke  o f f  u n t i l  

c o n su m e r  c o n f id e n c e  in  the  s y s te m  is  e s ta b lis h e d . 

H e n c e , i t  m a ke s  b u s in e s s  sense fo r  in d u s t r y  to  

in v e s t  in  s e lf - r e g u la t io n  a n d  c o n su m e r  e d u ca t io n .

F T C  W o r k s h o p

A s  p a r t  o f  th is  P r iv a c y  In it ia t iv e ,  the  F T C  h e ld  a 

tw o -d a y  w o rk s h o p  in  Ju n e  1996  to  p r o v id e  

in d u s tr y ,  p r iv a c y  a d vo ca te s  and  c o n su m e r  g ro u p s  a 

fo ru m  to  e x p re s s  th e ir  id e a s  fo r  s e lf - r e g u la t io n  and  

the use o f  te c h n o lo g y  to  e n su re  c o n s u m e r  c h o ic e .

T h e  F T C  w a s  in fo rm e d  o f  m a n y  in d u s t r y  c o d e s  

o f  c o n d u c t  and  s tand a rd s , in c lu d in g  n e w  co d e s  

su ch  as the  a n t i- s p a m m in g  p o l ic ie s  (to  s to p  the  

se n d in g  o f  m a s s iv e  a m o u n ts  o f  u n s o lic it e d  e -m a il)  

is su e d  jo in t ly  b y  the  D ir e c t  M a r k e t in g  A s s o c ia t io n  

and  the In te ra c t iv e  S e r v ic e s  A s s o c ia t io n .  T h e  

w o rk s h o p  d is c u s se d  e x is t in g  c o d e s  th a t a re  n o w  

b e in g  re v is e d  to  c o m p ly  w it h  the N I I T F  P r iv a c y  

P r in c ip le s .  I t  a ls o  e x a m in e d  the f a m i l ia r  f a ir  

in fo rm a t io n  p ra c t ic e s  in  o f f - l in e  se tt in g s  and  a sk e d  

h o w  these  p r in c ip le s  w o u ld  be  d if fe r e n t  in  the  

o n - lin e  m e d iu m .

T w o  im p o r ta n t  a rea s  w e re  e x p lo re d :  the  u se  o f  

m e d ic a l a nd  f in a n c ia l in fo rm a t io n  o n - l in e .  

I n e v ita b ly ,  the p r iv a c y  w o rk s h o p  a ls o  d is c u s s e d  

in te rn a t io n a l im p l ic a t io n s  o f  U S  re g u la t io n s  o r  

in d u s t r y  s ta n d a rd s , in c lu d in g  the im p a c t  o f  the  

E u ro p e a n  U n io n 's  D ir e c t iv e  o n  the P ro te c t io n  o f
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1
P e rs o n a l D a ta . W h a t  d o e s  the E U  P r iv a c y  

D ir e c t iv e  re q u ire  o f  U S  b u s in e s se s ?  C a n  in d u s tr y  

s a t is fy  the  E U ’ s P r iv a c y  D ir e c t iv e ’ s “ a d e q u a c y ” 

re q u ire m e n t  th ro u g h  the u se  o f  v o lu n ta r y  p r iv a c y  

re g im e s ?

C h o ic e s  a n d  c o s t s  o f  p r iv a c y

O n e  o f  the  fo c u se s  o f  the w o rk s h o p  w a s  o n  

p o l ic y -m a k in g .  A  k e y  is su e  w a s  w h a t c h o ic e s  

s h o u ld  a c o n s u m e r  h a ve  a b o u t h o w  p e rs o n a l 

in fo rm a t io n  is  u s e d  and  in  w h ic h  w a y s  c a n  the 

s e c u r ity  a n d  a c c u ra c y  o f  p e rs o n a l in fo rm a t io n  be 

a ssu re d  o n - l in e ?

A  se co n d  is su e  in v o lv e s  an  a c k n o w le d g e m e n t  

th a t th e re  a re  c o s ts  to  p r iv a c y .  W e  a re  a l l  f a m il ia r  

w it h  the  o ld  o p t - in  v e rs u s  o p t-o u t  debate: s h o u ld  

w e  as a  s o c ie ty  p e rm it  b u s in e s s e s  to  u se  p e rs o n a l 

in fo rm a t io n  u n le s s  a n d  u n t i l  the  in d iv id u a l 

a f f ir m a t iv e ly  “ o p ts -o u t ”  o r  s h o u ld  w e  re q u ire  

b u s in e s s e s  to  r e c e iv e  an  in d iv id u a l ’ s p e rm is s io n  

p r io r  to  g a th e r in g  h e r  p e rs o n a l in fo rm a t io n ,  in  

o th e r  w o rd s , the  in d iv id u a l m u s t  “ o p t - in . ”  S h o u ld  

the  b u rd e n  o f  o n - l in e  p r iv a c y  p ro te c t io n  be  p la c e d  

o n  in d u s t r y  o r  o n  the  in d iv id u a l?

E d u c a t io n , e m p o w e rm e n t  a n d  s e lf-h e lp

W h a t  e m e rg e d  f r o m  the F T C  w o rk s h o p  w e re  

re p e a ted  th em es r e la t in g  to  “ n o t ic e  a n d  c h o ic e , ” 

the  tw o  E ’ s (e d u c a t io n  a n d  e m p o w e rm e n t) , and  

e m e rg in g  s e lf - h e lp  m e ch a n ism s  so o n  to  be  

a v a ila b le  to  the  c o n su m e r .

P a n e l m e m b e rs , in c lu d in g  in d u s t r y  

re p re s e n ta t iv e s  a n d  p r iv a c y  a d vo ca te s , se em ed  to  

c o n v e rg e  o n  these  th re e  p r iv a c y  p r in c ip le s ,  a t le a s t 

f o r  th is  stage  o f  the  In te rn e t r e v o lu t io n .  W h i le  

in d u s t r y  re p re s e n ta t iv e s  u rg e d  a  ‘ w a it  and  se e ’ 

a p p ro a c h  b y  the fe d e ra l g o v e rn m e n t  o n  In te rn e t 

re g u la t io n , p r iv a c y  a d v o ca te s  w e re  m o re  c a u t io u s  

a b o u t the  n o t io n  o f  in d u s t r y  s e lf - r e g u la t io n  w ith o u t  

le g a l r e m e d ie s .

T e c h n o lo g ie s  g iv e  c o n s u m e r s  c h o ic e s

T h e  w o rk s h o p  a ls o  in t ro d u c e d  e x is t in g  a n d  

e m e rg in g  p r iv a c y  te c h n o lo g ie s  tha t w o u ld  e m p o w e r  

the  c o n su m e r  o n - l in e .  A t  o u r  h e a r in g s , so ftw a re  

d e v e lo p e rs  d e m o n s tra te d  so m e  h ig h ly  in n o v a t iv e  

te c h n o lo g ie s .  O n e  o f  these  w a s  the P la t fo rm  fo r  

In te rn e t C o n te n t  S e le c t io n  ( P I C S ) ,  te c h n o lo g y  

w h ic h  w o u ld  e n a b le  the  c o n su m e r  to  d e f in e  fo r  

h e r s e lf  the  p r iv a c y  le v e l she d e s ire s . T h is  c o u ld  be  

b a se d  o n  W e b  c o n te n t, t ra n s a c t io n  ty p e , s e rv ic e s
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re n d e re d  in  re tu rn  fo r  r e lin q u is h in g  p e rs o n a l 

in fo rm a t io n ,  and  the u ses to  w h ic h  

w o u ld  be  a p p lie d . F o r  these  technd l 

s o lu t io n s  to  be e f fe c t iv e , c o n su m e r?  

m u s t be  aw a re  o f  th e ir  re sp e c t iv e  

r e s p o n s ib i l i t ie s  w it h  re g a rd  to  the  uj: 

in fo rm a t io n  in  o n - lin e  tra n sa c t io n s .

tha t in fo rm a t io n  

lo g ic a l  

a n d  in d u s t r y  

an d  

se o f  p e rs o n a l

r ig h ts

I am  e x t re m e ly  o p t im is t ic  tha t these  s tra te g ie s  

w i l l  e n h an ce  c o n su m e r  p r iv a c y  w ith o u t  the  n ee d  

fo r  b u re a u c ra t ic  in te rv e n t io n .

C o lle c t io n  o f  o n - lin e  d a ta  fro m  c h ild re n

T h e  fo l lo w in g  d a y , w e  fo c u se d  o n  h e  c o l le c t io n  o f  

d a ta  f r o m  c h i ld r e n  o n - lin e .  T h e  p a n e l s ta rte d  w ith  

a  fa c tu a l f in d in g  o f  w h a t  in fo rm a t io n  is  c u r r e n t ly  

c o lle c te d  a b o u t c h i ld r e n  o n - l in e  a n d  h o w  i t  is  b e in g  

u sed . W e  th en  m o v e d  to  a  d is c u s s io n  ab o u t 

w h e th e r  l im it s  s h o u ld  be  p la c e d  o n  o n - l in e  

c o l le c t io n  and  u se  o f  p e rs o n a l in f o im a t io n  a b o u t 

c h i ld re n .  T h is  is  a p re t ty  h o t  to p ic  in  W a s h in g to n  

these  d a y s . T h e  F T C  re c e n t ly  re c e iv e d  a p e t it io n  

f r o m  the C e n te r  fo r  M e d ia  E d u c a t io n  c a l l in g  f o r  an  

in v e s t ig a t io n  o f  e le c t ro n ic  a d v e r t is in g  a im e d  at 

c h i ld r e n  a n d  the c o l le c t io n  o f  da ta  f r o m  a n d  a b o u t 

c h i ld r e n  o n - lin e .  I t is  c le a r  tha t th e re  is  a n e e d  fo r  

g o v e rn m e n t, in d u s t r y ,  and  the p u b l ic  to  re a c h  so m e  

co n se n su s  a bo u t the  le g it im a c y  o f  c o n su m e r  

“ c h o ic e ”  w h e n  the c o n su m e r  is  a  c h i ld .  F T C  s t a f f  

a re  n o w  p re p a r in g  a re p o r t  o n  the w o rk s h o p , a n d  I 

w o u ld  l ik e  to  h o ld  fo llo w -u p  h e a r in g s  a t the  e n d  o f  

th is  y e a r  o r  e a r ly  n e x t  y e a r .

T h e  d ir e c t  m a rk e t in g  and  a d v e r t is in g  in d u s tr ie s  

in  the U S  h a ve  b e en  t re m e n d o u s ly  c o -o p e ra t iv e  in  

th is  a re a  and  a p p ea r to  be  g e n u in e ly  c o m m it te d  to  

d e v e lo p in g  a n d  im p le m e n t in g  s e lf - r e g u la to ry  

co d e s . T o  the e x te n t tha t th is  co m lm itm e n t is  

c a r r ie d  o u t, I b e lie v e  i t  is  p re m a tu re  to  re g u la te  the  

n e w ly  e m e rg in g  w o r ld  o f  o n - l in e  c o m m e rc e .

C o n g r e s s io n a l a n d  in d u s try  in it ia t iv e s

T h e  g o v e rn m e n t and  the  p r iv a te  se c to r  h a v e  

b e co m e  m o re  a c t iv e  w it h  re sp e c t to  p r iv a c y  in  

re ce n t y e a rs . C o n g re s s  is  d e b a t in g  s e v e ra l 

s ta tu to ry  s o lu t io n s  to  p ro b le m s  a s s o c ia te d  w it h  

m e d ic a l in fo rm a t io n ,  the  c o l le c t io n  o f  d a ta  f r o m  

and  a b o u t c h i ld re n ,  c o m m u n ic a t io n s  p r iv a c y ,  and  

c o n su m e r  p r iv a c y  is su e s  a r is in g ,  o r  e x p e c te d  to  

a r is e , in  c o n n e c t io n  w it h  e le c t r o n ic  c o m m e rc e .

A t  the  F T C  p r iv a c y  w o rk s h o p ,

c o m p a n ie s  d e m o n s tra te d  im p re s s iv e  te c h n o lo g y

s e v e ra l
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tha t c o n su m e rs  c a n , o r  w i l l  s o o n  be  a b le  to  use  to  

p ro te c t  p e rs o n a l in fo rm a t io n  o n - lin e .

L ik e w is e ,  t ra d e  a s s o c ia t io n s  re p re se n t in g  the 

a d v e r t is in g ,  m a rk e t in g , and  o n - l in e  s e rv ic e s  

in d u s tr ie s  a n n o u n ce d  n e w  o r  re v is e d  p r iv a c y  co d e s  

a n d  c o n su m e r  e d u c a t io n  p ro g ra m s  fo r  the 

in fo rm a t io n  age .

S im i la r ly ,  N T I A  re c e n t ly  is su e d  a  W h ite  P a p e r  

o n  te le c o m m u n ic a t io n s  p r iv a c y ,  and  is  n o w  

m e e t in g  w it h  te le c o m m u n ic a t io n s  p ro v id e r s  to  

d e te rm in e  i f  th e y  a re  a d h e r in g  to  the p r iv a c y  

p r in c ip le s  o u t lin e d  in  the re p o r t .

W h y  a re  s u ch  in it ia t iv e s  u n d e r  w a y  n o w ?

T h e re  a re  a n u m b e r  o f  e x p la n a t io n s  fo r  th is  

p h e n o m e n o n . F ir s t ,  the G I I  h a s m ade  i t  e a s ie r  to  

c o lle c t ,  a n a ly s e , a n d  d is t r ib u te  da ta . A t  the  sam e 

t im e , g o v e rn m e n t  and  c o n su m e rs  a re  n o t o n ly  

b e c o m in g  m o re  t e c h n o lo g ic a l ly  s a v v y  b u t  a re  a ls o  

m o re  a w a re  o f  the  d a ta -g a th e r in g  c a p a b il it ie s  o f  

e le c t r o n ic  m e d ia . A s  a c o n se q u e n ce , g re a te r  

g o v e rn m e n t  a n d  c o n su m e r  d e m a n d  fo r  p r iv a c y  

e n h a n c in g  p ro d u c ts  and  p o l ic ie s  has e m e rg ed .

T h is  c a n  be  v ie w e d  as an  e x a m p le  o f  the  fre e  

m a rk e t  in  o p e ra t io n .

P r iv a c y  o f  m e d ic a l r e c o r d s

C u r r e n t ly ,  th e re  is  n o  fe d e ra l le g is la t io n  w h ic h  

d ir e c t ly  p ro te c ts  the  p r iv a c y  o f  m e d ic a l re c o rd s .

1. M o s t  o b s e rv e rs  ag ree  tha t t ra d it io n a l 

d o c to r /p a t ie n t  c o n f id e n t ia l it y  c o n ce p ts  w i l l  

n o t  a d e q u a te ly  p ro te c t  h e a lth - re la te d  da ta  in  

the  in fo rm a t io n  age . I n c re a s in g ly ,  m e d ic a l 

c a re  is  p r o v id e d  in  a n e tw o rk e d  

e n v iro n m e n t ,  and  in fo rm a t io n  is  r e a d i ly  

a v a ila b le  to  a  la rg e  n u m b e r  o f  h e a lth  c a re  

p r o fe s s io n a ls .2

2 . D o c to r /p a t ie n t  c o n f id e n t ia l it y  does n o t 

p ro te c t  m e d ic a l p ro d u c t  p u rch a se  da ta  o r

in fo rm a t io n  p r o v id e d  b y  p a t ie n ts  to  t h ir d  

p a r t ie s .

3. T h e  p h a rm a ce u t ic a l in d u s t r y  r e lie s  h e a v i ly  

o n  m e d ic a l da ta  to  e v a lu a te  d ru g  e f f ic a c y  

and  to  p ro m o te  n e w  p ro d u c t  d e v e lo p m e n t .

4 . S c h o o ls ,  ju s t ic e  sy s te m s , e m p lo y e r s  a n d  the  

m e d ia  h ave  a c ce ss  to  in d iv id u a l m e d ic a l 

in fo rm a t io n .

R e s p o n s e s ,  b o th  v o lu n ta r y .......

A s  a re su lt ,  a  n u m b e r  o f  p r iv a te  o rg a n is a t io n s  in  

the  h ea lth  ca re  in d u s t r y  h a ve  p ro m u lg a te d  m o d e l 

h e a lth  in fo rm a t io n  c o d e s  tha t a p p ly  b e y o n d  

p h y s ic ia n s .  L a rg e  p h y s ic ia n  n e tw o rk s , fo r  

e x a m p le , h a ve  e s ta b lis h e d  s e c u r ity  p o l ic ie s  an d  

p ro v id e d  fo r  a u d its  to  e n su re  c o n f id e n t ia l it y .  A t  

the  b ehes t o f  the  F T C ,  the M e d ic a l  I n fo rm a t io n  

B u re a u  ( M I B ) ,  w h ic h  c o lle c t s  m e d ic a l a n d  o th e r  

c o n su m e r  in fo rm a t io n  o n  15 m i l l io n  A m e r ic a n s  fo r  

l i f e  and  d is a b i l i t y  in su ra n ce  c o m p a n ie s ,  v o lu n ta r i ly  

a g re e d  to  p ro v id e  fre e  c o p ie s  o f  re p o r ts  to  

c o n su m e rs  w h o  a re  d e n ie d  in su ra n c e  c o v e ra g e  o n  

the b a s is  o f  an  M I B  re p o r t .

....a n d  re g u la to ry

O n  the re g u la to ry  f ro n t , m e m b e rs  o f  C o n g re s s  

have  in t ro d u c e d  and  g a in e d  c o n s id e ra b le  su p p o r t  

fo r  le g is la t io n  to  p ro te c t  p e r s o n a lly  id e n t if ia b le  

m e d ic a l in fo rm a t io n  w ith o u t  l im it in g  le g it im a te  

a cce ss  to  agg rega te  d a ta .3

T h e  C l in t o n  A d m in is t r a t io n  has e n d o rs e d  a 

m e d ic a l p r iv a c y  b i l l ,  a lth o u g h  i t  a p p e a rs  u n l ik e ly  

to  c o m e  u p  fo r  a v o te  b e fo re  the  e le c t io n s  in  

N o v e m b e r  th is  y e a r . M e a n w h ile ,  a  n u m b e r  o f  

states, in c lu d in g  M a s sa ch u se tts  a n d  W is c o n s in ,  

h ave  a do p ted  m e d ic a l re c o rd s  p r iv a c y  a c ts . A  

n u m b e r  o f  m o d e l c o d e s  and  m o d e l sta tu tes h a ve  

a ls o  b e en  p ro m u lg a te d .

2 Q u e b e c ’ s e x p e r im e n t  w it h  “ sm a rt c a rd s ” (c a rd s  w it h  c o m p u te r  c h ip  m e m o ry  w h ic h  c a n  s to re  

id e n t if ic a t io n ,  f in a n c ia l ,  in su ra n ce , and  m e d ic a l in fo rm a t io n )  d e m o n s tra te  the  b e n e f its  o f  the  f re e  f lo w  

o f  m e d ic a l r e c o rd s  a m o n g  h e a lth  ca re  p ro v id e r s .  S m a rt  c a rd s  a re  b e in g  u se d  in  l im it e d  c ir c u m s ta n c e s  in  

the  U n it e d  S ta te s . See Smart Cards Change the Way We Do Business, G o v e rn m e n t  &  E d u c a t io n ,  U .S .  

W E S T  P u b lic a t io n  (1 995 ) o r  v is i t  h t tp : / / w w w .w 3 .u s w e s t . c o m /G V /a r t ic le s / s m a r t2 .h tm ; see also 
R ic h a r d  M it c h e l l ,  The Public Awaits the Debut of Smart Cards, C r e d it  C a r d  M a n a g e m e n t, F e b .  1996 , 

at 5 9 -6 0 .

3 S e v e ra l b i l l s  a re  c u r re n t ly  p e n d in g  in  the Sena te  and  the H o u s e  re la t in g  to  the  c o n f id e n t ia l it y  o f  p e rs o n a l 

m e d ic a l r e c o rd s . See, e.g., S . 1360 , 104 th  C o n g . ,  1st S e ss. (1 995 ) ( M e d ic a l R e c o rd s  C o n f id e n t ia l i t y  

A c t  o f  1995); H .R .  4 3 5 , 104 th  C o n g . ,  1st Sess. (1 995 ) ( F a ir  H e a lth  I n fo rm a t io n  P ra c t ic e s  A c t  o f  

1 995 ). F o r  a  l is t  o f  o th e r  C o n g re s s io n a l b i l ls  c u r re n t ly  p e n d in g  see the sepa ra te  F T C ' s  Appendix o f 
Current and Pending Legislation on Privacy Rights and Technology.
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t
F in a n c ia l p r iv a c y  w ith o u t  re g u la t io n s

T h e  R ig h t  to  F in a n c ia l  P r iv a c y  A c t 4 l im it s  

g o v e rn m e n t  a c ce ss  to  b a n k  re c o rd s . H o w e v e r ,  

f in a n c ia l  re c o rd s  g e n e ra te d  in  the c o u rse  o f  a 

b a n k in g  r e la t io n s h ip  b e lo n g  to  the  b a n k , and  th ey  

a re  n o t  s t a tu to r ily  re s t ra in e d  f r o m  r e s e ll in g  the 

in fo rm a t io n .  A lt h o u g h  in d iv id u a l b a n k s  h ave  

p o l ic ie s  w it h  re sp e c t  to  da ta  c o l le c t io n  and  

d is t r ib u t io n  to  n o n -g o v e rn m e n t  b u y e rs , n o  

in d u s t r y -w id e  p r iv a c y  c o d e s  a re  c u r re n t ly  in  p la c e .

F o r  the  m o m e n t, the p r iv a c y  p ra c t ic e s  o f  

c o m m e rc ia l  b a n k s  se em  to  be  c o n s t ra in e d  b y  h ig h  

c o n su m e r  s e n s it iv it y  a b o u t d is c lo s u re  o f  f in a n c ia l 

r e c o rd s  a n d  the  d e g re e  o f  c o m p e t it io n  tha t e x is ts  in  

the  b a n k in g  in d u s t r y  a t the  b ra n c h  le v e l.  F r o m  an  

F T C  c o n su m e r  p ro te c t io n  p e rs p e c t iv e , i t  is  

im p o r ta n t  to  n o te  th a t w e  a re  n o t  r e c e iv in g  

c o m p la in ts  a b o u t in a p p ro p r ia te  d is c lo s u re  o f  b a n k  

re c o rd s  a t th is  t im e .

C r e d it  in fo rm a tio n

T h e  F a i r  C r e d it  R e p o r t in g  A c t 5 ( F C R A )  re g u la te s  

the  u se  o f  c r e d it  in fo rm a t io n  b y  c re d it  re p o r t in g  

a g e n c ie s . C o n g re s s  e n a c te d  the F C R A  in  1970 , 

a n d  d e le g a te d  p r im a r y  e n fo rc e m e n t  r e s p o n s ib i l i t y  

to  the  F T C .  T h e  F a i r  C r e d it  R e p o r t in g  A c t  

r e q u ire s  c o n su m e r  re p o r t in g  a g e n c ie s  to  ado p t 

s t r ic t  p ro c e d u re s  fo r  p r o v id in g  in fo rm a t io n  to  

c r e d it  g ra n to rs , in s u re r s ,  e m p lo y e r s  a n d  o th e rs . 

T h e  A c t  p e rm it s  c r e d it  b u re a u x  to  re p o r t  o n ly  

in fo rm a t io n  th a t is  t im e ly  and  a c cu ra te . C r e d it  

b u re a u x  m a y  o n ly  d is c lo s e  su ch  in fo rm a t io n  fo r  a  

p e rm is s ib le  p u rp o se  r e la t in g  to  c re d it ,  in su ra n ce , 

e m p lo y m e n t ,  a n d  o th e r  t ra n s a c t io n s  tha t c o n su m e rs  

e n te r  in to  p r im a r i ly  f o r  p e rs o n a l,  h o u s e h o ld , o r  

f a m i ly  p u rp o se s . T h e  A c t  a ls o  g iv e s  c o n su m e rs  

c e r ta in  n o t ic e , d is c lo s u re  a n d  du e  p ro c e s s  

p ro te c t io n s . T h e  F C R A  l im it s  g o v e rn m e n t a c ce ss  

to  n a m e , a d d re ss  a n d  e m p lo y m e n t  in fo rm a t io n  

f r o m  c re d it  r e p o r ts  w ith o u t  a  c o u r t  o rd e r .

T h e  F C R A  is  an  im p o r ta n t  p ie c e  o f  p r iv a c y  

p ro te c t io n  a n d  has be en  sh o w n  to  w o r k  w e ll.  It 

m a y , h o w e v e r ,  n o  lo n g e r  m a ke  sense  to  l im i t  its  

a p p l ic a b i l i t y  to  c r e d it  b u re a u x  in  th is  h ig h ly  

n e tw o rk e d  age .

P ro f ilin g  a n d  m a rk e tin g

W id e s p re a d  u se  a n d  a v a i la b i l i t y  o f  c o m p u te r  

g e ne ra ted  re c o rd s  h a ve  in c re a s e d  c o n c e rn  a b o u t 

use o f  c o n su m e r  in fo rm a t io n  fo r  p r o f i l in g  an d  

m a rk e t in g  p u rp o se s . F o r  e x a m p le , the  V id e o  

P r iv a c y  P ro te c t io n  A c t 6 l im it s  the  c ir c u m s ta n c e s  

u n d e r  w h ic h  d is c lo s u re  o f  consum e;* v id e o  re n ta l 

in fo rm a t io n  m a y  be m ad e  to  the  g o v e rn m e n t  and  to  

the  p r iv a te  se c to r. T h e  C a b le  C o m m u n ic a t io n s  

P o l ic y  A c t 7 re q u ire s  the g o v e rn m e n t  to  p o s se s s  a 

c o u r t  o rd e r  to  a c ce ss  c a b le  re co rd s .! C a b le  

c o m p a n ie s  m a y  d is t r ib u te  these  re c o rd s  to  th ir d  

p a r t ie s  i f  th e y  h a ve  n o t if ie d  co n su m  e rs  o f  th e ir  

in te n t io n  to  d o  so , and  c o n su m e rs  a re  p e rm it te d  to  

p r o h ib it  its  p ro p o s e d  re -u se .

C o n c lu s io n s

T h e  U S  G o v e rn m e n t  c o u ld  fac ilita te ; the  

d e v e lo p m e n t  o f  a p r iv a c y  m a rk e t  in  th re e  d is t in c t  

w a y s .

1. Government data should follow NIITF 
principles
T h e  g o v e rn m e n t s h o u ld  g e t its  o w n  h o u se  in  o rd e r  

b y  e n s u r in g  tha t g o v e rn m e n t  da ta  c a l le c t io n

re m a in s  c o n s is te n t  w it h  the  N I I T F ’r iv a c y

T h eP r in c ip le s  in  the  fa ce  o f  c h a n g in g  te c h n o lo g y . 

O f f ic e  o f  M a n a g e m e n t  and  B u d g e t  ( O M B )  is  

re sp o n s ib le  f o r  e n fo r c in g  the P r iv a c y  A c t ,  fo r  

e x a m p le , a n d  m ig h t  p r o f it a b ly  r e v ie w  tha t sta tu te  

a lo n g  w ith  fe d e ra l a g e n c y  a d h e ren ce  to  i t  in  the  

l ig h t  o f  the  N I I T F  P r iv a c y  P r in c ip le s .  O M B  c o u ld  

re p o r t  its  f in d in g s  a n d  re c o m m e n d  le g is la t io n ,  

r e g u la t io n  o r  e x e cu t iv e  o rd e rs  to  s q lv e  a n y  

p ro b le m s  i t  d is c o v e r s .  T h is  k in d  o f  r e v ie w  c o u ld  

p ro v id e  a m o d e l f o r  the  p r iv a te  se c to r  to  u n d e rta k e  

s im i la r  a u d its .

2. Government could raise awareness of privacy
G o v e rn m e n t  c o u ld  p la y  an  im p o r ta n t  ro le  in  

c o n su m e r  a n d  b u s in e s s  e d u c a t io n  a n d , to  so m e  

ex ten t, th is  is  a lre a d y  h a p p e n in g . T h e  g o v e rn m e n t  

c o u ld  u se  a g e n c ie s  w it h  r e s p o n s ib i l i t y  f o r  p r iv a c y  

as “ b u l ly  p u lp it s ”  to  ra is e  c o n su m e r  a n d  b u s in e s s  

aw a re ne ss  o f  the  is su e . C o n s u m e r  e d u c a t io n  is  

l ik e ly  to  ra is e  d e m a n d  fo r  in fo rm a t io n a l p r iv a c y  

p ro te c t io n  to  its  o p t im a l le v e l.  B u s in e s s  e d u c a t io n  

is  n e ce s sa ry  to  in t ro d u c e  te c h n o lo g y  e n tre p re n e u rs

4 R ig h t  to  F in a n c ia l  P r iv a c y  A c t  o f  1978 , 1 2 U . S . C .  § 3401  - 34  (1 996 ).

5 F a i r  C r e d it  R e p o r t in g  A c t  o f  1970 , 15 U . S . C .  § 1681 e t seq . (1 996 ).

6 V id e o  P r iv a c y  P ro te c t io n  A c t  o f  1988 , 18 U . S . C .  § 2 7 1 0  (1 996 ).

7 C a b le  C o m m u n ic a t io n s  P o l ic y  A c t  o f  1984 , 4 7  U . S . C .  § 551  ( 1996).

Page 6Privacy Laws & Business Newsletter
September 1996



t
to consumer protection theory, which in turn could 
help industry anticipate the privacy implications of 
a new product. The expense of consumer and 
business education would be minimised if the 
industries that will benefit most directly from 
increased consumer confidence in the GII were to 
accept some responsibility for this programme.
3. Government could appraise enforcement
Government could enhance self-regulation by 
exploring enforcement deficiencies with industry. 
This would address the most often-heard complaint 
about self-regulation: that industry codes of 
conduct are praiseworthy but unenforceable. 
Industry representatives often respond that 
competition law in the US limits their enforcement 
efforts. More work is needed to understand 
whether, and how, other values, including 
competition, undermine enforcement activities. 
Government and industry might then work together 
to resolve any such conflicts pro-competitively.
A competitive market for privacy may develop
One of the conclusions we can draw from the 
excellent response among industry and privacy 
advocates to the privacy workshop is that consumer 
privacy on-line is very much on everyone’s mind.
It is highly possible that in the on-line world, 
privacy may become a market commodity, given

adequate levels of government initiatives and 
public education. As the number of transactions 
and services increase on the GII, consumer demand 
for privacy protections could continue to rise and a 
robust, competitive marketplace for privacy 
protection may very well develop. Under this 
scenario, the market itself could serve the same 
function as a privacy entity.

Christine Varney is a US Federal Trade 
Commissioner and former Cabinet Secretary to 
President Bill Clinton. The views expressed are 
those of the Commissioner and do not 
necessarily reflect the views of the FTC or any 
other individual Commissioner or staff.
This report is an edited extract from Christine 
Varney’s presentation to the Privacy Laws & 
Business 9th Annual Conference in Cambridge, 
July, 1996. The rest of her paper and a detailed 
appendix of Current and Pending Legislation on 
Privacy Rights and Technology, prepared by her 
office, will be available from Privacy Laws & 
Business as part of the conference papers.
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