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How the Rimouski smart 

health card pilot project in 
Quebec protected privacy

The 70,000 people of Rimouski, on the St 
Lawrence River, 300 kilometres east of Quebec 
City, have been pioneers in a two year health 
smart card project which is evaluated here by its 
joint chairman, Paul-Andre Comeau, Chairman 
of the Commission D’Acces a 1’Information du 
Quebec.
U n d e r  a  p ro g ra m m e  c a lle d  Concerted Action - 

Eurocards, h e ad ed  b y  P ro fe s s o r  Y v e s  P o u l le t  o f  

the  U n iv e r s it y  o f  N a m u r  a n d  P a u l- A n d re  C o m e a u , 

Q u e b e c  P r iv a c y  C o m m is s io n e r ,  the E u ro p e a n  

C o m m is s io n  se t u p  an  in -d e p th  s tu d y  o f  the 

s o c io lo g ic a l  c o n d it io n s  a nd  le g a l q u e s t io n s  to  be  

ta k e n  in to  a c c o u n t  w h e n  se tt in g  u p  a p i lo t  p ro je c t  

o r  g o in g  ahead  w ith  fu l l- s c a le  im p le m e n ta t io n  o f  

sm a rt  c a rd  te c h n o lo g y .

T h e  p i lo t  p ro je c t  in  R im o u s k i  e n d e d  in  M a r c h  

1995  a n d  the e x p e r im e n t  la s te d  e x a c t ly  2  y e a rs . 

A lt o g e th e r  the  e x p e r im e n t  a n d  its  p r e l im in a r y  

s tages e x te n d e d  o v e r  m o re  th an  5 y e a rs .

C u r r e n t ly ,  a lth o u g h  the e x p e r im e n t  is  o v e r ,  the 

c a rd  is  s t i l l  w id e ly  u se d  in  th is  c o m m u n ity .

T h e  Q u e b e c  H e a lth  In su ra n ce  B o a rd  la u n ch e d  

th is  p ro je c t  a n d  p r o v id e d  the f in a n c ia l  re so u rc e s  fo r  

a  j o in t  te am  f r o m  the S o c ia l  a n d  P re v e n ta t iv e  

M e d ic in e  D e p a r tm e n t  o f  L a v a l  U n iv e r s it y ,  Q u e b e c  

C i t y  a nd  the  C o m m u n it y  H e a lth  C e n tre , in  

R im o u s k i .  T h e  p ro je c t  w a s  a u th o r is e d  b y  the 

Q u e b e c  G o v e rn m e n t  la te  in  1989 . A t  the  sam e 

t im e , the  Q u e b e c  In fo rm a t io n  and  P r iv a c y  

C o m m is s io n e r  w a s  c a l le d  o n  to  a ssess p r iv a c y .

T h e  o b je c t iv e  o f  the  p ro je c t  w a s , a m o n g  o th e r 

th in g s , to  im p ro v e  c o m m u n ic a t io n s  b e tw e e n  h ea lth  

p ro fe s s io n a ls  a n d  p a t ie n ts  in  o rd e r  to  p ro m o te  m o re  

e f f ic ie n t  s e rv ic e s .  W it h  the  p a t ie n t ’ s m e d ic a l 

r e c o rd  o n  the  c h ip ,  the  G P  c o u ld  a s k  m o re  re le v a n t  

q u e s t io n s  a n d  sp e n d  m o re  t im e  lo o k in g  a t the 

p ro b le m s  o f  the  p a t ie n t.

H o w  th e  p ro je c t  w a s  c o n d u c te d

F o u r  ta rg e t g ro u p s  w e re  se le c ted :

1. p e o p le  o v e r  6 0  y e a rs  o f  age

2 . p re g n a n t  w o m e n

3. in fa n ts  f r o m  b ir th  to  e ig h te e n  m o n th s  o f  age

4 . and  the  e n t ire  p o p u la t io n  o f  a  s m a ll n e a rb y  

v i l la g e  w h ic h  a c te d  as a c o n t r o l g ro u p .

A t  the  e n d  o f  the  p ro je c t ,  a l i t t le  le s s  th an  7 ,5 0 0  

c a rd s  h ad  b een  is su e d , m o s t ly  to  e ld e r ly  p e o p le  in  

R im o u s k i.  I t  is  in te re s t in g  to  n o te  th a t m o re  th an  

70%  o f  the  p o p u la t io n  o f  the c o n t ro l v i l la g e  

v o lu n te e re d  fo r  the e x p e r im e n t . In  th is  g ro u p , as 

w e l l  as in  R im o u s k i  it s e lf ,  c a rd  h o ld e r s  jo in e d  the 

p ro je c t  o n  a  v o lu n ta r y  b a s is .

E n r o lm e n t  w a s  e n t ir e ly  u p  to  the  p a t ie n t, a n d  

the p a t ie n t  w a s  a ls o  fre e  to  u se  h is  c a rd  o r  n o t

lo c a l h o s p ita l,  

e da ta  e n te re d

a m b u la n c e

the  c h ip  to  

te x t. A t  the 

a rd  h a d  b e en

w h e n  v is it in g  h is  G P  o r  g o in g  to  the 

H e  w as a ls o  a l lo w e d  to  re fu se  to  ha\|e 

o n  h is  p o r ta b le  f i le .

A b o u t  100  h e a lth  p ro fe s s io n a ls  a ls o  v o lu n te e re d  

fo r  the  p ro je c t .  M o s t  o f  th em  w e re  G P ’ s, 

S p e c ia l is ts ,  p h a rm a c is ts ,  n u rse s  an d  

o p e ra to rs  a ls o  to o k  an  a c t iv e  p a rt .

P a t ie n ts  c o u ld  u se  th e ir  c a rd s  at the  lo c a l 

h o s p ita l,  m a in ly  in  the  e m e rg e n c y  wa 

d ru g s to re s , p r iv a te  G P  o f f ic e s  and  l c c a l  h e a lth  c a re  

cen tre s .

H o w  th e  c a rd  w o rk e d

T h e  c a rd  u sed  fo r  the  p ro je c t  p ro v e d  q u ite  

adequa te . I t h a d  a c a p a c ity  o f  6  k ilo b y te s .  In  p la in  

la n g u ag e , th e re  w a s  e n o u g h  sp ace  o r  

h o ld  m o re  th an  8 f u l l  p ages  o f  ty p e d  i 

e n d  o f  the  e x p e r im e n t ,  n o t a s in g le  ca 

f i l l e d  to  c a p a c ity .  W it h  the  n e w  c a rd s  a v a ila b le  o n  

the m a rk e t, th e re  doe s  n o t se em  to  be  a n y  p ro b le m  

as fa r  as c a p a c ity  is  c o n c e rn e d .

T h e  sm a rt  c a rd , o r  m o re  p r e c is e ly  its  c h ip ,  w a s  

d iv id e d  in to  f iv e  in d e p e n d e n t p a r ts  o  r f ie ld s .

T h e se  f ie ld s  w e re  d e s ig n e d  w ith  one  

g o a l:  to  g ra n t s p e c ia l a c ce ss  r ig h ts  to i 

h e a lth  p ro fe s s io n a ls .

T h e  c h ip  c o n ta in e d  the f o l lo w in g

• Administrative or ID field: e s s e n t ia l d a ta  e .g . 

n am e , da te  o f  b ir th ,  h e a lth  in s u n in c e  n u m b e r , 

and  o th e r  s ta n d a rd  ad m in is tra t iv e ; da ta

• Emergency field: a l l  the  in fo rm a t io n  re q u ir e d  

in  the  f ir s t  fe w  m in u te s  o f  an  e m e rg e n c y  e .g . 

b lo o d  g ro u p , a l le rg ie s ,  in to le ra n c e  to  d ru g s , 

v is u a l o r  h e a r in g  a id s  e tc .

•  Vaccination field: l is t  o f  a l l  v a c c i n a t io n s  

r e c e iv e d  b y  the p a t ie n t

•  Medication field: p a t ie n t ’ s d ru g  p r o f i le  e .g . 

p r e s c r ip t io n  d ru g s  ta ken  r e g u la r ly  e tc .

Page 26

v e r y  s p e c if ic  

e a ch  g ro u p  o f

f ie ld s :

Privacy Laws & Business Newsletter
September 1996



f
•  Medical care field: c l in ic a l  in fo rm a t io n  f r o m

c o n su lta t io n s , h o s p ita l is a t io n ,  p e rs o n a l and

f a m i ly  h is to ry .  T h is  f ie ld  is  a re su m e , n o t  a

c o m p le te  m e d ic a l re c o rd .

O n e  im p o r ta n t  fa c t  h a s  to  be  e x p lic it :  b e cau se  

o f  th e  n a tu re  o f  the  in fo rm a t io n  in  e a ch  o f  these 

f ie ld s ,  th is  c a rd  m u s t be  c o n s id e re d  as a c h e c k  l is t ,  

n o t  a c o m p le te  m e d ic a l re c o rd .

T h e  c a rd  w a s  f i l le d  a t f i r s t  w ith  in fo rm a t io n  

ta ke n  f r o m  the p a t ie n t ’ s h o s p ita l m e d ic a l re c o rd  o r  

f r o m  the G P ’ s o w n  da ta  b a n k . I f  lo s t  o r  s to le n , a 

n e w  c a rd  h ad  to  be  is su e d , be cau se  th e re  w a s  n o  

c e n t ra l d a ta  b a n k  o r  b a c k -u p  sy s tem . F o r tu n a te ly ,  

ju s t  a fe w  c a rd s  w e re  lo s t  d u r in g  the e x p e r im e n t .

In te g ra tio n  in to  an  in fo rm a tio n  s y s te m

T h e  p a t ie n t ’ s c a rd  w a s  in te g ra te d  in to  a la rg e r  

in fo rm a t io n  s y s te m . T h is  s y s te m  w a s  g iv e n  an  

a d d e d  v a lu e  w h ic h  p ro v e d  to  be b o th  u s e fu l and  

in te re s t in g  fo r  G P ’ s b e cau se  i t  in c lu d e d  d e c is io n 

m a k in g  o r  e x p e r t  sy s te m s  su ch  as a d ru g  a d v is o r .

T h e  p i lo t  p ro je c t  p ro v e d  su c c e s s fu l.  W h e n  it  

e n d ed , m o re  th an  15 m o n th s  a go , a n o t ic e  w as  

c ir c u la te d  in  R im o u s k i ,  e x p la in in g  w h y  the c a rd  is  

s t i l l  u se d  b y  the e ld e r ly .  B u t  n o  n e w  c a rd  has been  

is s u e d  a n d  n o  re p la c e m e n t  c a rd  c a n  be p ro v id e d , 

w h e n  lo s t  o r  s to le n .

T h e  p r iv a c y  a s s e s s m e n t

T h e  Q u e b e c  I n fo rm a t io n  and  P r iv a c y  C o m m is s io n  

w a s  in v it e d  b y  the g o v e rn m e n t, a t the v e r y  e a r ly  

s tages o f  the  e x p e r im e n t ,  to  s u b m it  its  

re c o m m e n d a t io n s  and , e v e n tu a lly ,  its  c o n c lu s io n s .

A f t e r  th o ro u g h  a n a ly s is  o f  the e x p e r im e n t , the 

C o m m is s io n  g a v e  its  a p p ro v a l.  T h e  g u id e lin e s  fo r  

the  p ro je c t  w e re  as fo llo w s :

1. T h e  C o m m is s io n  c o n s id e re d  it  e s se n t ia l tha t 

card holders ’ basic rights be maintained, 
in c lu d in g  the r ig h t  to  the c o n f id e n t ia l it y  o f  

p e rs o n a l in fo rm a t io n .

2 . T h e re  w a s  g e n e ra l a g re e m e n t o n  voluntary 
participation in the experiment. T h is  

p r in c ip le  re q u ire s  th a t u se rs  be a l lo w e d  to  

a s k  f o r  a  h e a lth  sm a rt  c a rd . It w a s  a lso  

e n t ir e ly  u p  to  the  p a t ie n t  to  d e c id e  w h e th e r  

o r  n o t  he w a n te d  to  g iv e  h is  c a rd  to  a  h e a lth  

p ro fe s s io n a l a n d  w h e th e r  o r  n o t  he w an te d  

c e r ta in  in fo rm a t io n  en te re d  o n  it .

3. T h e  C o m m is s io n  w a s  s a t is f ie d  w ith  the 

a ssu ra n ce s  g iv e n  b y  the p ro m o te rs

re sp e c t in g  the rights of access and 
correction recognised in our Privacy Act. 
T h e  p a t ie n t c o u ld  e ith e r  v ie w  the  

in fo rm a t io n  o n  a s c re e n  o r  g e t a  p r in t - o u t  

f r o m  the h e a lth  p ro fe s s io n a l o r  the  h e a lth  

c a rd  o f f ic e .  I f  da ta  o n  the c a rd  w a s  

in a c cu ra te  o r  the  p a t ie n t  fe lt  tha t it  w a s  n o t  

t ru e , he  c o u ld  a p p ly  to  g e t i t  c o r re c te d .

O n ly  the  p h y s ic ia n  w h o  en te re d  the d a ta  in  

the  m e d ic a l c a re  f ie ld  w a s  a l lo w e d  to  

c o r r e c t  it .

4 . T h e re  w a s  a b ro a d  c o n se n su s  o n  the 

principle of confidentiality and security of 
information. T h e  r ig h t  to  p r iv a c y  m e an s  

tha t o n ly  p e rs o n s  a u th o r is e d  b y  la w  c a n  

h a ve  a cce ss  to  in fo rm a t io n  e n te re d  o n  the 

c a rd .

O u r  in d e p e n d e n t and , a t t im e s , p a r a l le l  

a sse ssm en t o f  the p ro je c t  w a s  b a se d  o n  these  

p r in c ip le s  o r  g u id e lin e s . In  o rd e r  to  m a k e  the 

a sse ssm en t as f o o lp r o o f  as p o s s ib le ,  w e  re v ie w e d  

m o s t  o f  the  l ite ra tu re  in  the  f ie ld  a n d  m a in ta in e d  

c lo s e  c o n ta c t  w it h  re se a rc h  team s in  E u ro p e  

in te re s te d  in  the  sam e q u e s t io n s .

O p in io n  s u r v e y s  c o n d u c te d

W e  a ls o  c o m m is s io n e d  an  o p in io n  p o l l  a t the  v e r y  

b e g in n in g  o f  the e x p e r im e n t .  T h e  s u rv e y  in c lu d e d  

m o s t  o f  the  p o p u la t io n  o f  the  c o n t ro l g ro u p . W h e n  

the p ro je c t  w a s  a lm o s t  o v e r ,  w e  a s k e d  the sam e  

p r iv a te  c o m p a n y  to  o rg a n is e  f iv e  fo c u s  g ro u p  

se ss io n s  in  R im o u s k i,  Q u e b e c  C i t y  and  M o n t r e a l.  

O f  c o u rs e , w e  w e re  v e r y  a tte n t iv e  to  the  u p s  a n d  

d o w n s  o f  the  e x p e r im e n t  and  w e  a ls o  c o n d u c te d  

som e in -d e p th  in te rv ie w s  a t v a r io u s  s tages o f  the  

p ro je c t .

M a jo rity  c o n s id e r e d  h e a lth  c a rd  s e c u r e

75  % o f  the su rv e y  re sp o n d en ts  c o n s id e re d  tha t the 

p ro c e s s  e s ta b lis h e d  b y  the c a rd  m a n a g e m e n t w a s  

secure and confidential. E ig h t  p e o p le  o u t o f  ten  

fe lt  tha t the  a cce ss  p ro c e d u re  fo r  h e a lth  c a re  

p ro fe s s io n a ls  g u a ran te ed  s u f f ic ie n t  p ro te c t io n  o f  

p r iv a c y .  T h e  in fo rm a t io n  e n te re d  in  e a ch  o f  the  

f ie ld s  o f  the h e a lth  c a rd  w a s  p e rc e iv e d  as se cu re  b y  

7 o u t o f  10 p e o p le , and  a la rg e r  p ro p o r t io n ,  8 4 % , 

fe lt  tha t the  c a rd  w o u ld  n o t  je o p a rd is e  th e ir  

p r iv a c y .  T o  su m  u p  th is  p o in t ,  the  is su e  o f  

c o n f id e n t ia l it y  d id  n o t  se em  to  ra is e  m u ch  c o n c e rn .

A ls o ,  the  p r in c ip le  o f  voluntary participation 
sh o u ld  be  m a in ta in e d . T h e  d e c is io n  to  h o ld  a n d  use

Privacy Laws & Business Newsletter
September 1996

Page 27



f
the  c a rd , a n d  to  h a ve  s e n s it iv e  da ta  e n te re d  o n  the 

c a rd  s h o u ld  b e  le f t  to  the  in d iv id u a l.

It w a s  n o  s u rp r is e  tha t h e a lth  p ro fe s s io n a ls  fe lt  

tha t the  sm a rt  c a rd  o f fe r e d  a  re a l gu a ran tee  o f  

c o n f id e n t ia l it y  a n d  c o u ld  e v e n  re p re se n t an 

improvement over paper records. O n  the o th e r  

h a n d , h e a lth  c a re  p ro fe s s io n a ls  e x p re s se d  doubts 
about the possibility of maintaining the principle of 
voluntary participation.

C h e c k in g  th e  p r iv a c y  p r in c ip le s

A s  fa r  as p r iv a c y  a n d  p r in c ip le s  re la te d  to  p r iv a c y  

a re  c o n c e rn e d , w e  c h e c k e d  the m o s t  im p o r ta n t  

p o in ts  o r  is s u e s  e x te n s iv e ly :

•  T h e  quality o f the consent g iv e n  b y  the c a rd  

h o ld e r s  a t v a r io u s  s tages, s u ch  as th e ir  fre e  

a c ce p ta n ce  o f  the  c a rd  a n d  its  use  a t the 

h o s p ita l,  the  d ru g s to re  o r  the  G P ’ s o f f ic e ;

•  T h e  confidentiality of the data;
•  the  security of the information entered on the 

card, w h ic h  is  im p o r ta n t  b e cau se  o f  the 

s e n s it iv e  n a tu re  o f  the  data;

•  the  disclosure of valid information, w h ic h  w a s  

s t r ic t ly  l im it e d  to  the  h e a lth  p ro fe s s io n a l 

d ir e c t ly  in v o lv e d  w ith  the p a t ie n t ’ s c a re . O n ly  

the  G P  w a s  a l lo w e d  to  re a d  the e n t ire  ca rd ; 

a c ce ss  b y  the h o s p ita l a d m in is t r a t iv e  s t a f f  w as 

s t r ic t ly  l im it e d  e .g . to  the ID  f ie ld  o f  the ca rd ;

•  No wrongful disclosure of information to  o th e r  

p e o p le ,  l ik e  e m p lo y e r s ,  in s u re r s  o r  p o l ic e  w as  

re p o r te d . T h e  h o ld e r ’ s r ig h t  to  a cce ss  and  

c o r r e c t  the  da ta  c o u ld  be  c o m p lie d  w it h  e a s ily .  

T h e  a c ce ss  to  in fo rm a t io n  is  in c re a s e d  w h e n  

the c o m p u te r  s c re e n  is  p o s it io n e d  so  tha t b o th  

the  h e a lth  p ro fe s s io n a l and  the  p a t ie n t  c a n  read  

the in fo rm a t io n  a t the  sam e t im e . T h is  fo rm  o f  

a c ce ss  to  the  in fo rm a t io n  o n  the c a rd  m a k e s  the 

p a t ie n t  re a lis e  tha t he  r e a l ly  is  the  p r im a r y  

p e rs o n  c o n c e rn e d  b y  it . It c a n  e v e n  p ro m o te  a 

b e tte r  d ia lo g u e  b e tw e e n  h im  and  the h ea lth  

p ro fe s s io n a l;

•  T h e  Q u e b e c  In fo rm a t io n  and  P r iv a c y  

C o m m is s io n ,  w h ic h  a c te d  as a  w a tc h d o g , d id  

n o t  r e c e iv e  a  s in g le  c o m p la in t  d u r in g  the tw o  

y e a rs  the  e x p e r im e n t  la s te d .

P r iv a c y  la w s  h e lp  c o n s u m e r  a c c e p ta n c e

I a m  d e e p ly  c o n v in c e d  tha t h e a lth  sm a rt  c a rd  

p ro je c ts  c a n  be  c a r r ie d  o u t sm o o th ly  w h i le  

re s p e c t in g  the  im p e ra t iv e  p r o v is io n s  o f  m o s t
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p r iv a c y  la w s . F a r  f r o m  b e in g  an  im p e d im e n t  to  

the  in t r o d u c t io n  o f  th is  te c h n o lo g y , th e se  la w s  

e n su re  tha t th e re  is  a s a fe ty  n e t, w h ic h  m a k e s  

e a s ie r  the  a c cep tan ce  o f  the  c a rd  b y  its  u se rs .

T h e  R im o u s k i  p ro je c t  p ro v e d  i t  w a s  p o s s ib le  to  

in t ro d u c e  h e a lth  sm a rt  c a rd s  w h i le  re sp e c t in g  

p r iv a c y ,  and  a ls o  to  u se  the te c h n o lo g y  as a 

p o w e r fu l to o l f o r  p ro te c t in g  p e rs o n a l in fo rm a t io n .

G iv e n  tha t the  u se r  is  the  so le  h o ld e r  o f  the  c a rd  

and  th a t he  c o n t ro ls  its  u se  and  the c ir c u la t io n  o f  

the  in fo rm a t io n  o n  it ,  the  p a t ie n t  sees h is  p e rs o n a l 

in fo rm a t io n  p ro te c te d  in  a  w a y  th a t ca n n o t be  

a ch ie v e d  w ith  a  s ta n d a rd  p a p e r  f i le .

O n e  o f  the  le ss  o b v io u s  c o n c lu s io n s  o f  th is  

e x p e r im e n t  c o n c e rn s  the  ro le  o f  the  I n fo rm a t io n  

and  P r iv a c y  C o m m is s io n e r .  T h is  k in d  o f  

te c h n o lo g ic a l a sse ssm en t ha s to  be  u n d e r ta k e n

w h e n  w e  C o m m is s io n e r s  g iv e  usefu l 

m a ke  re c o m m e n d a t io n s .

S m a rt  c a r d s  - th e  w a y  a h e a d

F in a l ly ,  w h a t  o f  the  fu tu re  o f  sm a rt

Id
c a le

te c h n o lo g y  - n o t  o n ly  f o r  h e a lth  c a re  

f ie ld s ?  R ig h t  n o w , V I S A ,  the w o r  

c re d it  c a rd , is  w in d in g  u p  a la rg e -s i 

p ro je c t  in  A u s t r a l ia  u s in g  the sam e 

the n e a r  fu tu re , o u r  c re d it  c a rd s , at 

V I S A  and  a ls o  M a s te r c a rd ,  w i l l  n o  

m a g n e t ic  s t r ip  w h ic h  has b e en  a  starii 

f o r  y e a rs . B o th  V I S A  an d  M a s te r c a n  

sm a rt c a rd  te c h n o lo g y  in  o rd e r  to  se 

tra n sa c t io n s  o n  the In te rn e t as w e l l  

o f  c o m m e rc ia l o r  c re d it  a p p lic a t io n s

This paper is an edited version of 
by Paul-Andre Comeau, Chairman 
Commission D’Acces a 1’Informatii 
at the Privacy Laws & Business 9tli 
Conference, Cambridge, July 1996

a d v ic e  a n d

c a rd
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te c h n o lo g y . In  
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