
US Federal Trade Commission 
launches new privacy initiative

Federal Trade Commissioner, Christine 
Varney, addressed the Privacy and American 
Business Conference in Washington D.C. last 
November. Here is an edited extract of her 
presentation, entitled Personal Privacy in the 
Electronic Age.
If there is consensus about anything in 
Washington, it is the fact that the technological 
convergence of previously distinct 
telecommunications, information, and mass media 
industries now underway will drive world 
economics as we move from the 20th to the 21st 
century. The phenomenal growth of on-line 
systems have opened up a vast arena for 
commercial transactions, benefiting both 
consumers and businesses alike.

In my view, the new technology also imposes 
significant privacy protection obligations on all 
parties to on-line commercial transactions. In 
April 1995, the Federal Trade Commission 
sponsored a workshop on Consumer Protection 
and the Global Information Infrastructure. One 
thing clearly emerged: increased use of the 
National Information Infrastructure (Nil) for 
commercial transactions will generate vast 
quantities of data documenting transactions that 
can easily and cheaply stored, analysed and 
reused. This transactional data trail poses an 
incredible risk to personal privacy. Any attempt to 
address the issue of consumer privacy in this 
context must take into account the concerns of all 
who have a stake in the continued growth of the 
on-line commercial environment.

In June 1995, the Clinton Administration’s 
National Information Infrastructure Task Force 
(NIITF) issued an important document, Privacy 
and the National Information Infrastructure: 
Principles fo r  Providing and Using Personal 
Information (PL&B Oct 1994 p. 15).

While recognising that the Principles are 
extremely general and cannot apply uniformly to 
all sectors, they are intended to provide the 
framework from which more detailed guidelines 
can be tailored to specific circumstances.
• At the end of October 1995, the National 

Information Infrastructure Task Force issued a

report on the specific adaptations needed in 
the telecommunications industry,

• The Federal Trade Commission has likewise 
initiated a dialogue with industry and 
consumers to develop more robust and specific 
guidelines for the use of personal information 
generated by on-line commercial transactions.

The Nil’s fundamental privacy concerns
The Privacy Principles identify three fundamental 
concerns that must govern the way in which 
personal information is acquired, disclosed and 
used on the Net - information privacy, information 
integrity, and information quality.

First, an individual’s reasonable expec tation of 
privacy regarding access to and use of his or her 
personal information should be assured.

Second, personal information should r ot be 
improperly altered or destroyed.

And, third, personal information should be 
accurate, timely, complete, and relevant for the 
purposes for which it is provided and used.
Responsibilities of data users 
Those who gather and use personal information 
should recognise and respect the privacy interest 
that individuals have in personal informa ion by:

1. assessing the impact on privacy in deciding 
whether to obtain or use personal 
information; and

2. obtaining and keeping only information that 
could be reasonably expected to support 
current or planned activities and u se it only 
for those or compatible principles,

Because individuals need to be able to make an 
informed decision about providing personal 
information, the businesses that collect 
information should disclose:
• why they are collecting the information
• what they expect to use the information for
• what steps will be taken to protect its 

confidentiality, quality and integrity
• the consequences of providing or witjhholding 

information
• any rights of redress that are available to 

individuals for wrongful or inaccurate 
disclosure of personal information.

Businesses that gather personal inforihation 
should take reasonable steps to prevent improper
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disclosure or alteration of information collected, 
and should enable individuals to limit the use of 
their personal information if the intended use is 
incompatible with the notice provided by 
collectors.
Raising awareness and responsibility
Information gatherers should educate themselves, 
their employees, and the public about how 
personal information is obtained, sent, stored, 
processed and protected, and how these activities 
affect individuals and society.

The Privacy Principles impose significant new 
obligations on individuals to obtain relevant 
information about why the information is being 
collected, what the information will be used for, 
what steps will be taken to protect that 
information, the consequences of providing or 
withholding information, and any rights of redress 
that they may have. They should have notice and 
a means of redress and they should utilise the 
means provided - if they are harmed by improper 
use or disclosure of personal information by the 
information gatherer or by a third party’s decision 
that is based on inaccurate, outdated, incomplete 
or irrelevant personal information.

How to apply privacy principles to 
on-line commercial transactions
The Privacy Principles provide a thoughtful, but 
very general, approach to privacy concerns. 
Significantly, the Principles emphasise disclosure 
about, rather than prohibition against, the use of 
personal information. Moreover, the Principles 
focus on issues of individual consumer 
responsibility, and the sorts of empowerment 
needed by individuals in order to exercise such 
responsibility. But the Privacy Principles raise as 
many questions as they answer.
Many questions remain
For example, the Principles do not address the 
continuing controversy about the adequacy of 
opt-out schemes, although such requirements are 
not necessarily inconsistent with the Principles. 
Moreover, the Principles will not be helpful to 
businesses or consumers until we have agreed on a 
method for determining just what constitutes a 
“compatible purpose” or “adequate disclosure” or 
“reasonable preventative steps” in the context of 
any particular transaction.

FTC  takes three-phase privacy initiative
The Federal Trade Commission (FTC) has 
undertaken a major privacy initiative to develop, 
in co-operation with industry and consumers, 
some answers to these and other questions, and to 
begin to incorporate these Principles into our 
consumer protection mission. The FTC also 
intends to explore - in co-operation with state 
consumer protection officers, what governments’ 
contribution to this “shared responsibility” should 
be. I believe that the FTC may have an especially 
useful role to play in the consumer education and 
empowerment aspects of these principles.

An important goal of the FTC’s privacy 
initiative is to avoid cumbersome regulation by 
facilitating the development of a set of voluntary 
principles to govern the use of consumer 
information in on-line transactions. This effort 
will take place in three phases.
First phase - consumer protection
Using the April 1995 workshop as a starting 
point, the Bureau of Consumer Protection is 
currently soliciting input in the form of 
commentary and resource materials from 
consumers, industry, academics, privacy advocates 
and others who are concerned about consumer 
privacy in on-line transactions. We hope to learn 
what kinds of personal consumer information are 
currently being collected on-line, how industry is 
storing and using this information now, and what 
we can expect on-line businesses to do with this 
information in the future. From this knowledge 
base, we will examine the degree of consumer 
awareness in this area, and whether current and 
planned industry practices adequately safeguard 
consumer privacy. A lively mix of interested 
parties have already provided much food for 
thought, and we would welcome contributions 
from each of your organisations.
Second phase - FTC establishes on-line debate
In the first week of November 1995, we enter the 
initiative’s second phase. In order to enrich 
everyone’s understanding of the issues, the 
Commission has established an on-line list-serve 
to facilitate thoughtful electronic debate about the 
rules that should apply in the on-line use and 
dissemination of consumer information. I am 
personally very excited about this experiment in 
“conversational government”. Beginning later this 
week, subscription information will be available
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on the Commission’s World Wide Web Site at 
www.ftc.gov.
Third phase - hearings on privacy guidelines
We hope to wrap up the privacy initiative in 
Spring 1996 with hearings on the voluntary 
guidelines that emerge from this public dialogue.

The privacy initiative is very much a work-in
progress. Let me share with you some of the 
questions that have emerged so far from our 
information-gathering efforts.

gathered on-line? How much is the consumer 
entitled to know about the uses to which personal 
or transactional information will be put? At what 
stage in a commercial relationship would the 
consumer be asked for consent? To what extent 
should consumers have access to the information 
about and the ability to correct or modify 
information that is being gathered about them?

Industry-led consumer education 
programmes

Does type of information limit use?
In the area of data-gathering and use by on-line 
businesses, the new technology has made it 
possible not only to store personal information 
provided by consumers but also to track 
consumers’ decisions as they
move through on-line sites - -------------
whether or not they complete 
transactions. Should this sort of 
transactional data be used in a 
different way from the personal 
information affirmatively 
provided by consumers?

The personal and 
transactional information that 
can be captured on-line differs 
both qualitatively and
quantitatively from the information a merchant 
obtains when an in-person transaction is 
completed. Should the nature of the information 
gathered limit the uses to which such information 
may be put by business? Are there, for example, 
types of information that should not be used for 
target marketing purposes? Should information 
gathered for the purpose of consummating a 
transaction be used for market research? What 
are the limits on a business’s ability to resell or 
rent personal consumer information to other 
businesses?

“What are the limits 
on a business’s 

ability to resell or 
rent personal 

consumer information 
to other businesses?”

Finally, the Commission has a particular interest 
in educating consumers about their rights and 
responsibilities with respect to transactions they 
undertake on-line. Each of your organisations 
should also be actively pursuing consume: 
education programs. Consumers cannot be asked
___________  to take responsibility for

safeguarding their own privacy 
interests, or expected to exercise 
choice in the on-line context in a 
responsible way, until they know 
just what is at stake. If [ have 
anything to say about it, the 
voluntary guidelines we create 
should include provisions for 
industry-led consumer education.

We look to you for 
assistance in answering questions 

regarding consumer awareness. How muc h, for 
example, do consumers need to know in order to 
use the on-line commercial context wisely? What 
should be the role of business in the education of 
consumers in general and in the context of a 
particular consumer’s decision- making on-line?

I urge you to be involved in this process; your 
perspective is critical to the success of this project 
and I look forward to working with each of you 
on this important initiative.

Consumer interests - are they rights?
Is it appropriate to think of a consumer’s interest 
in his or her personal or transactional information 
as a “right”? If so, what is the responsibility of 
business with regard to that right? If not, to what 
extent should the consumer have control over 
personal and transactional information? How 
should the consumer’s control be exercised? What 
constitutes voluntary consent to the use of 
personal or transactional information that has been

Christine Varney, Federal Trade 
Commissioner, FTC, 6th and Pennsylvania 
Avenue, NW, Washington DC 20580, USA. 
Tel: + (1) 202 326 3025 
Fax: + (1) 202 326 3259 
E-mail via: dmedine@ftc.gov
The views expressed are those of the 
Commissioner and do not necessarily reflect the 
views of the Federal Trade Commission or any 
other Commissioner or staff.
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