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Toronto first to use biometrics 
for welfare benefits

The Corporation of the Municipality of 
Metropolitan Toronto (Metro) is on the verge of 
being the first government in Canada to use 
identification technology in the provision of 
welfare benefits. In June 1996, Metro Council, 
the governing body of the Corporation 
composed of elected representatives, approved 
use of a biometric identifier as part of a 
programme to enhance service delivery and 
strengthen the integrity of social assistance 
processes. Metro's Rita Reynolds reports.

T h e  p ro b le m  is  fra u d

A  deep  re c e s s io n  in  the f ir s t  h a l f  o f  the  1 9 9 0 ’ s, 

r e s u lt in g  in  b a l lo o n in g  c a se lo a d s  and  e ro s io n  o f  the 

ta x  ba se , f u e l le d  the d r iv e  to  o v e rh a u l a n t iq u a te d  

p a p e r-b a se d  sy s te m s  a n d  re a lis e  the b e n e f its  

p ru d e n t  u se  o f  t e c h n o lo g y  c a n  b r in g .  A  

p ro g ra m m e  o f  a d m in is t r a t iv e  s t re a m lin in g , p ro c e s s  

a u to m a t io n  a n d  s t a f f  t r a in in g  p ro d u ce d  a le a n e r  

s y s te m  b u t d id  n o t  m ee t the  c h a lle n g e  o f  fra u d .

U n d e r  the  la w  o f  the  P r o v in c e  o f  O n ta r io ,  the 

M e t r o  b e n e f it  s y s te m  re s ts  o n  tw o  tests; 

id e n t i f ic a t io n  a n d  need . H o w e v e r ,  w h i le  w e  

c o n t in u e  to  r e ly  o n  in d u s t r ia l age id e n t if ie r s ,  

t e c h n o lo g y  a d v a n ce s  a n d  s to le n  id e n t if ic a t io n  a re  

u n d e rm in in g  the tests. B i r t h  c e r t if ic a te s ,  p a s sp o rts  

e tc . a re  a l l  in fe re n t ia l;  the  in d iv id u a l h o ld in g  the 

r e c o rd  is  p re s u m e d  to  be  the r ig h t fu l o w n e r .

W h e re  p h o to g ra p h s  a re  u sed  as an  id e n t if ie r ,  su ch  

as in  d r iv e r ’ s l ic e n s e s , th e y  c a n  be  re p la c e d .

T h e se  w e a kn e sse s  in  o u r  id e n t if ic a t io n  sy s tem s 

a t tra c t  the  u n s c ru p u lo u s  a n d  u n d e rm in e  the s e cu r ity  

o f  p e rs o n a l in fo rm a t io n .

G o v e rn m e n ts  a n d  f in a n c ia l  in s t itu t io n s  a re  

v u ln e ra b le  to  f r a u d  and  in d iv id u a ls  to  th e ft o f  

id e n t it y  b e ca u se  in d u s t r ia l age id e n t if ie r s  d o  n o t 

e s ta b lis h  a p o s it iv e  l in k  b e tw e e n  an  in d iv id u a l and  

th e ir  d o cu m e n ta t io n . S in c e  s to le n  o r  fo rg e d  

id e n t i f ic a t io n  d o cu m e n ts  c a n  o p e n  p u b l ic  v a u lts  to  

ta x - fre e  c a sh  th e y  b e co m e  v a lu a b le  c o m m o d it ie s ,  

c re a t in g  a b la c k  m a rk e t  in  p e rs o n a l in fo rm a t io n  

a n d  th re a te n in g  the p r iv a c y  o f  w h o lly  in n o ce n t  

in d iv id u a ls .  T h is  f r a u d  o n  g o v e rn m e n t  b e n e f its  

a n d  r ig h ts  o f  c it iz e n s h ip ,  a n d  the re s u lt in g  in v a s io n  

o f  p e rs o n a l p r iv a c y ,  is  a  g ro w in g  s o c ie ta l c o n c e rn .

Ju s t as te c h n o lo g y  o f fe r s  the  m e an s  to  

u n d e rm in e  the in te g r it y  o f  b e n e f it  s y s te m s , i t  a ls o  

o f fe r s  the  m eans to  p ro te c t  p r iv a c y  a n d  d e te r  f ra u d . 

B io m e t r ic  te c h n o lo g ie s  (b io m e tr ic s )  r e c o rd  u n iq u e  

c h a ra c te r is t ic s  tha t m a y  be  u se d  to  d is t in g u is h  an  

in d iv id u a l.  R e t in a l s c a n n in g , v o ic e  id e n t i f ic a t io n ,  

d ig it a l p h o to g ra p h s  and  f in g e r  s c a n n in g  a re  so m e  

o f  the b io m e t r ic  te c h n o lo g ie s  b e in g  u s e d  to  r e s t r ic t  

a cce ss  to  h ig h  s e c u r ity  f a c i l i t ie s  o r  sp eed  t ra v e l le r s  

th ro u g h  c u s to m s  an d  im m ig r a t io n  c h e c k p o in ts .

T h e  s o lu t io n  is  e n c ry p te d  b io m e tr ic s

T h e  M u n ic ip a l i t y  o f  M e t r o p o li t a n  T o ro n to  is  the  

s ix th  la rg e s t  g o v e rn m e n t  in  C a n a d a  and  se rv e s  a 

p o p u la t io n  o f  2 .5  m i l l io n .  M e t r o ’ s s o c ia l 

a ss is ta n ce  c a se lo a d  range s  b e tw e e n  1 0 0 ,0 0 0  an d  

1 2 0 ,0 0 0  ca ses . T o  p ro v id e  b e tte r  s e rv ic e  a n d  

c o u n te ra c t  the  in c id e n c e  o f  s to le n  ch e q u e s , o p t io n a l 

d ir e c t  b a n k  d e p o s it  w a s  in t ro d u c e d , the  a c ce p ta n ce  

ra te  is  a lm o s t  7 0 % . R e m a in in g  a re  t h ir t y  th o u sa n d  

ch eq u e s  is su e d  e v e ry  m o n th  a n d  s to le n  c h e q u e s , 

c a sh e d  w ith  fo rg e d  id e n t it ie s ,  a c c o u n t  f o r  an  a n n u a l 

lo s s  o f  a p p ro x im a te ly  $ 6 0 0 ,0 0 0 . T h e  in c id e n c e  o f  

d u p lic a te  o r  m u lt ip le  c la im s ,  b a sed  o n  fa ls e  

id e n t if ie r s ,  is  c o n s e rv a t iv e ly  e s t im a te d  a t 3 % , an  

an n u a l lo s s  o f  abo u t $ 2 7 .5  m i l l io n .

M e t r o  C o u n c i l ’ s d e c is io n  to  u se  an  e n c ry p te d  

b io m e t r ic  w a s  p re d ic a te d  o n  the n ee d  to  s ta u n ch  

fra u d u le n t  c a sh  o u t f lo w ,  p re s e rv e  b e n e f its  f o r  the  

de st itu te  and  f u l f i l  the  e le c te d  re p re s e n ta t iv e s ’ 

f id u c ia r y  o b l ig a t io n  to  the  p u b l ic .  T h e  s p e c if ic  

b io m e t r ic  to  be u sed  is  u n d e r  c o n s id e ra t io n .

A t  the t im e  an  in d iv id u a l m a k e s  a p p lic a t io n  fo r  

b e n e f its , an  e le c t ro n ic  c o m p a r is o n  w i l l  be  m ad e  

b e tw e e n  an  a p p lic a n t ’ s b io m e t r ic  id e n t i f ie r  a n d  

those  o f  c u r re n t  re c ip ie n ts ,  a o n e - to -m a n y  se a rch . 

T o  p ro te c t  p r iv a c y ,  e n c r y p t io n  o f  the  b io m e t r ic  an d  

sto rag e  o n  a se cu re  da tabase  sepa ra te  f r o m  the  

te x tu a l in fo rm a t io n  w a s  m ade  m a n d a to ry .

A n  e n c ry p te d  b io m e t r ic  o b ta in e d  th ro u g h  

s c a n n in g  an in d iv id u a l ’ s f in g e r  p a tte rn s  a p p e a rs  to  

be a p r iv a c y  p ro te c t iv e  te c h n o lo g y  a p p ro p r ia te  to  a  

s o c ia l a ss is ta n ce  d e l iv e r y  sy s te m . F in g e r  p a tte rn s  

are  u n iq u e  to  ea ch  in d iv id u a l and  a o n e - to -m a n y  

se a rch  m a y  be  c o n d u c te d  w it h  s u f f ic ie n t  a c c u ra c y  

to  a n sw e r  the  p r im a r y  q u e s t io n :  is  the  a p p lic a n t  

a lre a d y  in  re c e ip t  o f  b e n e f its ?  E n c r y p t io n  a t the  

p o in t  o f  c o l le c t io n  p ro v id e s  a n o n y m ity  an d  

s e c u r ity ,  ta k in g  the p ro c e s s  l ig h t  y e a rs  ah ead  o f  

t ra d it io n a l fo rm s  o f  id e n t if ic a t io n ,  i .e .  one  c a n n o t
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lo o k  a t an  e n c ry p te d  f in g e r  p a t te rn  and  re c o g n is e  

an  in d iv id u a l  as b e in g  in  re c e ip t  o f  b e n e f its .

O n  e n ro lm e n t ,  s o c ia l a s s is ta n ce  c lie n t s  w i l l  

re c e iv e  a  b a n k  c a rd  w h ic h  w i l l  e n ab le  th em  to  

w it h d r a w  f r o m  a n y  A T M  the b e n e f it  to  w h ic h  th ey  

a re  e n t it le d . C o n s id e ra t io n  w a s  g iv e n  to  u s in g  a 

p h o to g ra p h  o n  the b a n k  c a rd  a n d /o r  an  a d d it io n a l 

e n c ry p te d  b io m e t r ic ;  h o w e v e r ,  b o th  w e re  re je c te d  

as an  u n re a s o n a b le  in f r in g e m e n t  o f  p r iv a c y  as 

n e ith e r  a re  r e q u ir e d  to  in te ra c t  w it h  a m a c h in e  and  

a c c o u n t  s e c u r it y  is  m a in ta in e d  w it h  a P I N .

O n ta r io  p r iv a c y  le g is la t io n  re q u ire s  g o v e rn m e n t 

in s t itu t io n s  to  l im i t  c o l le c t io n  o f  p e rs o n a l 

in fo rm a t io n  n e c e s s a ry  to  d e l iv e r  a m an da ted  

s e rv ic e .  W it h in  th is  c o n te x t, s e le c t io n  o f  a 

b io m e t r ic  is  d e p e n d e n t o n  the id e n t if ic a t io n  

fu n c t io n ( s )  p e r fo rm e d .

L e g is la t io n  e n t it l in g  ----------------------------

in d iv id u a ls  to  s o c ia l a s s is ta n ce  

p re su m e s  d is b u r s e m e n t  o f  

o n ly  o ne  b e n e f it  p e r  p e rs o n .

A  p r im a r y  o b l ig a t io n  is  to  

e lim in a te  m u lt ip le  b e n e f it  

p a y m e n ts  to  o ne  in d iv id u a l.

T h e  fu n c t io n  o f  a b io m e t r ic  

c o n s e q u e n t ly  h as a l im it e d  

g o a l o f  d e te rm in in g  w h e th e r  

o r  n o t  an  in d iv id u a l  is  a lre a d y  

e n ro l le d .  T h e  b io m e t r ic  

id e n t i f ie r  d o e s  n o t  a d d re ss  the 

te st o f  ne e d . H o w e v e r ,  e v e n  

in  the  c a se  o f  a  f ra u d u le n t  

c la im  o f  n e e d , it  l im it s  the 

lo s s  to  one  p a y m e n t  ra th e r  th an  m a n y .

A  b ro a d e r  ro le  fo r  d r iv e r s ’ l ic e n c e s

In  c o n tra s t , the  b io m e t r ic  id e n t i f ie r  o n  a d r iv e r ’ s 

l ic e n c e  f u l f i l s  a  b ro a d e r  ro le .  T h e  id e n t if ic a t io n  

fu n c t io n  m u s t  p r o v id e  fo r  o n g o in g  c o n f irm a t io n  

th a t an  in d iv id u a l  is  l ic e n s e d . F o r  th is  re a so n , a 

p h o to g ra p h , id e a l ly  d ig it a l,  is  the  b io m e t r ic  o fte n  

u se d . T h is  a l lo w s  an  o f f ic e r  w h o  stops a  d r iv e r  to  

c o m p a re  the in d iv id u a l  to  the  p h o to g ra p h  o n  the 

l ic e n s e ,  c o n f ir m in g  th e y  a re  one  and  the sam e.

D ig i t is in g  the p h o to g ra p h , th e re b y  e n a b lin g  

in s ta n ta n e o u s  c o m p a r is o n  w ith  the  p r im a r y  

e n ro lm e n t  da tabase  c o n ta in in g  b o th  the lic e n s e  

s e r ia l n u m b e r  a n d  the  p h o to g ra p h  o f  the  o r ig in a l ly  

l ic e n s e d  in d iv id u a l,  e l im in a te s  fo rg e r ie s .  T h e  

p ro c e s s  is  a  o n e - to -o n e  se a rch ; s e r ia l n u m b e r  to  

s e r ia l n u m b e r  a n d  a  p h o to  c o m p a r is o n .  N o th in g  is

re v e a le d  in  m a k in g  the  c o m p a r is o n  

c a n n o t a lre a d y  see - g e n d e r, fa c ia l 

ra ce  and  a p p ro x im a te  age . C o n f irn i;  

in d iv id u a l is  the  le g it im a te  h o ld e r  d  

o th e r  p e rs o n a l da ta  the  o f f ic e r  d o e s  

p e r fo rm a n c e  o f  h is  d u ty . In  th is  co i 

p h o to g ra p h  m ee ts  a  s p e c if ic  fu n c t io jx  

w ith o u t  u n n e c e s s a r i ly  in v a d in g

tha t the  o f f ic e r  

c h a ra c te r is t ic s ,  

a t io n  th a t the 

o e s  n o t  re v e a l 

n o t  n e e d  in  the 

j i t e x t ,  a  

a l re q u ire m e n t  

.cy.priv ja i

H ea lth  c a re  s y s t e m s  h a v e  g ijeater  

p r iv a c y  re q u ire m e n ts

T h e  id e n t if ic a t io n  fu n c t io n s  in  the  h lea lth  c a re  

sy s tem  e n co m p a ss  tho se  re q u ire d  in  the  s o c ia l 

a ss is ta n ce  a n d  d r iv e r ’ s l ic e n s e  s y s te m s . In  

c o u n tr ie s  w h e re  the c o s ts  o f  h e a lth  

p a id  th ro u g h  the ta x  ba se , th e re  is  a  

e n ro lm e n t  id e n t i f ic a t io n  a n d  o n g o in g  

e n t it le m e n t. W

“Failure o f public 
authorities to use 

information technology in 
the face of unscrupulous 

individuals or 
organisations which do, 
will undermine essential 

benefits systems and 
promote criminality”
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P r iv a c y  e n h a n c in g  te c h n o lo g ie s  su c f i 

a l lo w  use  o f  b io m e t r ic s  to  e s ta b lis h  

b e tw een  in d iv id u a ls  and  th e ir  p e rso i 

F a i lu r e  o f  p u b l ic  a u th o r it ie s  to  u se  

te c h n o lo g y  in  the  fa ce  o f  unscrupulcjn 

o r  o rg a n is a t io n s  w h ic h  d o , w i l l  u nd e  

b e n e f its  sy s tem s and  p ro m o te  c r im i  

B io m e t r ic  id e n t if ie r s  a re  n o t  a pan a c  

d e s ig n  o f  sy s tem s m u s t be  s t r ic t ly  l i  

m e e tin g  the id e n t if ie d  fu n c t io n , b u t  

e s se n t ia l to  p u b l ic  and  p r iv a te  f in an j; 

the age o f  in fo rm a t io n  te c h n o lo g y

Report by Rita Reynolds, privacy 
has corporate responsibility for a<j< 
privacy legislation in the Municip; 
Metropolitan Toronto. Internet ai 
rita_e._reynolds@metrodesk.meti[i

g iv e  

o n c e m s  as a 

h im  as b e in g  

ia l  a s s is ta n ce  

i ta l p h o to g ra p h  

p ro v id e s  fo r  

a t io n  and , as 

n g  e x a m p le , 

in fo rm a t io n  a 

o n e r  d o e s  n o t 

<bt a lre a d y

as e n c r y p t io n  

a  se cu re  l in k  

« a l  in fo rm a t io n ,  

in fo rm a t io n  

u s  in d iv id u a ls  

rm in e  e s se n t ia l 

i t i a l i t y .

ea  a n d  the 

i|m ited  to  

th e y  a re  

ia l  s y s te m s  in

advocate, who 
cess and 

'idity of 
ddress: 
otor.on.ca

Privacy Laws & Business Newsletter
September 1996

Page 30


