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Privacy safeguards for 
Canada's DNA database?

The world’s first national DNA database was 
established last year in the UK (PL&B, April 
1996, p. 13). In his 1995-96 Annual Report, 
Canada's Privacy Commissioner, Bruce Phillips, 
reports on similar developments in Canada and 
presents his ideas for safeguards.
L a s t  y e a r  w e  re p o r te d  o u r  re c o m m e n d a t io n s  o n  the 

p ro p o s e d  b i l l  to  a l lo w  p o l ic e  to  o b ta in  D N A  

sa m p le s  f r o m  a  p e rs o n  su sp e c te d  o f  a s e r io u s  

c r im e . T h e  la w  w a s  e n a c ted  in  J u ly  1995 .

H o w e v e r ,  the  le g is la t io n  d id  n o t de a l w ith  

s e v e ra l p r iv a c y  is su e s , the  m o s t  im p o r ta n t  o f  w h ic h  

w a s  w h e th e r  to  e s ta b lis h  a da tabase  o f  g e n e t ic  

s a m p le s  o r  a n a ly s e s  d e r iv e d  f r o m  those  sam p le s . 

E a r ly  in  1996 , the  S o l ic i t o r  G e n e ra l is su e d  a 

c o n s u lta t io n  d o cu m e n t, Establishing a National 
DNA Databank, tha t d e a lt  w it h  m a n y  o f  the 

re m a in in g  p r iv a c y  is su e s . O u r  re sp o n se  m ade  

s e v e ra l p ro p o s a ls :

•  s a m p le s  s h o u ld  be ta ken  fo r  the da tabase  o n ly  

a f te r  the  p e rs o n  has b e en  c o n v ic te d  (as o p p o se d  

to  s a m p le s  ta k e n  d u r in g  the in v e s t ig a t io n  to  

p ro v e  the c r im e  in  q u e s t io n ) . F o r  the “ le ss  

s e r io u s ” o f  these se r io u s  o f fe n c e s , a ju d ic ia l  

w a rra n t  w o u ld  be  n eeded  to  a c q u ire  the sa m p le  

f o r  the  da taba se . F o r  the  m o re  se r io u s  

o f fe n c e s , ta k in g  the sa m p le  w o u ld  be 

a u to m a tic ;

•  o n ce  the a n a ly s is  o f  a sa m p le  app ea rs  o n  the 

da tabase , e ith e r  a u to m a t ic a lly  o r  b y  ju d ic ia l  

w a rra n t , the  p o l ic e  s h o u ld  be p e rm it te d  a cce ss  

to  the  da tabase  w h e n e v e r  th ey  h ave  D N A  

e v id e n c e  f r o m  a c r im e  scene  tha t m a y  m a tch  a 

sa m p le  ta ke n  f r o m  the da tabase;

•  o n ly  the  fo re n s ic  a n a ly s is  o f  D N A  sam p le s  

ta ke n  f r o m  c o n v ic te d  o f fe n d e rs  s h o u ld  be kep t, 

n o t  the a c tu a l s a m p le s . D is c a r d in g  the a c tu a l 

s a m p le s  w o u ld  p re v e n t  u n re la te d  se co n d a ry  

u se s , in c lu d in g  e th ic a l ly  p ro b le m a t ic  re se a rch  

in to  g e n e t ic  l in k s  to  c r im e ;

•  v o lu n te e re d  sa m p le s  fo r  a c r im in a l 

in v e s t ig a t io n  ( fo r  e x a m p le , w h e n  the p o l ic e  

a pp ea l to  a c o m m u n it y  to  v o lu n te e r  D N A  to 

h e lp  t r a c k  d o w n  a v io le n t  c r im in a l)  s h o u ld  be 

u se d  o n ly  f o r  the  in v e s t ig a t io n  o f  the o ffe n c e  in  

q u e s t io n ;  the  sa m p le s  and  the a n a ly s is  o f  the

sa m p le s  s h o u ld  be  d e s tro y e d  im m e d ia te ly  a f te r  

the  d o n o rs  a re  e xo n e ra te d ;

• D N A  id e n t if ic a t io n  in fo rm a t io n  o n  the da tabase  

sh o u ld  n o t  be  k e p t  id e f in it e ly .  It s h o u ld  be  

d e s tro y e d  w h e n  n o  lo n g e r  n e e d ed  - fo r  

e x a m p le , a fte r  the  o f fe n d e r  h a s d ie d  o r  a 

s u f f ic ie n t  t im e  has p a ssed  (p e rh a p s  d e cad e s  in  

so m e  ca ses) and  the o f fe n d e r  is  n o t  l ik e ly  to  

re -o ffe n d ;

• le g is la t io n  e s ta b lis h in g  a  D N A  da tabase  s h o u ld  

p ro v id e  fo r  a r e v ie w  o f  the  da tabase  o p e ra t io n  

w it h in  tw o  to  th ree  y e a rs  o f  the  le g is la t io n  

c o m in g  in to  fo rc e . T h e  r e v ie w  w o u ld  in c lu d e  

a  p r iv a c y  au d it.

T h e  p r iv a c y  a u d it  is  p a r t ic u la r ly  im p o r ta n t .

T w o  o r  th ree  y e a rs  e x p e r ie n c e  w it h  the  da tabase  

s h o u ld  g iv e  a g o o d  id e a  o f  its  u t i l i t y  in  s o lv in g  

c r im e s . It w i l l  a ls o  h e lp  to  e n su re  th a t the  da tabase  

does n o t  b e co m e  su b je c t to  “ fu n c t io n  c r e e p . ” . W e  

w a n t to  a v o id  an e v e r - le n g th e n in g  l is t  o f  o f fe n c e s  

fo r  w h ic h  a D N A  da tabase  o r  D N A  s a m p lin g  in  

c r im in a l  in v e s t ig a t io n s  is  a l lo w e d . T h e  p re s su re  

to  d o  ju s t  tha t is  a lre a d y  p re se n t  in  o u r  s o c ie ty ,  a  

p ro d u c t  o f  the  v e r y  e x is te n c e  o f  t e c h n o lo g y  a n d  a 

b e l ie f  tha t te c h n o lo g y  c a n  s o lv e  a l l  o u r  w o e s , i f  

o n ly  w e  le t  it .

L e g is la t io n  d e a lin g  w it h  these  re m a in in g  a sp e c ts  

o f  fo re n s ic  D N A  a n a ly s is  h a s y e t  to  be  in t ro d u c e d  

in  P a r lia m e n t .  W e  a w a it  a n y  su ch  p ro p o s e d  

le g is la t io n  to  en su re  tha t i t  m ee ts  o u r  c r i t e r ia .

A s  a f in a l no te  o n  th is  su b je c t , w e  c o m m e n d  

bo th  the D e p a r tm e n t o f  J u s t ic e  a n d  the M in is t r y  o f  

the  S o l ic i t o r  G e n e ra l fo r  r e c o g n is in g  p r iv a c y  is su e s  

as a m o n g  the m o s t  s ig n if ic a n t  in  the  d is c u s s io n  o f  

fo re n s ic  D N A  s a m p lin g  and  D N A  da taba se s . W e  

a lso  c o m m e n d  th em  fo r  in v o lv in g  o u r  o f f ic e  in  the  

c o n su lta t io n  p ro c e s s  before le g is la t io n  is  

in t ro d u c e d . T h e ir  w il l in g n e s s  to  d is c u s s  the  

p r iv a c y  is su e s  w it h  o u r  o f f ic e  e n su re s  a  h e a r in g  at 

a t im e  w h e n  ch an g e s  c a n  be  a c c o m m o d a te d  w ith  

l it t le  p o l i t ic a l  e m b a rra s sm e n t.

The Annual Report Privacy Commissioner 
1995-96 (ISBN 0-662-62582-X) is available on 
audio cassette and computer diskette from:
The Privacy Commissioner of Canada, 112 Kent 
Street, Ottowa, Ontario, Canada K1A 1H3.
Tel: +1 (613) 995 2410 Fax: +1 (613) 947 6850
Contact: Sally Jackson Tel: +1 (613) 995 8566 
Internet: http://infoweb.magi.com/~privcan/
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