
□
Berlin DPA supervises 

German Railway and Citibank 
TBDF contract

What happened when Citibank's joint credit 
card/season ticket venture with German 
Railways led to public demands for application 
of Germany's strict data protection law to their 
personal data transferred to and processed in 
the USA? Dr Alexander Dix, the Berlin Deputy 
Data Protection Commissioner, explains. The 
parties wanted a legal result which would 
satisfy not only current German law but also 
the EU Data Protection Directive's rules on 
transferring personal data to a country without 
adequate regulation, which would apply when 
the Directive is implemented in October 1998.
T h e  G e rm a n  F e d e r a l R a i lw a y  u s e d  to  be  a 

s ta te -o w n e d  p u b l ic  m o n o p o ly .  In  1 9 9 4  i t  w a s  

p r iv a t is e d  a n d  b e ca m e  a  p u b l ic  c o rp o ra t io n ,  the 
German Railway (Deutsche Bahn AG). T h e  

m a jo r it y  o f  it s  s to c k s  is  o w n e d  b y  the  F e d e ra l 

R e p u b lic .  T h e  c o rp o ra t io n  s t i l l  h a s , b y  a n d  la rg e , 

a  m o n o p o ly  in  th e  G e rm a n  r a i lw a y  se c to r .

T h e  p r o b le m  b e g a n  w h e n  the  G e rm a n  R a i lw a y  

s ta r te d  to  o f f e r  a  d is c o u n t  sy s te m  b a sed  o n  a  

p la s t ic  c a rd ,  the  R a i lw a y C a r d  (B a h n C a rd ) .

H o ld e r s  o f  th is  c a rd  w e re  e n t it le d  to  c e r ta in  

c o n s id e ra b le  d is c o u n ts  w h e n  t r a v e l l in g  b y  t ra in  in  

G e rm a n y .  T h is  c a rd  so o n  b e ca m e  v e r y  p o p u la r  

e s p e c ia l ly  w it h  c o m m u te r s  a n d  o ld  age  p e n s io n e rs . 

T h e  c a rd  w a s  e q u ip p e d  w it h  n e ith e r  a  m a g n e t ic  

s t r ip  n o r  w it h  a  c h ip .  T h e  R a i lw a y C a r d  h ad  to  be  

a p p lie d  f o r  a t t r a in  s ta t io n s  a n d  w a s  p ro d u ce d  b y  a 

p r iv a te  G e rm a n  c o m p a n y , B e r te ls m a n n .

" T h e  b e tte r  R a ilw a y C a r d "

In  N o v e m b e r  1 9 9 4 , G e rm a n  R a i lw a y  d e c id e d  to  

c o -o p e ra te  w it h  th e  G e rm a n  s u b s id ia r y  o f  

C i t ib a n k ,  o n e  o f  the  la rg e s t  in te rn a t io n a lly  

o p e ra t in g  b a n k s . T h e  tw o  c o m p a n ie s  c o n c lu d e d  a 

c o -b ra n d in g  a g re e m e n t w h ic h  p r o v id e d  fo r  the  

is s u in g  o f  the  R a i lw a y C a r d  w it h  a  p a y m e n t 

fu n c t io n .  A l l  R a i lw a y C a r d s  b e ca m e  V I S A  c re d it  

c a rd s  a t n o  a d d it io n a l c o s t  f o r  the  c u s to m e r . T h e  

sam e a p p lie d  a ls o  to  o ld  R a i lw a y C a r d s  w h ic h  

w e re  to  b e  re n e w e d  o n  a n  a n n u a l b a s is .  In  

a d d it io n , th e  R a i lw a y C a r d  c a r r ie d  the. h o ld e r 's  

p h o to g ra p h .

T h e  R a i lw a y C a r d s ,  as w e l l  as the  n o rm a l V I S A  

c a rd s  is s u e d  to  G e rm a n  C it ib a n k  c u s to m e rs  as 

f r o m  J u ly  1, 1995 , w e re  p ro d u c e d  in  the  U n it e d  

S ta tes; m o re  p r e c is e ly  in  da ta  c e n tre s  r u n  b y  

C i t ib a n k  s u b s id ia r ie s  in  S o u th  D a k o ta  a n d  N e v a d a .

A s  so o n  as the  f i r s t  G e rm a n  t ra in  p a s se n g e rs  

w a n te d  to  re n e w  th e ir  R a i lw a y C a r d  o r  to  a p p ly  fo r  

a  n e w  one  in  J u ly  1995 , th e y  w e re  t o ld  th a t th e y  

h a d  to  a c cep t the  R a i lw a y C a r d  w it h  thd c r e d it  c a rd  

fu n c t io n  (a d v e rt is e d  b y  G e rm a n  R a i lw a y  a n d  

C it ib a n k  as " th e  b e tte r  R a i lw a y C a r d " ) .  T h is  

a p p lie d  e v e n  i f  th e y  d id  n o t  w a n t  a  c r e d it  c a rd  a t 

a l l ,  p e rh a p s  b e cau se  th e y  a lre a d y  h a d  o n e .

C o m p la in ts  a n d  fe a rs  o f  d a ta  m  is u s e

T h is  r a i lw a y / c r e d it  c a rd  le d  to  n u m e ro u s  

c o m p la in ts  a n d  n e g a t iv e  re p o r ts  in  the  m e d ia  a b o u t 

the  w h o le  c o -b ra n d in g  d e a l w h ic h  w a s  s a id  to  be  

the  b ig g e s t  c re d it  c a rd  a g re e m e n t in  G e rm a n y  so  

fa r .  I t w a s  w id e ly  b e lie v e d  in  G e rm a n y  th a t the  

G e rm a n  R a i lw a y  m o n o p o ly  h a d  s o ld  the  da ta  o f  it s  

e x is t in g  R a i lw a y C a r d  c u s to m e rs , a n d  o f  a l l  

p o te n t ia l c u s to m e rs , to  a  b ig  U S -b a s e d  b a n k  w h ic h  

w a s  v e r y  l ik e ly  to  u se  th is  d a ta  in  the  d ir e c t  

m a rk e t in g  b u s in e s s , a n d  n o t  s im p ly  f o r  the  

in d iv id u a ls ' o w n  p u rp o se s .

T h e  lo c a l G e rm a n  da ta  p ro te c t io n  s u p e rv is o r y  

a u th o r it ie s  c r i t ic is e d  a  n u m b e r  o f  p o in t s  in  the  

a p p lic a t io n  fo rm  is s u e d  b y  G e rm a n  R a i lw a y  a n d  

C it ib a n k ,  e s p e c ia lly  the  fa c t  tha t p e rs o n a l d a ta  o n  

c re d itw o r th in e s s  w a s  c o lle c te d  f r o m  p e o p le  w h o  

s im p ly  w a n te d  to  g e t o n  a  t r a in  r e g u la r ly .

B a c k tr a c k  to  th e  "p u re "  R a ilw a y C a r d

V e r y  so o n  - a f te r  s tro n g  p u b l ic  p ro te sts  b y  

c o n su m e r  g ro u p s  a n d  da ta  p ro te c t io n  a u th o r it ie s  - 

th e  R a i lw a y  and  C it ib a n k  h a d  to  re -n e g o tia te  the  

c o -b ra n d in g  a g re e m en t to  e x te n d  i t  to  the  

p ro d u c t io n  o f  the  o ld - s t y le  R a i lw a y C a r d  w ith o u t  

the  c re d it  c a rd  fu n c t io n  a n d  to  o f f e r  i t  to  

c u s to m e rs  as an  o p t io n . I t w a s  c a l le d  m e  "p u re "  

R a i lw a y C a r d  (B a h n C a rd  p u r ) .  F r o m  tljie 

a p p ro x im a te ly  3 ,0 5 4 ,0 0 0  R a i lw a y C a r d s  th a t h a d  

b e e n  is su e d  to  G e rm a n  c u s to m e rs  b y  th e  m id d le  o f  

J u ly  1996 , the  v a s t  m a jo r it y  o f  c a rd s  w e re  o f  th is  

ty p e , i .e .  w ith o u t  the  p a y m e n t  fu n c t io n .

H o w e v e r ,  C i t ib a n k  is  n o w  t r y in g  to  in c re a s e  the  

sa le s  o f  the  c o m b in e d  R a i lw a y  V I S A  c a rd .
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□
B e r lin  C o m m is s io n e r 's  v ie w

O n  1st A u g u s t  1995 , the  B e r l in  D a ta  P ro te c t io n  

C o m m is s io n e r  t o o k  o v e r  ju r is d ic t io n  fo r  the 

G e rm a n  R a i lw a y .  D is c u s s io n s  b e tw e e n  the B e r l in  

D a ta  P r o te c t io n  C o m m is s io n e r ,  the  G e rm a n  

R a i lw a y  a n d  C it ib a n k  m ad e  i t  c le a r  th a t the 

G e rm a n  R a i lw a y ,  as the  p r im a r y  c o l le c to r  o f  the 

p a s se n g e rs ' p e rs o n a l da ta , s h o u ld  n o t  be  a l lo w e d  

to  o u ts o u rc e  the  w h o le  is su e  o f  da ta  p ro te c t io n  in  

r e la t io n  to  the  R a i lw a y C a r d ,  e s p e c ia lly  in  v ie w  o f  

the  fa c t  th a t th is  o u ts o u rc in g  e x e rc is e  le d  to  a 

m a s s iv e  t ra n s b o rd e r  da ta  f lo w  in to  a  n o n - E U  

c o u n t ry ,  th e  U S A .

A lt h o u g h  the  t im e  l im i t  to  adap t n a t io n a l 

le g is la t io n  to  the  D a ta  P ro te c t io n  D ir e c t iv e  

( 9 5 / 4 6 /E C )  e x p ir e s  o n ly  in  O c to b e r  1998 , an d  

G e rm a n y  h a s  n o t  y e t  a d ap te d  its  F e d e ra l D a ta  

P ro te c t io n  A c t  to  the  D ir e c t iv e ,  the  B e r l in  D a ta  

P ro te c t io n  C o m m is s io n e r  s u c c e s s fu l ly  a rg u e d  tha t 

n o  t ra n s b o rd e r  da ta  f lo w  to  the  U n it e d  S ta te s  

s h o u ld  ta ke  p la c e  e v e n  b e fo re  tha t da te  u n le s s  the  

re q u ire m e n ts  o f  A r t ic le s  2 5  a n d  2 6  w e re  m e t. 

O b v io u s ly ,  the  p a r t ie s  to  the  c o -b ra n d in g  

a g re e m e n t w e re  th e m se lv e s  in te re s te d  in  f in d in g  

a  s o lu t io n  w h ic h  w o u ld  a l lo w  th e m  to  c o n t in u e  the  

t ra n s a t la n t ic  da ta  p ro c e s s in g  v e n tu re  a fte r  O c to b e r  

1998 .

B u t  i t  is  im p o r ta n t  to  s tre ss  tha t we are in a 
pre-1998 situation. W h a t  is  le g a l f r o m  O c to b e r  

1998  a n d , m o re  p r e c is e ly ,  w h a t  is  an  adequa te  

le v e l o f  p ro te c t io n ,  is ,  to  a  c e r ta in  e x te n t, f o r  the 

E u ro p e a n  C o m m is s io n  a n d  the A r t i c le  2 9  W o r k in g  

P a r ty  to  d e c id e . T h is  p o in t  w a s  u n d e r lin e d  a t the 

E u ro p e a n  D a ta  P ro te c t io n  C o m m is s io n e r s ' 

C o n fe re n c e  in  A p r i l  1995  in  M a n c h e s te r .

A lth o u g h  I c a n n o t  sp e a k  h e re  o n  b e h a lf  o f  the 

C o m m is s io n  n o r  o f  the  W o r k in g  P a r ty  n o r  in d e e d  

o n  b e h a lf  o f  a n y  o th e r  a u to n o m o u s  n a t io n a l 

s u p e r v is o r y  a u th o r it ie s  in  E u ro p e ,  I  am confident 
that the solution which was found in the 
RailwayCard case is very likely to pass the 
"adequateprotection" test in 1998.

T w o  s e p a r a te  q u e s t io n s

1. D o e s  the  c o n tra c tu a l s o lu t io n  in  the 

R a i lw a y C a r d  ca se  m e e t the  adequa te  

p ro te c t io n  re q u ire m e n t?

2 . C a n  the  c o n tra c tu a l s o lu t io n  in  th is  ca se  be  

re g a rd e d  as a  m o d e l f o r  e x p o r t in g  p e rs o n a l 

d a ta  f r o m  the  E U  to  th ir d  c o u n tr ie s  in  

g e n e ra l?

T h e  a n sw e rs  to  these  q u e s t io n s  a re  n o t  

n e c e s s a r i ly  id e n t ic a l.

T h e  D a ta  P ro te c t io n  A g r e e m e n t

In  F e b ru a ry  1996 , the  G e rm a n  R a i lw a y  an d  

C it ib a n k  s ig n e d  a  s p e c if ic  D a ta  P ro te c t io n  

A g re e m e n t  s ta t in g  tha t the  r e s p o n s ib i l i t y  f o r  

p e rs o n a l d a ta  w h ic h  is  c o lle c te d  fo r  th e  p u rp o se s  

o f  the  r a i lw a y  re s ts  w it h  G e rm a n  R a i lw a y ,  

w h e re a s  C it ib a n k  is  re s p o n s ib le  f o r  the  p ro te c t io n  

o f  the  c re d it  da ta . B o th  c o m p a n ie s  h a v e  a  j o in t  

r e s p o n s ib i l i t y  w it h  re g a rd  to  the  n am e  a n d  a d d re ss  

o f  the  c a rd  h o ld e r .

In  o rd e r  to  e x p la in  the  ro u te  w h ic h  the  d a ta  o f  

a  G e rm a n  R a i lw a y C a r d  a p p lic a n t  ta ke s , a n d  to  

fo c u s  o n  the t ra n sb o rd e r  da ta  f lo w  a sp e c t, I h a v e  

to  s im p l i f y  a  l i t t le .  T h e  a p p lic a n ts ' da ta  is  

c a p tu re d  a t a  t r a in  s ta t io n  (o r  t ra v e l a gen t) a n d  is  

fo rw a rd e d  to  C it ib a n k  G e rm a n y .  A f t e r  b e in g  

c h e c k e d  i t  is  th en  e n c ry p te d  a n d  sen t to  the  

C it ib a n k  s u b s id ia ry  in  S o u th  D a k o ta . T h is  

c o m p a n y  o rg a n is e s  the  p ro d u c t io n  o f  the  c a rd  w ith  

the  h e lp  o f  a n o th e r  C i t ib a n k  s u b s id ia r y  in  N e v a d a . 

N o  t ra n s a c t io n a l d a ta  f r o m  the u se  o f  

R a i lw a y C a r d s  w it h  a V I S A  fu n c t io n  is  p ro c e s s e d  

in  the  U n ite d  S ta te s . T h e  c a rd  is  th en  p u t  in to  an  

e n v e lo p e  w ith  the  c u s to m e r 's  a d d re ss , s e a le d  an d  

sh ip p e d  to  a C it ib a n k  s u b s id ia r y  in  the 

N e th e r la n d s  f r o m  w h e re  i t  is  m a i le d  to  the  

a p p lic a n t 's  h o m e  add re ss  in  G e rm a n y .  (T h e  

re a so n  fo r  the  d e to u r  v ia  the  D u tc h  c o m p a n y  is  

s im p ly  the  lo w e r  p o s tag e  ra te s  in  the  N e th e r la n d s  

c o m p a re d  w ith  G e rm a n y ) .

T h e  In ter-territo ria l A g r e e m e n t

T h is  D a ta  P ro te c t io n  A g re e m e n t  w a s  fo l lo w e d  b y  

the  In te r - te r r it o r ia l D a ta  P ro te c t io n  A g re e m e n t  

( A I D P )  s ig n e d  b y  the  G e rm a n  an d  A m e r ic a n  

s u b s id ia r ie s  o f  C it ib a n k .

1. T h e  p a r t ie s  o n  b o th  s id e s  o f  the  A t la n t ic  

ag ree  to  apply German Data Protection 
Law to  th e ir  h a n d lin g  o f  c a rd h o ld e r s ' da ta .

2 . C i t ib a n k  in  the  U S  an d  in  E u ro p e  is  not 
allowed to transfer personal data to third 
parties f o r  m a rk e t in g  p u rp o se s  e x c e p t  in  

tw o  cases:

a) da ta  o f  a p p lic a n ts  f o r  a R a i lw a y C a r d  

w it h  a  p a y m e n t  fu n c t io n  m a y  b e  t ra n s fe r re d  

to  o th e r  C i t ib a n k  c o m p a n ie s  in  o rd e r  to  

m a rk e t  f in a n c ia l  s e rv ic e s ;

b ) da ta  o f  a p p lic a n ts  f o r  a p u re
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□
R a i lw a y C a r d  m a y  o n ly  b e  u s e d  o r  

t ra n s fe r re d  fo r  B a h n C a rd  m a rk e t in g  

p u rp o s e s , i . e .  to  t r y  to  c o n v in c e  the 

c a rd h o ld e r  th a t he  s h o u ld  u p g ra d e  h is  

R a i lw a y C a r d  to  h a v e  a  "b e tte r  B a h n C a rd "  

w it h  a  c r e d it  c a rd  fu n c t io n .

3 . T h e  technical requirements o n  da ta  s e c u r ity  

a c c o rd in g  to  G e rm a n  la w  a re  s p e lt  o u t  in  

d e ta i l.

4 . T h e  A m e r ic a n  C i t ib a n k  s u b s id ia r y  h a s  to  

appoint data protection supervisors, 
f o l lo w in g  the  G e rm a n  le g a l re q u ire m e n ts .

5 . T h e  G e rm a n  c a rd  c u s to m e rs  h a v e  all the 
individual rights a g a in s t  the  A m e r ic a n  

C i t ib a n k  s u b s id ia r y  w h ic h  th e y  h a ve  u n d e r  

G e rm a n  la w .  T h e y  c a n  a s k  f o r  in sp e c t io n , 

c la im  d e le t io n , c o r r e c t io n  o r  b lo c k in g  o f  

th e ir  da ta  a n d  th e y  c a n  b r in g  an  a c t io n  fo r  

c o m p e n s a t io n  u n d e r  the  s t r ic t  l ia b i l i t y  ru le s  

o f  G e rm a n  la w  e ith e r  a g a in s t  the  G e rm a n  

R a i lw a y ,  th e  G e rm a n  C it ib a n k  s u b s id ia ry ,  

o r  d ir e c t ly  a g a in s t  the  A m e r ic a n  C it ib a n k  

s u b s id ia r y .

6 . T h e  C i t ib a n k  s u b s id ia r ie s  in  the  U n ite d  

S ta te s  ag re e  to  a c c e p t  on-site audits b y  the  

G e rm a n  d a ta  p ro te c t io n  s u p e rv is o r y  

a u th o r it y ,  i . e .  the  B e r l in  D a ta  P ro te c t io n  

C o m m is s io n e r ,  o r  h is  n o m in a te d  agen ts , 

f o r  e x a m p le  an  A m e r ic a n  c o n s u lt in g  o r  

a u d it in g  f i r m  a c t in g  o n  h is  b e h a lf .

T h is  v e r y  im p o r ta n t  p r o v is io n  c o n ta in s  a  

r e s t r ic t io n  in  ca se  U .S .  a u th o r it ie s  in s t ru c t  

C i t ib a n k  in  th e ir  c o u n t ry  n o t  to  a l lo w  

fo re ig n  a u d ito rs  in .  H o w e v e r ,  th is  

r e s t r ic t io n  is  n o t  v e r y  l ik e ly  to  h ap pen . O n  

the  c o n t r a r y ,  U . S .  a u th o r it ie s  h a ve  a lre a d y  

d e c la re d , b y  w a y  o f  a  d ip lo m a t ic  no te  sen t 

to  th e  G e rm a n  s id e , th a t th e y  w i l l  a c ce p t  

th e se  a u d its . T h is  d e c is io n  fo l lo w s  an  

a g re e m e n t b e tw e e n  G e rm a n  an d  U n ite d  

S ta te s  b a n k in g  s u p e rv is o r y  a u th o r it ie s  o n  

a u d it in g  the  t ra n s b o rd e r  p ro c e s s in g  o f  

a c c o u n t in g  da ta .

T h is  a g re e m e n t v e r y  m u c h  fa c il it a te d  the  

a c ce p ta n ce  o f  G e rm a n  da ta  p ro te c t io n  

a u d its  b y  C i t ib a n k  in  th e  U n it e d  S ta tes . A s  

fa r  a s  da ta  s e c u r it y  c o n ce p ts  a re  c o n ce rn e d , 

the  F e d e r a l B a n k in g  S u p e r v is o r y  A u th o r it y  

a n d  the  B e r l in  D a ta  P ro te c t io n

C o m m is s io n e r  w i l l  b e  w o r k in g  c lo s e ly  

tog e th e r.

7 . F in a l ly ,  the  G e rm a n  R a i lw a y  h a s  b e e n  

l in k e d  to  th is  a g re e m e n t b e tw e e n  C i t ib a n k  

s u b s id ia r ie s  in  a  s p e c if ic  p r o v is io n .

The conclusion I  would draw to my first 
question on whether the contractual solution meets 
the ’’adequate protection” test would, in this 
particular case, be positive.

C it ib a n k  a c c e p t s  h ig h  le v e l o f  d a ta  

p ro te c t io n

T h e  c o m p a n y  in  the  U n it e d  S ta te s  h a s  a c c e p te d  the 

G e rm a n  le v e l o f  da ta  p ro te c t io n . T h is  g o e s  w e l l  

b e y o n d  a l l  p r e v io u s  u n i la te r a l p r iv a c y  c o d e s  a n d  

c o m m itm e n ts  d ra fte d  b y  A m e r ic a n  c o m p a n ie s  su ch  

as B a n k  A m e r ic a  o r  M ic r o s o f t .  In  o ne  re sp e c t  

C i t ib a n k  e v e n  a cce p te d  a  s ta n d a rd  o f  p ro te c t io n  

h ig h e r  th an  u n d e r  d ie  c u r re n t  G e rm a n  le g is la t io n !  

I f  G e rm a n  R a i lw a y  h a d  c o n t in u e d  to  p ro d u c e  the 

c a rd s  th e m se lv e s , o r  to  h a v e  th e m  p ro d u c e d  b y  a  

G e rm a n  c o m p a n y , the  c u s to m e rs  w o u ld  o n ly  h a v e  

h ad  the r ig h t  to  o b je c t  to  the  u se  o r  sa le  o f  th e ir  

da ta  to  th ir d  p a r t ie s  f o r  a n y  marketing p u rp o se s . 

U n d e r  the  In te r-  t e r r i t o r ia l  A g re e m e n t  th is  is  

generally fo rb id d e n , su b je c t  to  l im it e d  e x c e p t io n s .

T h e  D a ta  P ro te c t io n  C o m m is s io n e r  in s is te d  o n  

the strict purpose limitation - tha t a p p lic a n t s ' d a ta  

w o u ld  o n ly  be  u se d  fo r  p r o d u c in g  the  c a rd  - s in c e  

a  m a jo r  p o in t  in  m a n y  c o m p la in ts  r e c e iv e d  b y  the 

B e r l in  C o m m is s io n e r  w a s  th a t the  da ta  : o u ld  

e a s ily  b e  u se d  f o r  i l le g it im a te  p u rp o se s  o n c e  i t  h a d  

b e en  e x p o rte d .

F u r th e rm o re , the  In te r - te r r it o r ia l A g re e m e n t  to  

w h ic h  the da ta  su b je c t is  n o t  a  p a r ty  n e v e r th e le s s  

g iv e s  h im  individual rights which he can enforce 
in the German Courts. U n d e r  G e rm a n  la w  th is  is  

a  c o n tra c t  w h ic h  d ir e c t ly  b e n e f its  a  t h ir d  p a r ty .

C o m m o n  la w  ju r is d ic t io n s  h a ve  le g a l p ro b le m s  

w it h  th is  c o n ce p t. H o w e v e r ,  the  I n te r - te r r it o r ia l 

A g re e m e n t  h o ld s  the  G e rm a n  C it ib a n k  

s u b s id ia r ie s ,  and  in d e e d  the  G e rm a n  R a i lw a y ,  

re sp o n s ib le  f o r  a n y  v io la t io n  o f  the  a g re e m e n t an d  

o f  G e rm a n  da ta  p ro te c t io n  la w  th a t m ig h t  o c c u r  in  

the  p ro d u c t io n  p ro c e s s  o f  R a i lw a y C a r d s  in  the  

U n it e d  S ta tes .

W h a t if  th e  c o n tra c t  is  r e v o k e d ?

O f  c o u rse  a n y  p a r ty  to  the  In te r - te r r it o r ia l 

A g re e m e n t  c o u ld  re v o k e  it .  B u t  th is  w o u ld  le a d
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n o t  o n ly  to  c la im s  fo r  d e le t io n  a n d  d am ages  

b ro u g h t  b y  the  c a rd  c u s to m e rs  b u t  a ls o  v e r y  l ik e ly  

a  t ra n s fe r  p r o h ib i t io n  n o t ic e  w o u ld  b e  s e rv e d  b y  

the  B e r l in  D a ta  P ro te c t io n  C o m m is s io n e r  o n  the  

G e rm a n  R a i lw a y .

O n e  o f  th e  m o s t  fa r - re a c h in g ,  im p o r ta n t  and  

n o v e l p r o v is io n s  in  the  A g re e m e n t  is  the 

a c ce p ta n ce  b y  the  U .S .  s u b s id ia r y  o f  C i t ib a n k  tha t 

o n - th e -sp o t  a u d its  b y  G e rm a n  a u th o r it ie s  w i l l  be  

a l lo w e d . In  p ra c t ic e  the  B e r l in  C o m m is s io n e r  is  

v e r y  l ik e ly ,  f o r  o b v io u s  b u d g e ta ry  re a so n s , to  

in s t ru c t  a  c o n s u lt a n c y  f i r m  in  the  U n it e d  S ta tes 

w it h  a u d it in g  e x p e r ie n c e  to  c a r r y  o u t the  a u d it  

o n -s ite . T h is  is  b y  n o  m e an s  le s s  e f fe c t iv e  th an  an  

a u d it  b y  th e  C o m m is s io n e r  h im s e lf ,  w h o  has 

a lre a d y  m ad e  a  v is i t  to  a C it ib a n k  da ta  cen tre  in  

N e v a d a .

C a n  c o n t r a c t s  r e p la c e  n a t io n a l la w ?

Can the contractual solution in this case be 
regarded as a model for legally exporting personal 
data from the EU to third countries in general?

F i r s t ly ,  w e  m u s t  lo o k  a t the  s t ru c tu re  o f  the 

p r o v is io n s  in  the  E U  D a ta  P ro te c t io n  D ir e c t iv e  

9 5 / 4 6 / E C  c o n c e rn in g  da ta  

e x p o r t  to  n o n - E U  c o u n t r ie s .

A r t ic le s  2 5  a n d  2 6  o f  the 

D ir e c t iv e  (re a d  a g a in s t  the 

b a c k g ro u n d  o f  r e c it a ls  5 6  to  

6 0 ) c le a r ly  sta te  th a t, as a  

ru le ,  the  r e c e iv in g  third 
country h a s  to  e n su re  an  

adequa te  le v e l o f  p ro te c t io n .

T h e  a d e q u a c y  o f  the  le v e l o f  

p ro te c t io n  s h a ll  b e  a sse ssed  

in  the  l ig h t  o f  a l l  the  

c ir c u m s ta n c e s  s u r ro u n d in g  a 

da ta  t ra n s fe r  o p e ra t io n ;  

p a r t ic u la r  c o n s id e ra t io n  s h a ll 

be  g iv e n  to  the  ru le s  o f  la w ,  b o th  g e n e ra l and  

s e c to ra l,  in  fo r c e  in  the  t h ir d  c o u n t ry  in  q u e s t io n .

A s  a  derogation f r o m  th is  ru le ,  A r t i c le  2 6  

p r o v id e s  th a t M e m b e r  S ta tes s h a ll a l lo w  data  

t ra n s fe rs  to  t h ir d  c o u n t r ie s  w ith o u t  an  adequa te  

le v e l o f  p ro te c t io n  o n  the  c o n d it io n  tha t e ith e r  the 

da ta  su b je c t  h a s  g iv e n  h is  u n a m b ig u o u s  co n se n t  to  

the  p a r t ic u la r  t ra n s fe r  ( A r t ic le  2 6  p a ra , la )  o r  

w h e re  the  c o n t r o l le r  a d d u ce s  adequa te  sa fe g u a rd s  

w it h  re sp e c t  to  p r iv a c y  p ro te c t io n ;  s u ch  sa fe g u a rd s  

m a y  in  p a r t ic u la r  re s u lt  f r o m  a p p ro p r ia te  

c o n tra c tu a l c la u se s  ( A r t ic le  2 6  p a ra . 2 ) .

K e y  is s u e :  c o m p a n y  d a ta  p ro te c t io n

I t is  q u ite  o b v io u s  th a t the  D ir e c t iv e  la y s  d o w n  the  

p r in c ip le  tha t th ir d  c o u n t r ie s ,  i .e .  the  U n it e d  

S ta te s , s h o u ld  le g is la te  o r  e n co u ra g e  n a t io n -w id e  

ru le s  and  s e c u r ity  m e th o d s  to  gu a ran te e  an  

adequa te  le v e l o f  p ro te c t io n . C o n t ra c tu a l s o lu t io n s  

in v o lv in g  the da ta  su b je c t  o r  p r iv a te  c o m p a n ie s  

a re  o n ly  a c ce p ta b le  u n d e r  the  da ta  e x p o r t  r e g im e  

o f  the  D ir e c t iv e  in  exceptional circumstances. 
A r g u in g  in  fa v o u r  o f  s ta n d a rd  c o n tra c tu a l c la u s e s  

as a m o d e l s o lu t io n  fo r  a l l  t ra n s b o rd e r  d a ta  f lo w s  

f r o m  E u ro p e  to  t h ir d  c o u n t r ie s  w o u ld  th e re fo re  

re v e rs e  the re la t io n  b e tw e e n  the  p r in c ip le  a n d  the  

d e ro g a t io n  u n d e r  E u ro p e a n  la w .

I  would argue that the whole mechanism of 
Articles 30 and 31 of the Directive would be 
meaningless if  the problems o f adequate protection 
could all be solved by standard contractual 
clauses.

T h e  q u e s t io n  fo r  the  W o r k in g  P a r t y  w o u ld  th en  

be: W h a t  is  the  s ta n d a rd  o f  p ro te c t io n  l ik e  in  

m u lt in a t io n a l c o rp o ra t io n s  su ch  as C it ib a n k ,  

B e r te ls m a n n  a n d  M ic r o s o f t  ra th e r  th an  w h a t  is  the  

p ro te c t io n  le v e l in  s p e c if ic  

t h ir d  c o u n t r ie s ?  ( c f .  A r t i c le  

30  p a ra . lb ) .

F u rth e r  s c e p t ic is m  o n  

c o n tra c tu a l 

a g re e m e n ts

T h e re  a re  th re e  m o re  

re a so n s  to  b e  s c e p t ic a l 

to w a rd s  m o d e l c o n tra c tu a l 

c la u se s  as o p p o se d  to  

n a t io n a l le g is la t io n :

1. Exceptional 
circumstances
T h e  c o n tra c tu a l s o lu t io n  to  

the  G e rm a n  R a i lw a y C a r d  ca se  w a s  fo u n d  u n d e r  

e x c e p t io n a l c ir c u m s ta n ce s . T h e  b a n k in g  

s u p e rv is o r y  a u th o r it ie s  w o rk e d  as a  k in d  o f  

d o o r -o p e n e r  f o r  the  da ta  p ro te c t io n  a u th o r it ie s ,  

and  p u b l ic  p ro te s t  b y  c o n su m e rs  m e t w it h  a  

s u rp r is in g ly  o p e n -m in d e d  re a c t io n  f r o m  the 

C it ib a n k  s id e . ( I n c id e n ta lly ,  d u r in g  the  

d is c u s s io n s  w ith  the  C o m m is s io n e r ,  C i t ib a n k  

tu rn e d  o u t  to  b e  m u c h  m o re  f le x ib le  a n d  

p r iv a c y -m in d e d  th an  th e ir  p a r tn e rs  f r o m  the  

s ta te -o w n ed  G e rm a n  R a i lw a y ) .

"One o f the most 
far-reaching, important and 

novel provisions in the 
Agreement is the acceptance 

by the U .S. subsidiary o f 
Citibank that on-the-spot 

audits by German 
authorities w ill be allow ed."
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□
I t is  u n c e r ta in  w h e th e r  fu tu re  p ro p o s a ls  to  

e x p o r t  p e rs o n a l d a ta  f r o m  the  E U  to  a  t h ir d  

c o u n t ry  w i l l  b e  m a d e  b y  c o rp o ra t io n s  w h o  in  e a ch  

c a se  a tta ch  s im i la r  im p o r ta n c e  to  da ta  p ro te c t io n  

p r in c ip le s  a s C i t ib a n k  d id  h e re .

2. A level playing field
M o r e o v e r ,  p e rs o n a l da ta  w i l l  n o t  o n ly  b e  e x p o r te d  

b y  la rg e  m u lt in a t io n a l c o rp o ra t io n s  w it h  th e ir  

w e l l- s ta f fe d  le g a l d e p a rtm e n ts  w h ic h  c a n  d ra f t  

s o p h is t ic a te d  w e b s  o f  c o n tra c tu a l o b l ig a t io n s .

S m a ll  a n d  m e d iu m - s iz e  e n te rp r is e s  w i l l  a ls o  p la y  a 

r o le  in  the  g lo b a l m a rk e t-p la c e . S m a ll  a n d  

m e d iu m -s iz e  e n te rp r is e s  v e r y  o f te n  d o  n o t  h a v e  

the le g a l k n o w le d g e  a t th e ir  d is p o s a l to  m e e t the 

re q u ire m e n ts  o f  A r t i c le s  2 6  (2 ) as in te rp re te d  b y  

the  C o m m is s io n  a n d  the  M e m b e r  S ta tes . O n ly  the 

n a t io n a l le g is la tu re  c a n  p r o v id e  f o r  e q u a l 

c o n d it io n s  o f  c o m p e t it io n .

3. Maintaining uniformity of standards
T h e  c re a t io n  o f  a  n a t io n a l m e c h a n is m  to  o v e rs e e  

the  p r iv a te  s e c to r  is  e s s e n t ia l in  la rg e  

d a ta - im p o r t in g  t h ir d  c o u n t r ie s  su ch  as the  U n it e d  

S ta te s  a n d  C a n a d a . T h e  c o n tra c tu a l s o lu t io n  ju s t  

d e s c r ib e d  c a n n o t  p r o v id e  f o r  su ch  a  m e ch a n ism . 

O n  the  c o n t r a r y ,  i t  m a y  le a d  to  m a n y  d if fe r e n t  

s u p e r v is o r y  a u th o r it ie s  f r o m  fo re ig n  c o u n t r ie s  

in it ia t in g  a u d its  in  the  t h ir d  c o u n t ry ,  th e re b y  

a p p ly in g  d if f e r e n t  in s te a d  o f  u n i f o rm  s ta n d a rd s .

C o n c lu s io n :  c o n t r a c t s  c a n n o t  re p la c e  

n a tio n a l la w

M u lt in a t io n a l c o rp o ra t io n s  su ch  as C i t ib a n k  c a n  

a n d  w i l l  p la y  an  im p o r ta n t  s ta n d a rd -se t t in g  r o le  in  

the  g lo b a l m a rk e t-p la c e . I t w i l l  ta ke  c o n s id e ra b le  

t im e  u n t i l  a n  adequa te  le v e l o f  p ro te c tijo n  in  te rm s  

o f  g e n e ra l a n d  s e c to ra l r u le s  o f  la w  h a s  b e e n  

e n su re d  in  a l l  t h ir d  c o u n t r ie s  im p o r t in g  p e rs o n a l 

da ta  f r o m  E u ro p e .

In  th is  t ra n s it io n a l p e r io d ,  s ta n d a rd  c o n tra c tu a l 

c la u se s  m a y , in  e x c e p t io n a l c ir c u m s ta n c e s , p ro v e  

to  b e  u s e fu l.  In  a n y  c a se  th e y  s h o u ld  a t le a s t  

c o n ta in  the  sam e sa fe g u a rd s  as the  G e rm a n  

R a i lw a y C a r d  A g re e m e n t .  H o w e v e r ,  c o n tra c tu a l 

s ta n d a rd -se tt in g  b y  p r iv a te  c o rp o ra t io n s  c a n  o n ly  

c o m p le m e n t  a n d  su p p o r t  b u t  n e v e r  re p  lace  n a t io n a l 

le g is la t io n .

This is an edited version of a presentation by 
Dr. iur. Alexander Dix, LL.M. (Lond.) Data 
Protection Deputy Commissioner Berlin, 
Germany who addressed the 18th In ternational 
Data Protection Authorities Conference in 
Ottawa in September 1996. Contact details: 
Berliner Datenschutzbeauftragte, Pallasstrasse 
25, Berlin, 10781 Germany
Tel: +(49) 30 7876 8828 
Fax: +(49) 30 216 9927

P r iv a c y  L a w s  &  B u s in e s s  1 st S c o t la n d  R o u n d ta b le
Dalhousie Castle, Bonnyrigg, Edinburgh • April 8th - 10th 1997

Day 1: Tuesday, April 8th, 1997 
Data Protection Act Training and Awareness

Day 2: Wednesday, April 9th, 1997 
Impact of the EU Data Protection Directive

Introduction Introduction to international data protection law

The UK Data Protection Act: Key points for newly appointed 
managers

Raising and maintaining awareness of the Data Protection 
Act among staff

The DPR's first prosecutions under the Data Protection Act's 
amendments on procuring, selling and advertising personal 
data

Managing computer security for Data Protection Act 
compliance

Computer based staff training for the UK Data Protection Act 
and. How the Halifax Building Society (HBS) uses Easy i's 
Handle with Care

Data Protection Act training videos by the ODPR and Easy i. 
Using videos and other training techniques

The European Union's Data Protection Directive: 
Implementation and planning ahead

impact of the European Union's Data Protection Directive in 
the UK
impact of the European Union's Data Protection Directive in 
other EU Member States and the wider world; I European 
Union's Telecommunications Draft Directive update. The 
view from the European Commission

Design/update your company's data protection 
Practice

Code of

International data protection and privacy worldwide web 
sites

Day 3: Thursday, April 10th, 19!>7 
Fast Track Data Protection Act Compliance Using 
ISO 9000 (BS 5750) Quality Assurance principles

The full program m e is available from  our o ffice . R eg ister fo r  the day (s ) you want.
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