
Israel amends privacy law

On 12th March 1996, the Knesset, the Israeli 
legislature, passed a series of far-reaching 
amendments to the country’s 1981 Protection of 
Privacy Law. Among the many changes is the 
requirement for data users to appoint data 
security officers, which has already entered into 
force, and strict new provisions on direct 
marketing, which will enter into force in April 
1997. Advocate Roy Sage, explains.
T h e  fu n d a m e n ta l p r in c ip le  o f  the  P ro te c t io n  o f  

P r iv a c y  L a w ,  5 7 4 1  - 1981 is  s ta ted  in  A r t i c le  1 o f  

the  L a w :  “ N o  p e rs o n  s h a ll in f r in g e  the p r iv a c y  o f  

a n o th e r  w ith o u t  h is  c o n se n t. ”  T h e  L a w  seeks to  

a c c o m p lis h  th is  g o a l b y  re g u la t in g  b o th  d ir e c t  

in v a s io n  o f  p r iv a c y ,  s u ch  as p u b lis h in g  in t im a te  

in fo rm a t io n  o n  a  p e rs o n , and  in d ir e c t  in v a s io n  o f  

p r iv a c y ,  su ch  as the  c o m p u te r is e d  p ro c e s s in g  o f  

d a tabases  c o n ta in in g  p e rs o n a l in fo rm a t io n .  T h e  

re c e n t  a m e n d m e n t s ig n if ic a n t ly  e xp a n d s  the L a w ’ s 

p r o v is io n s  o n  in d ir e c t  in v a s io n  o f  p r iv a c y  b y  

s t r ic t ly  r e g u la t in g  d ir e c t  m a rk e t in g  a n d  da tabases 

u se d  fo r  su ch  p u rp o se s . B o th  c iv i l  a n d  c r im in a l  

l ia b i l i t y  c a n  a tta ch  to  in f r in g e m e n t  o f  p r iv a c y .

D ire c t  in v a s io n  o f  p r iv a c y

T h e  f i r s t  p a r t  o f  the  L a w  d e f in e s  s e v e ra l a c ts  as 

in f r in g in g  the  p r iv a c y  o f  an  in d iv id u a l.  T h is  p a rt  

o f  the  L a w  re m a in e d  la r g e ly  u n to u ch e d  b y  the 

M a r c h  a m e n d m e n ts . H o w e v e r ,  the  c r im in a l  

s a n c t io n  f o r  w i l f u l  in f r in g e m e n t  o f  p r iv a c y  has 

b e e n  in c re a s e d  f r o m  a  one  y e a r  to  a  f iv e  y e a r  te rm  

o f  im p r is o n m e n t ,  a n d /o r  a  f in e .

P e rh a p s  the  m o s t  c o m m e r c ia l ly  s ig n if ic a n t  

r e s t r ic t io n  in  th is  p a r t  o f  the  L a w  is  c o n ta in e d  in  

A r t i c le  2 (9 ) , w h ic h  m a k e s  i t  a n  in f r in g e m e n t  o f

p r iv a c y  to  “ u se , o r  p a s s ...... o n  to  a n o th e r,

in fo rm a t io n  o n  a  p e r s o n ’ s p r iv a te  a f fa ir s  o th e r 

th an  fo r  the  p u rp o se  fo r  w h ic h  i t  w a s  g iv e n . ”

T h is  p r o v is io n  w o u ld  a p p e a r  to  m a k e  i t  an  

in f r in g e m e n t  o f  p r iv a c y  fo r  e n te rp r is e s  su ch  as 

b a n k s , te le p h o n e  c o m p a n ie s  and  o n l in e  s e rv ic e  

p r o v id e r s  to  u se  in fo rm a t io n  th e y  c o l le c t  fo r  

b i l l in g  a n d  o p e ra t io n a l p u rp o se s  to  c re a te  “ da ta  

p r o f i le s ”  o n  th e ir  c u s to m e rs , a nd  u se  su ch  p r o f i le s  

f o r  m a rk e t in g .

A c t s  w h ic h  a re  d e e m e d  to  in f r in g e  p r iv a c y  

in c lu d e ,  a m o n g  o th e rs , s p y in g  o n  a  p e rso n ;  

l is t e n in g - in  (a  se pa ra te  la w  d e a ls  in  m o re  d e ta il

w it h  l is te n in g - in ) ;  p h o to g ra p h in g  a  p e rs o n  w h i le  

he  o r  she  is  in  the  p r iv a te  d o m a in ;  c o p y in g  o r  

u s in g  w ith o u t  p e rm is s io n  the  co n te n ts  o f  a  le t te r  

o r  a n y  o th e r  w r i t in g  n o t  in te n d e d  f o r  p u b lic a t io n ;  

a n d  p u b lis h in g  a n y th in g  o b ta in e d  th ro u g h  a n  

in f r in g e m e n t  o f  p r iv a c y .  T h e  r ig h t  to  p r iv a c y  is  

n o t  a b so lu te , a n d  c e r ta in  e x e m p t io n s  a p p ly  in  

c ir c u m s ta n ce s  w h e re  th e re  e x is ts  a  ju s t i f ia b le  

o v e r r id in g  in te re s t  to  p ro te c t .

In d ire ct in v a s io n  o f  p r iv a c y  v ia  

d a ta b a s e s

T h e  se co n d  p a r t  o f  the  L a w  su b je c ts  c e r ta in  

c o m p u te r is e d  d a tabases  to  c o m p u ls o r y  re g is t ra t io n . 

A m o n g  the d e ta ils  w h ic h  the o w n e r  m u s t  s u p p ly  

f o r  r e g is t ra t io n  is  the  p u rp o se  fo r  w h ic h  the  

da tabase  is  e s ta b lis h e d . D a ta  su b je c ts  h a v e  the 

r ig h t  to  in s p e c t  m o s t  da ta  re g a rd in g  th e m se lv e s  

and  to  h a v e  i t  a m e n d e d  i f  the  in fo rm a t io n  is  

in a c cu ra te . I t is  an  o f fe n c e  to  u se  an  u n re g is te re d  

da tabase  i f  i t  is  e l ig ib le  f o r  r e g is t ra t io n , o r  to  use  

a  re g is te re d  da tabase  o th e r  th an  fo r  its  re g is te re d  

p u rp o se .

P r io r  to  the  M a r c h  a m e n d m e n t, a l l  c o m p u te r -  

b a sed  da tabases c o n ta in in g  p e rs o n a l in fo rm a t io n  

w e re  su b je c t  to  c o m p u ls o r y  r e g is t ra t io n . N o w  a 

n e w  d e f in it io n  o f  “ d a ta b a se ”  e x c lu d e s  da taba se s  

fo r  p e rs o n a l u se  o n ly ,  as w e l l  as da taba se s  

c o n ta in in g  o n ly  n a m e s , a d d re sse s  a n d  c o n ta c t  

d e ta ils ,  w h e n  su ch  in fo rm a t io n  c a n n o t  b e  c o lla te d  

w it h  in fo rm a t io n  in  o th e r  d a tabases  h e ld  b y  the 

sam e  o w n e r .

In  a d d it io n , a  da tabase  n e e d  n o w  be  re g is te re d  

o n ly  if :

1. the  da tabase  c o n ta in s  in fo rm a t io n  o n  m o re  

th an  1 0 ,0 0 0  in d iv id u a ls ;

2 . the  da tabase  c o n ta in s  c e r ta in  s e n s it iv e  

p e rs o n a l in fo rm a t io n ;

3 . the  da tabase  c o n ta in s  in fo rm a t io n  o n  

in d iv id u a ls  w h e n  the in fo rm a t io n  w a s  n o t 

g iv e n  b y  su ch  in d iv id u a ls  o r  w it h  th e ir  

c o n se n t (e x ce p t w h e re  su ch  in fo rm a t io n  is  

p u b l ic  b y  la w ) ;

4 . the  da tabase  b e lo n g s  to  a p u b l ic  a u th o r ity ;  

o r

5 . the  da tabase  is  u s e d  f o r  d ir e c t  m a rk e t in g  

p u rp o se s .

T h e  R e g is t r a r  m a y  o rd e r  the  re g is t ra t io n  o f  

o th e rw is e  e x e m p t da tabases, and  m a y  re fu se  to
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D
r e g is te r  a  d a taba se  f o r  a  s p e c if ic  p u rp o se  i f  h e  o r  

she  h a s  re a so n  to  b e lie v e  th a t the  da tabase  m a y  be  

u s e d  f o r  i l le g a l  p u rp o s e s  o r  th a t i t  c o n ta in s  

in fo rm a t io n  th a t w a s  g a th e re d  i l le g a l ly .

T h e  a m e n d m e n t a ls o  e x te n d s  the  la w  

e n fo r c e m e n t  p o w e r s  o f  the  R e g is t r a r ,  b y  c re a t in g  

a  da tabase  in s p e c t io n  u n it ,  a n d  in c re a s e s  the  

p e n a lty  f o r  u n a u th o r is e d  d is c lo s u re  o f  da ta  f r o m  

im p r is o n m e n t  f o r  a  te rm  o f  o n e  y e a r  to  a  te rm  o f  

f iv e  y e a rs . F r o m  1 1th O c to b e r  1 9 9 6 , c o m p u te r  

b u re a u x , b a n k s , f in a n c ia l  in s t itu t io n s ,  and  p u b l ic  

a u th o r it ie s  m u s t  a p p o in t  a  da ta  s e c u r ity  o f f ic e r .

S tr ic te r  ru le s  o n  d ir e c t  m a ilin g

P o s s ib ly  the  m o s t  s ig n if ic a n t  c h a n g e  in t ro d u c e d  b y  

the  M a r c h  a m e n d m e n t is  a  n e w  s e c t io n  d e a lin g  

w it h  d ir e c t  m a i l in g .  T h e  n e w  s e c t io n  w i l l  e n te r  

in to  fo r c e  o n  11 A p r i l  1 997 . D ir e c t  m a i l in g  is  

d e f in e d  a s , " in d iv id u a l  c o m m u n ic a t io n  to  a 

p e rs o n , o n  the  b a s is  o f  h is  b e lo n g in g  to  a  g ro u p  o f  

the  p o p u la c e  th a t h a s  b e e n  d e te rm in e d  in  

a c c o rd a n c e  w it h  o ne  o r  m o re  p r o f i le s  o f  p e rs o n s  

w h o se  n a m e s  a re  in c lu d e d  in  a  d a ta b a se ."  

" C o m m u n ic a t io n "  is  w id e ly  d e f in e d  a n d  c o v e rs  

c o n ta c ts  " in  w r i t in g ,  in  p r in t ,  o n  th e  te le p h o n e , b y  

fa c s im i le ,  [and ] b y  c o m p u te r is e d  o r  a n y  o th e r  

m e a n s ,"  a n d  w o u ld  th u s  a ls o  c o v e r  the  g r o w in g  

u se  o f  " ju n k  e - m a il . "

A n y  p e rs o n  h a s  the  r ig h t  to  d e m a n d  tha t 

in fo rm a t io n  r e g a rd in g  h im  o r  h e r  b e  s t r u c k  o f f  a  

d ir e c t  m a rk e t in g  d a taba se  o r  th a t in fo rm a t io n  

r e g a rd in g  h im  o r  h e r  n o t  be  g iv e n  to  “ a  p e rs o n , a  

c la s s  o f  p e rs o n s , o r  s p e c if ic  p e r s o n s ”  f o r  a  

d e te rm in a te  o r  in d e te rm in a te  p e r io d .  T h e  k e e p e r  

o f  th e  da tabase  m u s t  c o n f ir m  in  w r i t in g  th a t su ch  

a  d e m a n d  w a s  a c te d  o n  a p p ro p r ia te ly .

T o  e n su re  th a t in d iv id u a ls  c a n  in d e e d  e x e rc is e  

th e ir  r ig h ts  o f  in s p e c t io n  a n d  r e m o v a l,  the  n e w  

p r o v is io n s  im p o s e  s ig n if ic a n t  l im it a t io n s  o n  the 

k e e p e rs  o f  d ir e c t  m a rk e t in g  da taba se s  th a t g o  w e l l  

b e y o n d  c o m p u ls o r y  re g is t ra t io n .

1. T h e  k e e p e r  o f  a  d ir e c t  m a rk e t in g  da tabase  

m u s t  k e e p  r e c o rd s  t r a c k in g  n o t  o n ly  the  

s o u rc e  f r o m  w h ic h  e a ch  c o l le c t io n  o f  

in fo rm a t io n  w a s  r e c e iv e d , b u t  a ls o  the  

id e n t it y  o f  the  p e rs o n  to  w h o m  in fo rm a t io n  

w a s  t ra n s fe r re d .

2 . E a c h  d ir e c t  c o m m u n ic a t io n  m u s t  

c o n s p ic u o u s ly  in fo rm  the  r e c ip ie n t  tha t the  

c o m m u n ic a t io n  is  a  d ir e c t  m a i l in g  a n d  tha t

the re c ip ie n t  h a s a  r ig h t  to  b e  s t r u c k  o f f  the  

da tabase , a n d  m u s t  in d ic a te  the  re g is t ra t io n  

n u m b e r  o f  the  da tabase  f r o m  w h ic h  thev h i

lit!r e c ip ie n t 's  n am e  w a s  ta k e n  a n d  I the  c o n ta c t  

in fo rm a t io n  f o r  m a k in g  re q u e s ts  to  be  

s t r u c k  o f f  th e  d a tabase .

3 . T h e  se n d e r m u s t  d is c lo s e  to  the  r e c ip ie n t  

the  id e n t ity  a n d  a d d re ss  o f  the  o w n e r  o f  the  

da tabase  a c c o rd in g  to  the  in fo rm a t io n  in  

w h ic h  the  c o m m u n ic a t io n  w a s  sen t, as well 
as the sources from which the owner 
received such information.

N o n -c o m p lia n c e  w it h  the  p ro v is io n s :  o f  the  n e w  

s e c t io n  o n  d ir e c t  m a rk e t in g , as w e l l  as m a n y  o th e r  

p r o v is io n s  o f  the  la w ,  is  n o w  a  s t r ic t - l ia b i l i t y  

o f fe n c e  w ith  a  p e n a lty  o f  im p r is o n m e n t  f o r  a  te rm  

o f  u p  to  one  y e a r , a n d /o r  a  f in e .

In fo rm a tio n  h e ld  b y  p u b lic  b o d ie s

T h e  L a w  re g u la te s  the  c o n d it io n s  u n d e r  w h ic h  

p u b l ic  a u th o r it ie s  m a y  k e e p , d e liv e r ,  a i d  e x ch a n g e  

in fo rm a t io n  o n  in d iv id u a ls .  T h e se  p r o v is io n s  

w e re  n o t  s ig n if ic a n t ly  a f fe c te d  b y  the re c e n t  

am e n d m en t. H o w e v e r ,  b re a c h  o f  a  p r o v is io n  

c o n ta in e d  in  th is  p a r t  o f  the  L a w  is  n o w  a  s t r ic t  

l ia b i l i t y  o f fe n c e , p u n is h a b le  (as b e fo re )  b y  

im p r is o n m e n t  f o r  a  te rm  o f  o n e  y e a r .

C o n c lu s io n

T h e  re ce n t a m e n d m e n t o f  the  I s r a e l i P r o te c t io n  o f  

P r iv a c y  L a w  in t ro d u c e s  s ig n if ic a n t  n e w  

re s t r ic t io n s  o n  the u se  o f  da tabases f o r  d ir e c t  

m a rk e t in g  p u rp o se s . U n d e r  the  n e w  ru le s ,  

in d iv id u a ls  s h o u ld  t h e o re t ic a lly  be  a b le  to  m o n ito r  

a n d  c u rb  the u se  o f  p e rs o n a l in fo rm a t io n  a b o u t 

th e m se lv e s  f o r  d ir e c t  m a rk e t in g  p u rp o se s  -  

p ro b a b ly  the  e c o n o m ic  a c t iv it y  f o r  w h ic h  p e rs o n a l 

d a ta  is  the  m o s t  v a lu a b le .  H o w e v e r ,  i t  re m a in s  to  

be  seen  w h a t e f fe c t  these n e w  ru le s  (a n d  the 

s t r ic te r  p e n a lt ie s  f o r  c r im in a l  b re a c h  o f  p r iv a c y )  

w i l l  h a ve  in  p ra c t ic e .
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