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United States searches for a 

privacy policy to include 
Internet and EU Directive

The National Telecommunications and 
Information Administration, better known as 
NTIA, is part of the Department of Commerce 
and advises the President on telecommunicat­
ions and information issues. NTIA thus has 
responsibility for formulating policy on behalf 
of the President with respect to private sector 
information practices. In this edited extract 
from her Privacy Laws & Business 1996 Annual 
Conference paper, Barbara Wellbery, Chief 
Counsel at NTIA, outlines the issues.
B a la n c in g  the fre e  f lo w  o f  in fo rm a t io n  a g a in s t an  

in d iv id u a l 's  r ig h t  to  p r iv a c y  is  n o t  a n e w  is su e  in  

the  U n it e d  S ta te s . O v e r  a  c e n tu ry  a g o , one  o f  o u r  

m o s t  n o te d  ju r is t s ,  L o u is  B ra n d e is ,  w ro te :  Recent 
inventions and business methods call attention to 
the next step which must be taken for the 
protection o f the individual and for securing to the 
individual, . . .  the right to be let alone. A t  the 

t im e  th is  w a s  w r it te n , the  is su e  o f  the  d a y  w a s  the 

ta b lo id  p re s s . O v e r  a  c e n tu ry  la te r , w e  a re  s t i l l  

w re s t l in g  w it h  the  is su e  o f  p r iv a c y ,  t r y in g  to  f in d  

the r ig h t  b a la n c e .

T e c h n o lo g y  n o w  a l lo w s  da ta  to  be  s to re d , 

t ra n sm itte d , so r te d  a n d  c o m p ile d  a t 

e v e r - in c re a s in g  sp eed s  a n d  d e c re a s in g  co s ts . 

I n fo rm a t io n  tha t o n ce  t o o k  d a y s , i f  n o t  w e e k s  to  

c o l le c t  a n d  c o m p ile ,  n o w  ta ke s  m in u te s .

T h e  In te rn e t  h a s  the  p o te n t ia l to  in c re a se  r is k s  

to  p r iv a c y  g e o m e t r ic a lly .  T h e  r is k s  b e co m e  

c le a re r  w h e n  w e  re a lis e  tha t u se  o f  the  In te rn e t 

le a v e s  in  its  w a k e  in fo rm a t io n  t ra ils :  o u r  m o u se  

c l ic k s  c a n  b e  t ra c k e d , a n d  m a rk e t in g  p r o f i le s  

c o m p ile d ,  u s in g  o u r  s o - c a l le d  “ m o u se  d ro p p in g s ”

- p la c e s  w h e re  w e  h a v e  s to p p ed  to  b ro w se  o n  the 

N e t .  T h e se  n ee d  n o t  ju s t  be  c o m m e rc ia l 

a p p lic a t io n s ,  b u t  a ls o , f o r  e x a m p le , w h ic h  p o l it ic a l  

b u l le t in  b o a rd s  w e  h a v e  v is it e d .

P r iv a c y  in th e  U S A  - th e  c o r e  e le m e n ts

P r iv a c y  h a s  a lw a y s  b e en  im p o r ta n t  to  the  p e o p le  

o f  the  U n it e d  S ta te s . W e  sh a re  the  E u ro p e a n  

c o n c e rn  a b o u t  da ta  p ro te c t io n  and  the h e ig h te n e d  

r is k s  th a t th e  In fo rm a t io n  A g e  p o se s . A n d ,  I 

b e lie v e ,  in  the  U n it e d  S ta te s , f o r  the  m o s t  p a rt ,

w e  sh a re  w it h  the  E u ro p e a n  U n io n ,  c o n se n su s  o n  

the g e n e ra l su b s ta n t iv e  p r in c ip le s  a p p lic a b le  to  f a ir  

t re a tm en t o f  p e rs o n a l in fo rm a t io n  b y  the  p r iv a te  

se c to r .

S p e c if ic a l ly ,  m a n y  ag ree  th a t in fo rm a t io n  u se rs  

w h o  c o l le c t  p e rs o n a l in fo rm a t io n  s h o u ld  p r o v id e  

n o t ic e  a b o u t w h y  th e y  a re  c o l le c t in g  in fo rm a t io n ,  

w h a t  the  in fo rm a t io n  is  to  b e  u se d  f o r  a n d  h o w  its  

c o n f id e n t ia l it y ,  in te g r it y ,  a n d  q u a li t y  s h o u ld  be  

p ro te c te d . W e  a ls o  b e lie v e  the  da ta  u s e rs  s h o u ld  

o b ta in  c u s to m e r  c o n se n t  b e fo re  u s in g  a n y  p e rs o n a l 

in fo rm a t io n .  T h e  p re c is e  re q u ire m e n ts  a n d  

in te rp re ta t io n  fo r  these  s ta n d a rd s  m a y  w e l l  d i f f e r ,  

b u t  I b e lie v e  the  c o re  e le m e n ts  a re  c o m m o n ly  

a c ce p te d  o n  b o th  s id e s  o f  the  A t la n t ic .

T h e  C l in t o n  A d m in is t r a t io n  a ls o  b e lie v e s  tha t 

in fo rm a t io n  p r iv a c y  is  c r i t ic a l  to  the  d e v e lo p m e n t  

o f  the  In fo rm a t io n  S u p e rh ig h w a y . T h e  c o n c e rn  is  

tha t in d iv id u a ls  w i l l  be  re lu c ta n t  to  p a r t ic ip a te  in  

the  In fo rm a t io n  A g e  i f  th e y  a re  a f r a id  th a t th e ir  

p e rs o n a l in fo rm a t io n  c o u ld  be  u se d  f o r  p u rp o se s  

w h ic h  w e re  u n in te n d e d , e m b a r ra s s in g , h a rm fu l o r  

im p ro p e r .

W e  d o  d i f f e r  f r o m  the E u ro p e a n  U n io n ,  

h o w e v e r ,  in  h o w  w e  w o u ld  g o  a b o u t m in im is in g  

r is k s  to  p r iv a c y .  A n d  these  d if fe r e n c e s  s te m  at 

le a s t in  p a r t  f r o m  o u r  v e r y  d if f e r e n t  t r a d it io n s  an d  

o u r  v e r y  d if fe r e n t  le g a l s y s tem s.

U n ite d  S ta te s  le g a l tra d it io n

In  the  U n ite d  S ta te s , w e  lo o k  to  the  C o n s t itu t io n  

fo r  o u r  fu n d a m e n ta l r ig h ts ,  a n d  th e re  is  n o  e x p l ic i t  

r ig h t  to  p r iv a c y  in  the  U n it e d  S ta tes C o n s t itu t io n .  

U n it e d  S ta tes c o u r ts  h a v e , h o w e v e r ,  r u le d  th a t the 

C o n s t itu t io n  e x te n d s  to  c it iz e n s  an  im p l ie d  r ig h t  to  

c e r ta in  fo rm s  o f  p r iv a c y .  F o r  e x a m p le , the  

S u p re m e  C o u r t  h a s  h e ld  th a t the  F o u r th  

A m e n d m e n t  a f fo rd s  in d iv id u a ls  f r e e d o m  f r o m  

G o v e rn m e n t  in t r u s io n  in to  t h e ir  p h y s ic a l sp a ce  b y  

im p o s in g  l im it s  o n  se a rch e s  a n d  s e iz u re s  b y  la w  

e n fo rc e m e n t  o f f ic ia ls .  S ta te  c o n s t itu t io n s  a ls o  

p ro te c t  c i v i l  l ib e r t ie s  in  a  m a n n e r  s im i la r  to  the  

F e d e ra l c o n s t itu t io n . A n d  a t le a s t  o n e  sta te  

c o n s t itu t io n , C a l i f o r n ia ,  d o e s  in c lu d e  an  e x p re s s  

r ig h t  to  p r iv a c y .

B u t  the  U n it e d  S ta te s C o n s t itu t io n  h a s  n e v e r  

b e en  re ad  to  p ro te c t  in fo rm a t io n  p o l ic y ,  a n d  i t  is  

a ls o  n o te w o r th y  tha t n e ith e r  the  U n it e d  S ta te s  

C o n s t itu t io n ,  n o r  o th e r  state c o n s t itu t io n s , 

p ro s c r ib e  the a c t iv it ie s  o f  n o n -g o v e rn m e n ta l
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a c to rs , i . e .  p r iv a t e  s e c to r  c o m p a n ie s .  T h e se  

c o n s t itu t io n s  g o v e rn  o n ly  g o v e rn m e n t  a c t io n .

L im it in g  g o v e r n m e n t

T h is  d is t in c t io n  b e tw e e n  l im it in g  g o v e rn m e n t  b u t  

n o t  p r iv a te  s e c to r  a c t io n , is  c o n s is te n t  w ith  

A m e r ic a n  p o l i t i c a l  p h ilo s o p h y ,  w h ic h  has a t its  

c o re  a  b e l ie f  in  l im it e d  g o v e rn m e n t, p a r t ic u la r ly  a t 

the  F e d e r a l le v e l.  E v e n  th o u g h  the  ro le  o f  the  

F e d e r a l G o v e rn m e n t  in  U n it e d  S ta te s  s o c ie ty  h a s  

in c re a s e d  s ig n if ic a n t ly  in  the  la s t  6 0  y e a rs , a  g o o d  

d e a l o f  a n t ip a th y  to w a rd  g o v e rn m e n t  r e g u la t io n  o f  

p r iv a te  re la t io n s  e n d u re s . T h e  p r e v a i l in g  v ie w  is  

th a t the  F e d e r a l G o v e rn m e n t  s h o u ld  n o t  in te rv e n e  

in  the  m a rk e tp la c e  in  the  a b sen ce  o f  c o m p e ll in g  

n eed s . F e d e r a l le g is la t io n  is  g e n e ra lly  r e m e d ia l in  

n a tu re  ra th e r  th an  p r o p h y la c t ic .

S p e c if ic  a n d  h ig h ly  ta rg e te d  p r iv a c y

In  a d d it io n ,  th e  U n it e d  S ta te s ' a p p ro a c h  to  

p ro te c t in g  p r iv a c y  h a s  b e e n  ta rg e te d  to  a d d re ss  

s e c to ra l is s u e s , ra th e r  th a n  to  o v e rh a u l b ro a d  a rea s  

o f  the  la w .

E v e n  o n  th o se  o c c a s io n s  w h e n  the  U n it e d  

S ta te s  F e d e r a l G o v e rn m e n t  h a s  re a c te d  to  

e g re g io u s  m is a p p ro p r ia t io n s  o f  p e rs o n a l 

in fo rm a t io n  b y  p a s s in g  la w s  th a t c o n s t ra in  the  

p r iv a te  s e c to r ’ s u se  a n d  c o l le c t io n  o f  p e rs o n a l 

in fo rm a t io n ,  these  la w s  h a v e  n o t , a s  is  o f te n  in  the 

ca se  in  E u r o p e ,  ta k e n  a n  o m n ib u s  a p p ro a c h  to  

p r iv a c y .  R a th e r ,  th e y  h a v e  fo c u s e d  o n  s p e c if ic  

in s ta n c e s  o f  abu se  in  s p e c if ic  s e c to rs  o f  d ie  

m a rk e t .

T o  p r o v id e  ju s t  o n e  e x a m p le , the  F e d e ra l 

V id e o  P r iv a c y  P ro te c t io n  A c t ,  w h ic h  re g u la te s  the  

u se  o f  p e rs o n a l in fo rm a t io n  c o lle c te d  in  

c o n n e c t io n  w it h  v id e o  sa le s  a n d  re n ta ls , w a s  

p a s se d  in  r e a c t io n  to  the  u se  o f  in fo rm a t io n  a b o u t 

Ju d g e  B o r k ’ s v id e o  re n ta ls  to  d e fe a t h is  

n o m in a t io n  to  the  S u p re m e  C o u r t .

T h e  la w  is  l im it e d ,  h o w e v e r ,  n o t  o n ly  in  th a t i t  

a f fe c ts  o n ly  a  l im it e d  in d u s t r y  s e c to r  - v id e o  

re n ta ls  - b u t  i t  a ls o  a p p e a rs  to  a p p ly  to  one  fo rm  

o f  v id e o  re n ta ls  o n ly ,  h a rd  c o p ie s ,  a n d  n o t, f o r  

e x a m p le , to  e le c t r o n ic  c o p ie s ,  a s  f o r  e x a m p le , 

th o se  p r o v id e d  w h e n  m o v ie s  a re  re n te d  o v e r  a  

te le p h o n e  l in e ,  as is  n o w  p o s s ib le .

E n c o u r a g in g  p r iv a te  s e c t o r  g u id e lin e s

C o n s e q u e n t ly ,  the  g e n e ra l te n d e n c y  in  the  U n it e d  

S ta te s  is  f o r  f a i r  in fo rm a t io n  p ra c t ic e s  to  b e
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c re a te d  a n d  e n fo r c e d  th ro u g h  in d u s t r y  

s e lf - r e g u la t io n . A  n u m b e r  o f  U n it e d  S ta te s  trad e  

a s s o c ia t io n s  h a v e  p ro m o te d  f a ir  in fo rm a t io n  

p ra c t ic e  g u id e lin e s  f o r  the  tre a tm e n t o f  p e rs o n a l 

in fo rm a t io n  in  s p e c if ic  in d u s t r ie s .  M a n y  

in d iv id u a l c o m p a n ie s  h a ve  a ls o  e s ta b lis h e d  p o l ic ie s  

a n d  p ra c t ic e s ,  in c lu d in g  in te rn a l c o d e s  o f  c o n d u c t  

a n d  p ro c e d u re s , to  p ro te c t  c o n su m e r  in fo rm a t io n .

T h e  C l in t o n  A d m in is t r a t io n  b e lie v e s  the  

F e d e ra l G o v e rn m e n t  ha s a  n u m b e r  o f  im p o r ta n t  

ro le s  to  p la y  in  the  a rea  o f  in fo rm a t io n  p r iv a c y  as 

w e l l.  O f  c o u rs e , w e  h a ve  a  p r im a r y  ro le! in  

e n s u r in g  the  p r iv a c y  o f  the  in fo rm a t io n  th a t the 

F e d e ra l G o v e rn m e n t  c o lle c t s  a n d  u se s . Ip  

a d d it io n , the  C l in t o n  A d m in is t r a t io n  re co jgn ise s  

th a t the  su cce ss  o f  the  I n fo rm a t io n  S u p e rh ig h w a y  

d e pen d s  o n  in d iv id u a ls ’ a b i l i t y  to  sa fe g u a rd  th e ir  

p e rs o n a l in fo rm a t io n .  T h e re fo re ,  i t  h a s  ta k e n  the 

in it ia t iv e  in  d e v e lo p in g  p o l ic ie s  d e s ig n e d  to  d o  

tha t. T h e se  p o l ic ie s  e n co u ra g e  p r iv a te  se c to r  

ra th e r  th a n  g o v e rn m e n t  im p le m e n ta t io n , h o w e v e r ,  

a n d  v ie w  le g is la t io n  a t the  F e d e ra l le v e l as a  la s t  

re so r t  f o r  i f ,  a n d  w h e n , th e  p r iv a te  s e c to j  f a i l s  to  

ac t.

A v o id in g  b u re a u c ra c y

I t is  a ls o  w o r th  n o t in g  tha t the  U n it e d  S ta te s  d o e s  

n o t  h a v e  o ne  c e n t ra lis e d  p r iv a c y  o f f ic e  a t the  

F e d e ra l le v e l.  T h e  id e a  o f  h a v in g  a  c e n t  ra lis e d  

s u p e rv is o r y  p r iv a c y  b o d y  w it h  r e g u la to ry  p o w e r  is  

q u ite  fo re ig n  to  the  U n it e d  S ta tes; f r o m  o u r  

p e rs p e c t iv e , the  e x is te n c e  o f  su ch  a  b o d y  c o u ld  

p e rh a p s  i t s e l f  be  v ie w e d  as le a d in g  to  p o ie n t ia l 

in v a s io n s  o f  p r iv a c y .  R a th e r ,  U n it e d  S ta te s  

G o v e rn m e n t  p r iv a c y  e f fo r ts  a re  d if fu s e  a n d  lo c a te d  

in  a  n u m b e r  o f  E x e c u t iv e  B r a n c h  agenc ie js, as w e l l  

as in  in d e p e n d e n t r e g u la to ry  F e d e ra l a g e p c ie s . A t  

the  state le v e l,  v a r io u s  sta te  a g e n c ie s  m a y  h a v e  a 

ro le  in  p r iv a c y ,  f o r  e x a m p le , state a t to rn e y  

g e n e ra ls ’ a nd  c o n su m e r  a f f a ir s ' o f f ic e s .

Ncti

N T IA 's  P r iv a c y  R e p o rt

In  F e b ru a ry  1994 , the  N T I A  is s u e d  a  

I n q u ir y  o n  the u se  o f  p e rs o n a l in fo rm a t io i 

t e le c o m m u n ic a t io n s  a n d  in fo rm a t io n  in dv : 

O c to b e r  1995 , the  N T I A  p u b lis h e d  a  W h i  

e n t it le d  Privacy and the Nil: Safeguards, 
Telecommunications Related Personal Inf 
T h is  p a p e r  lo o k s  a t p r iv a c y  c o n c e rn s  in  

c o n te x t  o f  the  te le c o m m u n ic a t io n s  a n d  ini: 

s e rv ic e  se c to rs  a n d  s p e c if ic a l ly  th o se  com

ic e  o f  

n  in  the 

s t r ie s .  In  

ite  P a p e r

8
formation.

the

fo rm a t io n  

c e m s  tha t
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f
a r is e  in  c o n n e c t io n  w it h  an  in d iv id u a l ’ s 

s u b s c r ip t io n  d e ta ils  a n d  u se  o f  te le c o m m u n ic a t io n s  

a n d  in fo rm a t io n  s e rv ic e s ,  in fo rm a t io n  tha t w e  c a l l  

transactional data. T h e  W h it e  P a p e r  a ttem p ts  to  

s t r ik e  the  p ro p e r  b a la n c e  b e tw e e n  the in te re s t  in  

the  fre e  f lo w  o f  in fo rm a t io n  a n d  the in d iv id u a l 's  

r ig h t  to  p r iv a c y .

N T IA  c o n c e n t r a te s  o n  t ra n s a c t io n a l d a ta

W e  co n c e n tra te d  o n  t ra n s a c t io n a l d a ta  in  the  

W h it e  P a p e r ,  b e ca u se  w e  th o u g h t the  a rea  n ee d ed  

g re a te r  a t te n t io n  a n d  p ro te c t io n  in  the  U n it e d  

S ta te s  - i t  a p p e a re d  p e o p le  d id  n o t  re a lis e  h o w  

m u c h  c a n  b e  re v e a le d  a b o u t in d iv id u a ls  ju s t  f r o m  

the s u b s c r ip t io n  in fo rm a t io n  th e y  p ro v id e  w h e n  

th e y  ta ke  a  n e w  s e rv ic e  - f o r  e x a m p le , n am es , 

te le p h o n e  n u m b e rs , s e rv ic e  p re fe re n ce s  - and  

w h e n  th e y  u se  the  s e rv ic e  -  w h o  th e y  c a l l ,  h o w  

lo n g  th e y  ta lk ,  w h a t  w e b  s ite s  th e y  v is i t  - a l l  

w ith o u t  e v e n  lo o k in g  a t m e ssag e  co n te n ts .

P r iv a c y  la w s  in  p la c e  in  the  U n it e d  S ta te s a re  

l im it e d  in  sco p e  and  m a y  be  in c o n s is te n t  in  

a p p lic a t io n .  T h e y  a re  g e n e ra lly  c o n f in e d  to  a 

s p e c if ie d  g ro u p  o f  e x is t in g  s e rv ic e s  a n d  d o  n o t 

a p p ly  to  a l l  p r o v id e r s  o f  a n y  one  s e rv ic e .

F u r th e r ,  th e y  m a y  n o t  r e a d i ly  a p p ly  to  m a n y  o f  

the  n e x t  g e n e ra t io n  o f  s e rv ic e s  and  m a y  n o t  be  

a d a p ta b le  f o r  th a t p u rp o se . In  fa c t, re sp o n se s  to  

o u r  N o t ic e  o f  I n q u ir y  a n d  o u r  re se a rc h  in d ic a te d  

th a t th e re  a re  g ap s  in  c o m p a n y  in fo rm a t io n  

p o l ic ie s  a n d  in  h o w  e x is t in g  p r iv a c y  la w s  and  

re g u la t io n s  t re a t p e rs o n a l in fo rm a t io n  g e ne ra ted  b y  

s u b s c r ip t io n  to  and  u se  o f  te le p h o n e  a n d  v id e o  

s e rv ic e s .  In  a d d it io n , t ra n s a c t io n a l d a ta  g ene ra ted  

b y  u se  o f  the  In te rn e t re c e iv e s  a lm o s t  n o  

p ro te c t io n . N T I A ,  th e re fo re , c o n c lu d e d  tha t 

re m e d ia l a c t io n  w a s  w a rra n te d .

N T I A ’ s p ro p o s e d  f r a m e w o rk  b u ild s  u p o n  the 

w o r k  d o n e  b y  the O rg a n is a t io n  fo r  E c o n o m ic  

C o -o p e ra t io n  a n d  D e v e lo p m e n t  ( O E C D ) ,  the  

re sp o n se s  w e  re c e iv e d  f r o m  o u r  N o t ic e  o f  I n q u ir y ,  

and  o n  w o r k  d o n e  b y  an  A d m in is t r a t io n  w o rk in g  

g ro u p , n a m e ly  the  re p o r t  p re p a re d  b y  the P r iv a c y  

W o r k in g  G ro u p  o f  the  In fo rm a t io n  In fra s tru c tu re  

T a s k  F o r c e ,  e n t it le d :  Principles for Providing and 
Using Personal Information.

N T IA 's  s e lf- re g u la to ry  a p p r o a c h

W e  p ro p o s e d  a  s e lf - r e g u la to ry  f r a m e w o rk  tha t has 

tw o  fu n d a m e n ta l c o m p o n e n ts

1 . p r o v id e r  n o t ic e  an d

2 . c u s to m e r  co n se n t.

N o t ic e s  w o u ld  in c lu d e  in fo rm a t io n  a b o u t

•  w h y  a  c o m p a n y  is  c o l le c t in g  in fo rm a t io n ,

•  w h a t  i t  w i l l  b e  u se d  fo r ,  a n d

•  h o w  its  c o n f id e n t ia l it y ,  in te g r it y ,  a n d  q u a lit y  

w i l l  be  p ro te c te d .

U n d e r  th is  f r a m e w o rk ,  te le c o m m u n ic a t io n s  an d  

in fo rm a t io n  s e rv ic e  p r o v id e r s  w o u ld  a ls o  n o t if y  

in d iv id u a ls  a b o u t th e ir  in fo rm a t io n  p ra c t ic e s ,  

adh e re  to  tho se  p ra c t ic e s ,  a n d  k e e p  c u s to m e rs  

in fo rm e d  o f  c h an g e s  to  su ch  p ra c t ic e s .  S e r v ic e  

p ro v id e r s  w o u ld  b e  a b le  to  u se  in fo rm a t io n  

c o lle c te d  fo r  s ta ted  p u rp o se s  o n ce  th e y  o b ta in  

c o n se n t  f r o m  the  c o n su m e r . E x p l i c i t  o r  

a f f irm a t iv e  c o n se n t  w o u ld  b e  n ee d ed  f o r  s e n s it iv e  

in fo rm a t io n ;  t a c it  c o n se n t  w o u ld  be  s u f f ic ie n t  to  

a u th o r is e  a  f i r m  to  use  o th e r  in fo rm a t io n .

S e n s it iv e  in fo rm a tio n

A lth o u g h  the W h it e  P a p e r  d id  n o t  d e f in i t iv e ly  

d e f in e  se n s it iv e  in fo rm a t io n ,  w e  d id  id e n t i fy  so m e  

c le a r  e x a m p le s :

•  p o l i t ic a l  p e rs u a s io n ,

•  h e a lth  c a re ,

•  s e x u a l m a tte rs , an d

•  p e rs o n a l f in a n c e .

T h e  re p o r t  a ls o  e m p h a s is e d  the n e e d  fo r  

c o n su m e r  e d u c a t io n  so  th a t c o n su m e rs  w i l l  h a v e  

m o re  c o n t ro l o v e r  h o w  th e ir  p e rs o n a l in fo rm a t io n  

is  u se d  and  w i l l  be  a b le  to  see the w a y s  i t  c a n  be  

u se d  b e n e f ic ia l ly .

A c t io n  if s e lf- re g u la t io n  in a d e q u a te

O n e  p re m is e  o f  o u r  re p o r t  is  th a t c o n su m e rs  w i l l  

b e n e f it  f r o m  u n ifo rm ,  m in im u m , e f fe c t iv e  p r iv a c y  

s ta n d a rd s  tha t a p p ly  to  l ik e  s e rv ic e s .  S u c h  

s ta n d a rd s  w i l l  a ls o  re d u ce  a  p o te n t ia l b a r r ie r  to  

c o n su m e r  u se  o f  the  In fo rm a t io n  S u p e rh ig h w a y . 

V o lu n t a r y  p r iv a c y  re q u ire m e n ts  w i l l  a ls o  b e n e f it  

the  p r iv a te  se c to r  b y  e l im in a t in g  a  p o te n t ia l s o u rc e  

o f  c o m p e t it iv e  ad van tage  o r  d is a d v a n ta g e  a m o n g  

r iv a l  p ro v id e r s  o f  l ik e  s e rv ic e s .  A t  the  sam e  t im e , 

a  s e lf - r e g u la to ry  a p p ro a ch  g iv e s  c o m p a n ie s  

f le x ib i l i t y  in  d is c h a rg in g  p r iv a c y  o b l ig a t io n s  a n d  

thu s  the o p p o r tu n ity  to  d o  so  in  a  w a y  th a t 

m in im is e s  c o s ts  to  the  o rg a n is a t io n  a n d  s o c ie ty .  

W e  b e lie v e  o u r  re c o m m e n d e d  a p p ro a c h  s h o u ld  

a d e q u a te ly  p ro te c t  the  in d iv id u a l 's  le g it im a te
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□
p r iv a c y  in te re s ts  w ith o u t  e x c e s s iv e  g o v e rn m e n t  

in te rv e n t io n  in  the  m a rk e t  p la c e .

N T I A  is  w o r k in g  w it h  te le c o m m u n ic a t io n s  an d  

in fo rm a t io n  c o m p a n ie s  to  g a th e r  in fo rm a t io n  o n  

c o m p a n y  p o l ic ie s  o n  p r iv a c y  p ro te c t io n  and  to  see 

w h e th e r  th e y  a re  im p le m e n t in g  c h a n g e s  as a  re s u lt  

o f  re c o m m e n d a t io n s  in  th e  W h it e  P a p e r  o r  fo r  

o th e r  re a so n s . If, however, industry self- 
regulation does not produce adequate notice and 
consumer consent procedures, we believe 
government action will be needed to safeguard 
privacy interests o f American consumers.

R e g u la t in g  th e  In tern et m a y  s t if le  its  

g ro w th

T h is  s e lf - r e g u la to r y  a p p ro a c h  is  a ls o  c o n s is te n t  

w it h  the  C l in t o n  A d m in is t r a t io n 's  a p p ro a c h  to  

r e g u la t in g  th e  In te rn e t. T h e  A d m in is t r a t io n 's  

c o n s is te n t  p o l ic y  o n  the  In te rn e t h a s  b e en  th a t i t  

s h o u ld  b e  a l lo w e d  to  e v o lv e  w it h  m in im a l 

g o v e rn m e n t  r e g u la t io n  a n d  in t r u s io n .  T h e  g ro w th  

o f  the  In te rn e t  to  th is  p o in t  h a s  b e e n  p h e n o m e n a l.

I t  h a s  b e e n  s u c c e s s fu l b e y o n d  a n y o n e 's  w ild e s t  

d re a m s  a n d  c o n t in u e s  to  e v o lv e ,  so m e t im e s  i t  

se em s , a lm o s t  o n  a  d a i ly  b a s is .  In  the  U n it e d  

S ta te s , m u c h  o f  th is  su cc e s s  is  a t t r ib u te d  to  the  

la c k  o f  g o v e rn m e n t  r e g u la t io n . W e  a re  c o n c e rn e d  

th a t g o v e rn m e n t  re g u la t io n  c o u ld  h a v e  the

u n d e s ir e d  e f fe c t  o f  s t i f l in g  the  _________________

In te rn e t ’ s g ro w th .

F u r th e rm o re ,  the  

in te rn a t io n a l n a tu re  o f  the 

In te rn e t -  the  ir r e le v a n c e  o f  

p h y s ic a l b o u n d a r ie s  -  m a k e s  

re g u la t io n  o f  the  In te rn e t  a n d  

e n fo r c e m e n t  v e r y  d i f f ic u l t .

T h e re  is  n o  w a y  o f  p re v e n t in g  

e le c t r o n ic  m a te r ia ls  th a t 

o r ig in a te  a b ro a d  f r o m  e n te r in g  

a n o th e r  c o u n t ry .  I t  is  a ls o  n o t  

c le a r  th a t g o v e rn m e n ts  h a v e  the  

p o w e r  to  e n fo r c e  r e g u la t io n s  

a g a in s t  f o r e ig n  e n t it ie s  w h o se  

o n ly  c o n ta c t  w it h  the

ju r is d ic t io n  is  o v e r  th e  In te rn e t. A n d  th u s , 

n a t io n a l le g a l re q u ire m e n ts  m a y  h a v e  l it t le  o r  n o  

e f fe c t  o n  su ch  m a te r ia l.

C o n s u m e r s  to  c h o o s e  th e ir  p r iv a c y  le v e l

T h e  A d m in is t r a t io n ,  th e re fo re , lo o k s  to  in d u s t r y  

s e lf - r e g u la t io n  s o lu t io n s  to  a d d re ss  p r iv a c y  (as

p o w

;i(jn.

w e r  

O n e

"If, however, industry 
self-regulation does not 
produce adequate notice 

and consumer consent 
procedures, we believe 
government action will 
be needed to safeguard 

privacy interests o f 
American consum ers."

w e l l  as o th e r)  is su e s  a r is in g  f r o m  In te rn e t  u se .

T h e  o n l in e  in d u s t r y  h a s  a lre a d y  b e g u n  

s e lf - r e g u la t io n  to  e n h an ce  p r iv a c y .  M ic r o s o f t  has 

a d o p te d  v e r y  s t r in g e n t  p ra c t ic e s  f o r  o n l in e  d a ta  

p ro te c t io n . A n d  A T & T  a n d  M C I  a re  n o w  

m a rk e t in g  th e ir  s e rv ic e s  to  c o n su m e rs  b y  

p r o m is in g  a  c o m m itm e n t  to  e n s u r in g  th a t 

c u s to m e rs  re c e iv e  adequa te  p r iv a c y  p ro te c t io n .

T h e  C l in t o n  A d m in is t r a t io n  a ls o  fa v o u rs  

t e c h n o lo g ic a l a p p ro a ch e s  th a t w o u ld  e m p :  

c o n su m e rs  to  c o n t ro l a c ce ss  to  in fo rm a t ic  

p r o m is in g  a p p ro a ch  w o u ld  ta ke  the  P la t f o r m  f o r  

In te rn e t C o n te n t  S e le c t io n  te c h n o lo g y  ( P I C S )  

d e v e lo p e d  to  e m p o w e r  p a re n ts  to  p re v e n t  th e ir  

c h i ld r e n s ' a c ce ss  to  v io le n t  o r  o th e rw is e  

in a p p ro p r ia te  p ro g ra m m in g , a n d  a dap t i t  to 

p re v e n t  a c ce ss  to  w e b  s ite s  th a t d id  n o t  p r o v id e  

the  s p e c if ic  le v e l o f  p r iv a c y  d e s ire d  b y  a 

c o n su m e r . T h e  a d van ta g e s  o f  t e c h n o lo g ic a l 

s o lu t io n s  in c lu d e  e l im in a t in g  the  n e e d  fo r  

g o v e rn m e n t  r e g u la t io n  a n d  a l lo w in g  c o n su m e rs  to  

c u s to m  t a i lo r  th e ir  d e s ire d  le v e l o f  p r iv a c y  

p ro te c t io n .

T h e  E u ro p e a n  U n io n  D a ta  P ro te c t io n  

D ire c t iv e

F r o m  o u r  p e rs p e c t iv e , o n e  o f  the  m o s t  

c o n t r o v e r s ia l a sp e c ts  o f  the  D ir e c t iv e  is  ins

___________________  re q u ire m e n t  th a t M e m b e r

S ta te s  e n a c t la w s  to  p r o h ib i t  

the  t ra n s fe r  o f  p e rs o n a l d a ta  to  

t h ir d  c o u n t r ie s  th a t fc .il to  

e n su re  an  “ adequa te  e v e l o f  

p r o te c t io n ”  f o r  p e rs o n a l 

in fo rm a t io n .  [ A r t .  2 5 (1 ) ]  A s  a 

re s u lt  o f  th is  p r o v is io n ,  the  

D ir e c t iv e  a n d  the  j 

im p le m e n t in g  la w s  o f  M e m b e r  

S ta te s  c o u ld  h a v e  e n d rm o u s  

c o n se q u e n ce s  f o r  U n it e d  

S ta te s  c o m p a n ie s  w it h  

E u ro p e a n  o p e ra t io n s , as w e l l  

as U n it e d  S ta te s  c o m p a n ie s  

th a t u se  the  In te rn e t.

D o e s  -the U S A  p r o v id e  a d e q u a te  p r o t e c t io n ?

A  E u ro p e a n  U n io n  W o r k in g  P a r t y  h a s  b e e n  se t u p  

to  r e v ie w  the la w s  o f  t h ir d  c o u n t r ie s  a n d  to  

d e te rm in e  w h ic h  c o u n t r ie s  d o  n o t  p ro v id e  adequa te  

da ta  p ro te c t io n . W e  a re  c o n c e rn e d  abo u t h o w  the  

E u ro p e a n  U n io n  w i l l  d e te rm in e  w h e th e r  o r  n o t  a  

t h ir d  c o u n t r y 's  p r iv a c y  p o l ic ie s  a re  a de qua te .
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A lth o u g h  the  D ir e c t iv e  p r o v id e s  th a t the  a d e q u a cy  

o f  the  p ro te c t io n  o f fe r e d  is  to  be  a sse ssed  in  the 

l ig h t  o f  a l l  the  c ir c u m s ta n c e s , in c lu d in g  the n a tu re  

o f  the  da ta , the  ru le s  o f  la w , a n d  the  p ro fe s s io n a l 

r u le s  a n d  s e c u r it y  m e a su re s  th a t a re  c o m p lie d  w ith  

in  th a t c o u n t ry ,  w e  a re  c o n c e rn e d  b e cau se  the  

s p e c if ic  c r i t e r ia  th a t w i l l  b e  u se d  to  ju d g e  the 

a d e q u a c y  o f  p ro te c t io n  in  t h ir d  c o u n t r ie s  h a ve  n o t  

y e t  b e e n  fo rm u la te d .

I f  the  E u ro p e a n  U n io n  

d e te rm in e s  th a t th e  U n it e d  S ta te s  

d o e s  n o t  p r o v id e  adequa te  

p r iv a c y  p ro te c t io n , A m e r ic a n  

b u s in e s se s  th a t u se  p e rs o n a l d a ta  

c o lle c te d ,  s to re d , o r  p ro c e s s e d  in  

E u ro p e ,  a n d  A m e r ic a n  c o m p a n ie s  

w it h  o p e ra t io n s  in  E u ro p e ,  m a y  

be  u n a b le  to  m o v e  da ta  le g a l ly  to  

the  U n it e d  S ta te s . T h o s e  U n it e d  

S ta te s c o m p a n ie s  c o u ld  be  

r e q u ire d  to  e s ta b lis h  se pa ra te  da ta  

f a c i l i t ie s  in  the  E u ro p e a n  U n io n  

fo r  th e ir  E u ro p e a n  o p e ra t io n s .

T o  h e lp  e n su re  th a t the  E u ro p e a n  U n io n  

a n a ly s is  o f  U n it e d  S ta te s  p r iv a c y  p ro te c t io n  is  

c o m p re h e n s iv e , N T I A  re c e n t ly  s e rv e d  as the 

c o n ta c t  p o in t  f o r  the  E u ro p e a n  U n io n ,  a nd  h o s te d  

m e e t in g s  w it h  E u ro p e a n  U n io n  re p re se n ta t iv e s , 

o th e r  U n it e d  S ta te s  G o v e rn m e n t  a g e n c ie s  and  the 

p r iv a te  s e c to r , to  b e g in  to  d is c u s s  o u r  re sp e c t iv e  

p r iv a c y  a p p ro a ch e s , la w s , and  re g u la t io n s .

T h e  U S A / E U  d ia lo g u e  c o n t in u e s

In  a d d it io n  to  the  U n it e d  S ta te s /E u ro p e a n  U n io n  

b i la te r a l d is c u s s io n s  in  M a r c h ,  w e  h a d  tw o  

m e e t in g s  w it h  M r .  B r i ih a n n ,  the  H e a d  o f  U n i t  

r e s p o n s ib le  f o r  D a ta  P ro te c t io n  a t D G  X V  a t the 

E u ro p e a n  U n io n ,  a n d  o th e r  m e e t in g s  w ith  F e d e ra l 

G o v e rn m e n t  a n d  p r iv a te  se c to r  re p re se n ta t iv e s . 

T h e se  m e e t in g s  w e re  g o o d , o p e n  d is c u s s io n s , in  

w h ic h  w e  t r ie d  to  u n d e rs ta n d  the  o th e r 's  

p e rs p e c t iv e  a n d  a p p ro a c h  to  da ta  p ro te c t io n .

T h e  E u ro p e a n  U n io n  s p e c if ic a l ly  a sk e d  u s  to  

fo c u s  o n  d ir e c t  m a rk e t in g , c r e d it  r e p o r t in g  an d  

m e d ic a l d a ta . W e  a ls o  to o k  the  o p p o r tu n ity  to  

e x p la in  the  U n it e d  S ta te s  a p p ro a c h  to  p r iv a c y ,  as 

w e l l  as c o n tra c tu a l a n d  p o s s ib le  t e c h n o lo g ic a l 

s o lu t io n s  to  p ro te c t in g  in fo rm a t io n  p r iv a c y .

W e  w e re  e n c o u ra g e d  b y  tho se  m e e tin g s .

U n it e d  S ta te s  c o m p a n ie s  w e re  a b le  to  d e m o n s tra te

th e ir  c o n c e rn  fo r  the  p r iv a c y  o f  p e rs o n a l d a ta  as 

w e l l  as th e ir  a b i l i t y  to  p ro te c t  s u ch  da ta . I t  

b e ca m e  c le a r  th a t th e re  e x is t s  a  sh a re d  w il l in g n e s s  

to  eng age  in  a  c o n t in u e d , p ro d u c t iv e  d ia lo g u e .

How will adequacy be determined?
W e  re m a in  c o n c e rn e d , as d o  m a n y  A m e r ic a n  

c o m p a n ie s ,  a b o u t  h o w  a d e q u a c y  w i l l  be  

d e te rm in e d  a n d  w h e th e r  s e lf - r e g u la to ry  a n d  

c o n tra c tu a l a p p ro a ch e s  w i l l  be  c o n s id e re d  b y  the  

E u ro p e a n  U n io n  in  m a k in g  its  

d e te rm in a t io n s . A m e r ic a n  

c o m p a n ie s  h a v e  e x p re s s e d  so m e  

c o n c e rn  to  u s  th a t s im p ly  n o t  

k n o w in g  h o w  a d e q u a c y  w i l l  b e  

e v a lu a te d  c re a te s  p la n n in g  

p ro b le m s .

N T IA  o ffe rs  c o n t a c t  ro le

I t a ls o  b e ca m e  c le a r  to  u s  th a t 

w e  n e e d  to  k n o w  h o w  M e m b e r  

S ta te s  a re  im p le m e n t in g  the  

D ir e c t iv e  a n d  m o re  a b o u t  th e ir  

a p p ro a ch e s  to  f a ir  in fo rm a t io n  

p ra c t ic e s .  W e  p la n  to  c o n t in u e  o u r  d is c u s s io n s  

d u r in g  b o th  fo rm a l a n d  in fo rm a l m e e t in g s  b e tw e e n  

the U n it e d  S ta te s  a n d  the  E u ro p e a n  U n io n  a n d  to  

m e e t w it h  re p re se n ta t iv e s  f r o m  M e m b e r  S ta te s  in  

the  n e a r  fu tu re .

W e  h e a r  o c c a s io n a lly  f r o m  v is it o r s  to  the  

U n it e d  S ta te s th a t th e y  a re  a t a  lo s s  as to  w h o  to  

t a lk  to  a b o u t p r iv a c y  is su e s , s in c e  the  U n it e d  

S ta te s doe s  n o t  h a v e  a  c e n t ra lis e d  d a ta  p ro te c t io n  

a g e n cy . T h e  N a t io n a l T e le c o m m u n ic a t io n s  a n d  

In fo rm a t io n  A d m in is t r a t io n ,  w o rk in g  w it h  the  

D e p a r tm e n t  o f  S ta te , w o u ld  be  h a p p y  to  se rv e  as 

the  p o in t  o f  c o n ta c t  fo r  y o u r  v is it s .

Barbara Wellbery, NTIA Chief Counsel, 
addressed the 9th Privacy Laws & Business 
Conference at St John's College, Cambridge in 
July 1996. She may be contacted at National 
Telecommunications and Information 
Administration, U.S. Department of 
Commerce, Room 4713, 14th and Constitution 
Avenue NW, Washington D.C. 20230, U.S.A. 
Tel: +(1) 202 482 1816 Fax: +(1) 202 501 8013

"We are concerned 
about how the 

European Union will 
determine whether or 
not a third country's 
privacy policies are 

adequate."
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