
The future of data protection 
in Europe

is already in place should be added to and 
enriched by die new elements that the Directive 
brings.

The next 18 months will see m ajor changes to 
the landscape of European data protection law 
as the Member States of the European Union 
undertake, and hopefully complete, the task of 
implementing the provisions of the 1995 Data 
Protection Directive into their national laws.
Dr Ulf Briihann, Head of the European 
Commission's DG 15 Unit responsible for 
drafting the EU Data Protection Directive, 
reports on their progress.

Im p le m e n ta tio n  o f  th e  D ire c t iv e

I am pleased to say that several of the 15 Member 
States are already well-advanced in this process. 
The Italian and Greek parliaments have already 
adopted laws which go a long way towards 
implementing the Directive, whilst in Belgium and 
the Netherlands draft laws have been prepared and 
issued for comment. In the UK, the signs are that 
excellent progress is also being made.

There are some important issues of substance 
linked to the process of implementing the 
Directive. The important guidance on 
implementation contained in recitals 9 and 10 of 
the Directive itself make it clear that 
implementation must not result in any lessening of 
the protection provided to individuals, but rather 
that Member States should strive to improve the 
protection currently provided by their legislation. 
These recitals, it must be emphasised, are key 
provisions which must inform the approach taken 
to implementation here in the UK, and in all of 
the Member States of the European Union.

The United Kingdom's current legislation on 
data protection is sometimes characterised by 
those in other countries as being relatively weak 
compared to the laws of other Member States.
This is an over-simplification, for in some 
respects the existing UK law compares quite 
favourably. Care must therefore be taken to 
ensure that the process of implementing the 
Directive does not result in the unravelling of 
those aspects of the traditional British approach to 
data protection that have worked well over the 
years, and which I hope will begin to make a 
valuable contribution to European data protection 
over the years to come. Instead, the core of what

M e d ia  e x e m p tio n s

It is interesting to note that existing UK law 
includes no special exemptions for journalists and 
the media. Up to now, no such exemptions have 
been deemed to be necessary. Article 9 of the 
Directive, on the other hand, allows Member 
States to provide exemptions for data processing 
for journalistic purposes, where they are necessary 
to reconcile the right to privacy with rules 
governing freedom of expression. This does not 
mean, however, that the UK should give up its 
carefully measured approach to the granting of 
exemptions in this area. On the contrary, if it 
were to do so, this could result in some lessening 
of the protection provided to individuals. Of 
course, there may not be a case for some small 
exemptions to a limited number of s pecific 
provisions, but only where this is strictly 
necessary for the balance between these two 
fundamental rights to be maintained. The fact that 
the Directive allows for wider exemptions than 
those that exist already, is not in itself an 
argument in favour of introducing wider 
exemptions.

Another strong point of the UK law has been 
its horizontal or "omnibus" nature and the fact 
that all sectors, public and private alike, have 
been subject to die same rules and the same 
supervision system. Of course, the Directive does 
not require any changes to be made to national 
data protection laws insofar as they cover sectors, 
such as police or defence, which fall outside the 
scope of Community law. In spite <pf this, the 
Commission has always considered that a 
seamless, horizontal approach to data protection 
makes a great deal of sense, making life easier 
and simpler for data subjects and controllers alike. 
I am, therefore, very encouraged to see that, with 
the new government's commitment io primary 
legislation, the indications are that tie UK will 
retain its traditional approach of a single piece of 
horizontal legislation.

M a n u a l d a ta

A new feature of the post-1998 law in the UK will 
be that it will apply not only to automated 
processing but also to personal data held
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manually, provided that the data forms part of a 
"filing system." I am aware that there has been 
much conjecture regarding the type of manual 
files which will be covered by the definition of 
"filing system."

Concern is understandable; after all, this is 
something new. However, on the basis of the 
experience of other Member States, not least 
France and Germany where laws covering manual 
files have existed since the mid-seventies, it does 
not seem that the application of data protection 
rules to manual data creates any insurmountable 
difficulties. In fact, a single regime for all 
personal information can make life simpler. As 
far as the definition is concerned, if personal data 
forms part of a structured set, and is accessible 
according to specific criteria, then the data falls 
within the scope of the Directive. In practice, I 
would envisage that most organised sets of manual 
files will be covered on this basis.

N a tio n a l a p p lic a b le  la w

One aspect of the new law that it is important to 
get right, is the implementation of Article 4 of the 
Directive on national applicable law. This article 
seeks to ensure that any particular processing 
operation is governed by only one of the 15 
Member State laws. The simplification of the 
Community legal framework by eliminating the 
phenomenon of overlapping laws is one of the 
Directive's big benefits. Differences of 
interpretation between Member States must, 
however, be avoided if this simplification is to be 
achieved. We will be discussing this issue with 
Member States in the near future.

C o m p lia n c e  c o s t s

Finally regarding implementation, a word on the 
issue of compliance costs. The provisions of the 
Directive should not result in the creation of any 
unnecessary or unreasonable costs on either 
private industry or public organisations. The 
Directive is designed in a way to permit 
implementation in a relatively non-bureaucratic 
way. For example, it is envisaged that Member 
States will take advantage of the flexibility 
included in the Directive to make widespread 
exemptions from the duty to notify data processing 
activities to the supervisory authority. However, 
because we continue to take this issue very 
seriously, we have commissioned a study, the aim

of which is to develop practical advice to 
organisations on ways to comply with the 
Directive's provisions in the most cost-effective 
way. There will also be advice on how to use 
data protection policy as a means to more 
effective and efficient management of data 
resources and improved customer relations. The 
results of this study will take the form of a 
handbook which should be available early next 
year, well in advance of the Directive’s 
implementation deadline, in October 1998.

T h ird  c o u n try  is s u e s

Vital aspects of the Directive, given the increasing 
globalisation of both economic activity and 
information infrastructures, are the provisions in 
Articles 25 and 26 on transfers of data to third 
countries, i.e. countries other than the EU 
Member States. The basic rule is that Member 
States should only permit transfers of personal 
data to third countries if the country in question 
ensures an adequate level of protection for 
personal data.

The objective of any adequate data protection 
system must be to see the observance of, at least, 
a basic set of principles in practice. These must 
include:
• the basic purpose limitation principle,
• data quality principles ensuring data is 

accurate, relevant and kept no longer than is 
necessary,

• a security principle, and
• a transparency principle ensuring proper 

information is given to the data subject when 
data is collected.

Additionally, individuals should have:
• basic rights of access to their data, and
• rights to have inaccurate data rectified. 

Additional measures should be present if:
• sensitive data is involved, or
• the purpose of the processing is to make 

unsolicited marketing approaches, or
• decisions of importance are taken on the sole 

basis of automated profiles.
But the simple existence of such rules does not 

in itself ensure that the rules will be observed.
For protection to be adequate, appropriate 
institutional and enforcement mechanisms must be
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□
in place to ensure that the rules are complied with 
in practice, that support and help is available to 
individuals who do have problems, and that 
ultimately a remedy is available for individuals so 
that breaches of the rules can be put right and 
compensation paid if appropriate.

A d e q u a c y  - h o w  to  ju d g e

I am often asked whether any decisions have been 
made regarding the adequacy or otherwise of a 
particular third country's level of protection. The 
answer to this is "no", but in any case the 
question is not the right one. For it is clear that 
the Directive requires adequacy to be judged in 
the context of a particular data transfer or 
category of transfers. This means that it is entirely 
possible that the same third
country might ensure adequate --------------------
protection for a transfer in one 
sector, but not for a transfer in 
another. Countries lacking 
general "omnibus" data 
protection laws may therefore 
experience particular problems 
in those sectors where levels of 
protection are particularly 
weak.

With this in mind, the Commission's services 
have been involved in informal discussions with 
officials from a number of third countries,
Contacts with the US and the Japanese authorities 
have been particularly intensive and have sought 
to explore how protection in these two countries 
might develop in a way that might satisfy the 
principle of adequate protection, at least with 
respect to the bulk of personal data transfers. In 
both countries, efforts are being made to improve 
the situation, at least in some sectors, but progress 
is perhaps not as fast as one would have hoped.
In the US, the privacy debate has been very lively 
in the past year or so, but this activity has yet to 
be translated into significant new measures which 
can give the kind of effective protection for 
individuals which is needed. However, the 
situation is constantly changing, and with several 
draft bills before Congress, and a recent 
consultation paper from the White House evoking 
the possibility of creating a "Privacy Body" of 
some form at federal level, there is some prospect 
of improvement in the situation.

"..the world-wide trend 
is definitely moving in 
the direction of higher 

levels of privacy 
protection."

The need for such improvements is, of course, 
becoming increasingly urgent, given the prospect 
of personal data transfers being blocked by 
Member States as early as October next year. The 
exemptions to the rule on adequacy in Article 26 
may seem extensive, but they are tightly worded 
and unlikely to apply to the majority of situations.

C o n tra c tu a l s o lu t io n s  - a  p o s s ib i l i t y ?

The possibility for contractual solutions, evoked in 
the second paragraph of Article 26, ijs also not the 
panacea it might seem. It may be possible to use 
contractual means to deal with a one-off situation, 
but it is a very complex and time-consuming 
process. Indeed, the particular difficulties that 
contractual solutions present are acknowledged by 

the text of the Directive, which
---------------------  requires each authorisation by

a Member State of a transfer 
on the basis of a contract to be 
notified specifically to the 
Commission and the other 
Member States. This can be 
contrasted to the normal 
procedure, where it is only 
when transfers are blocked that 
the case is notified and the 

Community becomes involved.
In my view, such contractual solutions would 

be difficult and very burdensome, particularly to 
the large numbers of small and medium-sized 
enterprises which do not benefit from the large 
in-house legal departments of the giapt multi
national corporations.

Exemptions and contractual solutipns can only 
ever be a small part of the answer to the problem. 
It is therefore encouraging that, in general, the 
world-wide trend is definitely moving in the 
direction of higher levels of privacy protection.
In North America, Canada is showing the way 
with its commitment to private sector legislation 
by the year 2000 and the valuable work 
undertaken on the development of the Canadian 
Standards Association Model Code. This 
Canadian initiative has now been taken to the 
International Standards Organisation, where a 
committee is now studying it with a view to 
developing an international privacy standard. This 
is a valuable initiative which could make a worthy 
contribution to the protection of individual privacy 
in the international context.
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P r iv a c y  in th e  o n - lin e  w o rld  a n d  

e le c t r o n ic  c o m m e r c e  in it ia t iv e s

Much of this renewed interest in data protection 
throughout the developed world is due to the new 
threats to privacy presented by the information 
revolution through which we are now living. The 
European Commission is very much involved with 
the debate about the impact of new technologies 
and on-line services, in particular.

The Information Society Forum, an 
independent grouping of 200 or so representatives 
from industry, consumer associations, the media 
and academic institutions, in its first annual 
report, pointed to the threats to privacy posed by 
the emerging information society, not least the 
frightening potential for misuse of the digital 
traces left by the use of on-line services.

A working group of the Forum is now looking 
at the extent to which such traces can be made 
anonymous. Another issue concerns the unfair 
collection of marketing data, particularly from 
children who are enticed by the prospect of 
gaining access to games over the Internet, while 
concerns have also been raised regarding the 
potential of "cookies" (software placed on users' 
hard disk without their knowledge) to collect data 
about individuals' on-line behaviour in a covert 
and non-transparent manner (PL&B April '96 pp. 
8-9).

S e a r c h  a g e n ts

Perhaps more frightening still are the dangers 
posed by intelligent search agents, capable of 
scouring the Internet and bringing together from 
thousands of Web sites and Newsgroups all the 
available information on a named individual. A 
recent article in the Minneapolis Star Tribune 
explained how one could compile a detailed 
biography of a randomly-selected individual using 
such software and exploiting information from all 
the discussion groups in which the person 
participated. The newspaper was able to obtain 
the person's address and telephone number, place 
of birth, where he studied, his profession, his 
current workplace, his interest in amateur theatre, 
his favourite type of beer, his preferred 
restaurants and holiday destinations, and his views 
on such diverse subjects as Bill Gates and the 
"socially repressive" state of Indiana. There are 
already a number of web sites in the United States 
offering such "look-up services" commercially.

E -m a il a n o n y m ity

Another issue is the lack of anonymity provided 
by electronic mail services. E-mail is not 
analogous to the traditional post nor to the 
telephone. In truth, it falls somewhere in 
between. However, the possibility of anonymity 
on the part of the sender, an important feature of 
these older technologies, and guaranteed on ISDN 
telephones by Calling Line Identification blocking 
devices, has not yet been developed. The 
emergence of "anonymous re-mailing" services 
proves that the demand is there, but unfortunately 
in their current form they do not seem to be a 
complete answer.

Internet p r iv a c y  - c u r re n t  re g u la t io n s

So how can privacy be protected in the on-line 
environment? In the European Commission we 
believe strongly that a twin-track approach is 
necessary, combining technological solutions with 
a framework of enforceable data protection rules. 
Governments and international organisations have 
an important role to play in both the establishment 
of the appropriate regulatory framework and the 
development of the technological tools which will 
ensure that privacy continues to be protected in 
the on-line environment.

Regulation should, of course, be based on the 
well-established principles of data protection found 
in the Directive (such as purpose specification, 
consent, transparency). But already Member 
States are finding a need to specify and adapt 
these principles to the on-line environment, so that 
they can deal effectively with issues such as 
anonymity, cookies, and intelligent search agents. 
In Germany, a law dealing with on-line services 
which includes a large number of data protection 
provisions has already been drafted (see p.18), 
and I understand that the Italian authorities are 
also involved in drafting an "Internet" privacy 
law. In the Commission, our principal concern is 
to ensure that such regulatory initiatives do not 
cause any new obstacles to the functioning of the 
internal market for on-line services. With 
electronic commerce at such an embryonic stage, 
it is vital that the single market is not fragmented 
by such regulatory obstacles.

But electronic commerce is a global 
phenomenon, and it is therefore also vital, as the 
Commission's recent communication A European 
Initiative for Electronic Commerce emphasised, to
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secure wider international acceptance for the 
European regulatory approach. For data 
protection, the best forum for this would probably 
be the World Trade Organisation.

As to the development of technological 
solutions, the Commission has already taken an 
important step with the recent adoption of the 
proposal for the 5th Framework Research 
Programme, a major initiative which will provide 
funding for appropriate research projects into the 
next century. The programme makes specific 
provision for funding of research and development 
of Privacy Enhancing Technologies (PETS), a 
term which encompasses anonymous payment 
mechanisms, "identity protectors" based on 
cryptographic techniques, and technologies and 
infrastructures such as public Internet kiosks 
developed with a view to allowing anonymous 
access to the network. It also considers the 
impact on individual privacy as a criterion for the 
evaluation of the whole range of other IT projects 
and initiatives funded under the programme. For 
example, a project developed to monitor car 
traffic using satellite technology will be assessed 
as to its impact on privacy.

This last point is particularly important. In the 
on-line context, the development of policy in other 
areas such as taxation, payment systems, transport 
or copyright management, is likely to have a 
major impact on the privacy protection afforded to 
individuals. Both regulatory and technological 
developments in these areas therefore need to be 
monitored closely.

There is clearly much to be done. Electronic, 
on-line commerce creates a whole new agenda for 
privacy. Fortunately, it seems that a great deal of 
consensus, at European level at least, is already 
developing. A special conference of European 
Ministers in Bonn in July 1997 is discussing the 
issues surrounding global information networks 
(see p. 16). I am hopeful that the Ministers' 
declaration will, in its approach to data protection 
issues, reflect quite closely the type of ideas we 
are developing inside the Commission and the 
general approach I have outlined here.

T h e  n e w  A m s te r d a m  T re a ty

I will not even try to draw common conclusions 
from the quite disparate topics I have discussed 
here. Instead, I would like to finish by drawing 
your attention to the important progress on data 
protection made just recently at the European 
summit in Amsterdam (PL&B Aug '97 pp. 2-4). 
For the new Amsterdam Treaty which was agreed 
there contains a new article (number 213b) 
entirely dedicated to data protection, which, 
assuming that the Treaty is ratified by Member 
States and comes into force, will fill an important 
hole in the European data protection fabric.

The new article does two things:
1. It requires Community institutions and 

bodies (such as the Commission and the 
European Parliament, for example), whose 
data processing is strictly speaking not 
affected by the Data Protection Directive, 
to respect the data protection principles laid 
down in the Directive, and

2. It instructs the Council, acting on a 
proposal from the Commission, to adopt 
the necessary instruments to establish a 
data protection authority to supervise the 
processing carried out by all Co mmunity 
institutions and bodies.

This is a significant new development which 
makes an important contribution to ensuring a 
level playing field of data protection regulation 
throughout the European Union, and which allows 
Member States to pass personal data to j European 
Community institutions and bodies with full 
confidence that proper data protection i|ules will 
be applied.

This report is based on a presentation to the 
Privacy Laws & Business 10th Annual 
Conference, July 1997 given by Dr Ulf 
Briihann, (Head of Unit, DG 15, European 
Commission), reported by Nick Plattcn, 
independent consultant.
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