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Genes are us: Ottawa forum 
identifies the privacy issues

"There exists an unrecognised a rt form which 
consists of bringing together the best resource 
people from around the world to achieve both 
wide-angle vision and sharp focus on a 
complex, multifaceted subject in a single, 
day-long sem inar." According to Lise Moisan 
of Privacy Files, Canada, Privacy Laws & 
Business achieved this in September 1996, when 
we organised a workshop in Ottawa on Data 
Protection Law and Genetics.

D e te c t iv e  S u p e rin te n d e n t K e n  G ra n g e  o f  th e  

U K  H o m e  O f f ic e  sp o ke  a b o u t th e  im p le m e n ta t io n  

o f  the  U K 's  C r im in a l J u s t ic e  a n d  P u b l c  O rd e r  A c t  

19 94 . T h is  a llo w s  p o lic e  to  o b ta in  sa m p le s  fro m  

in d iv id u a ls  c o n v ic te d  o f  o r  c h a rg e d  w i th a  

re c o rd a b le  o ffe n c e , in  o rd e r  to  p ro d u ce  D N A  

p ro f ile s  th a t a re  th en  re ta in e d  in  th e  ra  t io n a l 

d a taba se . D e te c t iv e  S u p e rin te n d e n t G ra n g e  m ade  

an  o b s e rv a tio n  w h ic h  sp e a k s  v o lu m e s  a b o u t th e  

le v e l o f  a priori a c ce p ta n ce  o f , e v e n  f r it h  in , 

te c h n o lo g ic a l f ix e s  fo r  p ro fo u n d  s y s te m ic  

p ro b le m s : "It took the courts 25 or 3Q years to 
accept fingerprint evidence; it took thetn one year 
to accept DNA evidence."

I t c o v e re d  th e  d a ta  p ro te c t io n  a n d  p r iv a c y  

im p lic a t io n s  o f  g e n e tic s  a n d  g e n e tic  te c h n o lo g ie s  

in  h u m a n  re p ro d u c t io n  a n d  h e a lth , la w  e n fo rc e 

m e n t, re s e a rc h  e th ic s  a n d  th e  b io te c h n o lo g y  

in d u s try .

T h e  w o rk s h o p  c o n s is te d  o f  te n  e x p e rts  ( fro m  

s ix  d if fe re n t  c o u n tr ie s )  w h o  d e liv e re d  

p re s e n ta tio n s , fo llo w e d  b y  in fo rm a t io n  an d  

d is c u s s io n  o n  a  b ro a d  ra n g e  o f  g e n e tic s , p r iv a c y  

a n d  p o lic y - r e la te d  is s u e s . A lto g e th e r , 2 5  p e o p le  

fro m  te n  c o u n tr ie s , in c lu d in g  th e  P r iv a c y  

C o m m is s io n e rs  fro m  A u s t r a lia , B e lg iu m , 

D e n m a rk , G e rm a n y , H o n g  K o n g , Is ra e l a n d  N e w  

Z e a la n d , c a r r ie d  o n  a  se ve n  a n d  a  h a lf  h o u r 

ro u n d -ta b le  m a ra th o n  e x a m in a tio n .

The cost factor
C le a r ly ,  g e n e tic  in fo rm a t io n  as a  su b -se t o f  h e a lth  

in fo rm a tio n  is  a lre a d y  o f  g re a t in te re s t to  

p u b lic -h e a lth  c a re  m a n a g e rs , to  th e  in su ra n c e  

in d u s try  a n d  to  e m p lo y e rs . M o re o v e r , 

p a r t ic ip a n ts  w e re  c o n c e rn e d  th a t, a s  the  c o s t o f  

g e n e tic  te c h n o lo g y  d e c re a se s , th e  p re s su re  to w a rd s  

its  m o re  w id e s p re a d , i f  n o t ro u tin e , u se  w il l  

in c re a s e . In d e e d , in  la w  e n fo rc e m e n t, th e  h ig h  

c o s t o f  D N A  a n a ly s is  u se d  in  p o lic e  in v e s t ig a tio n s  

a n d  in  e s ta b lis h in g  n a t io n a l o r  in te rn a t io n a l 

d a ta b a n k s , se em s to  b e  o n e  o f  th e  fe w  r e lia b le , 

a lb e it  te m p o ra ry , m o d e ra tin g  fo rc e s .

D a ta  p ro te c t io n  a n d  p r iv a c y  is  a  s e r io u s  

c o n c e rn . F o r  e x a m p le , N e w  Z e a la n d  (C r im in a l 

In v e s t ig a tio n s  A c t  1995 ) a n d  C a n a d a  h ave  

c o n su lte d  th e ir  re s p e c tiv e  P r iv a c y  C o m m is s io n e rs  

b e fo re  b r in g in g  fo rw a rd  le g is la t io n  g o v e rn in g  

g e n e tic  te c h n o lo g ie s , b e  th e y  u se d  to  f ig h t  the  

"b a tt le  a g a in s t c r im e "  o r  th e  b a ttle  a g a in s t h e a lth  

d is o rd e rs  o r  r is in g  h e a lth -c a re  c o s ts .
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Unique character of genetic information
F o r  a  n u m b e r o f  so u n d  s tra te g ic  re a so n s , som e  

sp e a k e rs  w e re  o p p o se d  to  " g e n e t ic -s p e c if ic  

le g is la t io n ."  N e v e rth e le s s , th e y  a d h e re d  to  th e  

g e n e ra l v ie w  (e x p re sse d  s u c c in c t ly  in  th e  H u m a n  

R ig h ts  A u s t r a lia  S e p te m b e r 1996  in fo rm a tio n  

p a p e r The Privacy Implications o f Genetic Testing) 
th a t p e rs o n a l g e n e tic  in fo rm a tio n  d if fe r s  fro m  

o th e r p e rs o n a l in fo rm a tio n  in  the  fo llo w in g  w a ys :

•  k n o w in g  a b o u t so m e o n e 's  g e n e tic  m a ke u p  a ls o  

re v e a ls  the  m a ke u p  o f  g e n e tic  re la t iv e s ;

•  a ll D N A  in fo rm a tio n  is  c o n ta in e d  in  n e a r ly  

e v e ry  b o d y  c e ll;

•  it  in flu e n c e s , a lb e it  to  v a ry in g  d e g re e s , 

p e rs o n a l id e n t if ie r s  su ch  as "h e ig h t, b u ild , 

s k in  c o lo u r , in te llig e n c e  a n d  p o s s ib ly  

p ro p e n s ity  fo r  som e  b e h a v io u rs  su ch  a s 

a lc o h o lis m " ;

•  p e rs o n a l g e n e tic  in fo rm a tio n  c a n n o t b e  

ch an g ed ;

•  it  c a n  in d ic a te  w h a t w il l  (o r  is  l ik e ly  to )

h ap p en  to  y o u r  h e a lth  m a n y  y e a rs  in  th e  

fu tu re ; a n d  j
•  te sts ca n  in d ic a te  the  p ro b a b ility  o f  a  p e rs o n  

e x h ib it in g  a  c e r ta in  " c h a ra c te r is t ic  o r  

c o n d it io n ."

Which genetic technologies?
In  a d d it io n  to  the  c o lle c t io n  a n d  a n a ly s is  o f  D N A  

m a te r ia l fo r  th e  p u rp o se  o f  id e n t ify in g  su sp e c te d  

c r im in a ls , tw o  o th e r m a jo r te c h n o lo g ie s  s to o d  as a  

b a c k d ro p  to  th e  w o rk sh o p  d is c u s s io n s : g e n e tic  

s c re e n in g  a n d  g e n e tic  te s tin g .

Genetic screening, su ch  as s c re e n in g  the  

C a n a d ia n  p o p u la tio n  fo r  the  c y s t ic  f ib r o s is  g e n e , is
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t
a  p ro c e s s  o f  lo o k in g  fo r  a p a r t ic u la r  m a rk e r  to  see 

i f  it  is  th e re . W ith  g e n e t ic  te s t in g , h o w e v e r, 

th e re  is  a lre a d y  s u ff ic ie n t  e v id e n c e  ( ra c ia l o r  

fa m ily  m e d ic a l h is to ry )  to  in d ic a te  th a t a  g e n e tic  

m a rk e r is  l ik e ly  to  b e  p re se n t, w h ic h  ju s t if ie s  

te s tin g  an  in d iv id u a l o r  g ro u p  o f  in d iv id u a ls  to  

v e r if y  th e ir  lik e lih o o d  o f  d e v e lo p in g  a  p a r t ic u la r  

g e n e tic  c o n d it io n  su ch  as H u n t in g d o n 's  d ise a se .

T h e se  m e d ic a l u se s  o f  D N A  te c h n o lo g y  ra is e  

the  is su e  o f  w h a t th e  s c ie n c e  o f  g e n e tic s  ca n  an d  

c a n n o t p re d ic t  a n d  w ith  w h a t d e g re e  o f  c e r ta in ty . 

In d e e d , th e re  a re  v e ry  fe w  s in g le -g e n e  d is o rd e rs ; 

m o s t d is o rd e rs , i f  th e y  a re  g e n e tic  a t a ll,  in v o lv e  

m u lt ip le  g e n e s . A n d  a lm o s t a ll d is o rd e rs  stem , 

n o t o n ly  fro m  g e n e s , b u t fro m  e n v iro n m e n ta l and  

b e h a v io u ra l fa c to rs . H e n c e , th e  v e ry  n e ce s sa ry  

d is t in c t io n  b e tw e e n  lo w  p re d ic t iv e  te s ts  and  h ig h  

p re d ic t iv e  te s ts . U n fo r tu n a te ly , a m o n g  la y p e rso n s  

a n d  e v e n  a m o n g  p ro fe s s io n a ls  in  the  f ie ld ,  h u m an  

g e n e tic s  to o  o fte n  fa lls  p re y  to  d e te rm in is t ic  

th in k in g  o f  th e  o n e -g en e  o n e -e ffe c t v a r ie ty .

D r  A la n  W e s tin , P ro fe s s o r  o f  P u b lic  L a w  an d  

G o v e rn m e n t a t C o lu m b ia  U n iv e r s it y  a n d  a ca d e m ic  

a d v is o r  o n  le a d in g  p u b lic -o p in io n  su rv e y s  o n  

p r iv a c y  in  the  U n ite d  S ta te s  and  C a n a d a , re p o rte d  

th a t a 1995  su rv e y  sh o w e d  th a t o v e r  tw o -th ird s  o f  

A m e r ic a n s  h e ld  a p o s it iv e  v ie w  o f  fo re n s ic  D N A  

u se s. H e  s a id  th a t, c o n s id e r in g  the  s p e c ia lis e d  

n a tu re  o f  the  s u b je c t, th is  re f le c ts  an  u n u s u a lly  

"h ig h  p e n e tra t io n " , w h ic h  he  a ttr ib u te d  to  the  fa c t 

th a t, in  a d d it io n  to  th e  S im p so n  t r ia l m e d ia  c ir c u s , 

the  a ve ra g e  A m e r ic a n  is  b o m b a rd e d  b y  re p o rts  o f  

n ew  gene  d is c o v e r ie s  in  m e d ic a l c u re s .

Treating technology with caution
D r . B a rth a  K n o p p e rs , P ro fe s s o r  o f  L a w  a t the 

U n iv e r s it y  o f  M o n tre a l a n d  C h a ir  o f  th e  

In te rn a tio n a l E th ic s  C o m m itte e  o f  th e  H u m a n  

G e n o m e  P ro je c t , e m p h a s is e d  th a t p o lic y  m a ke rs  

m u st f u lly  u n d e rs ta n d  th e  " s y m b o lic  p o w e r"  o f  

h u m an  g e n e tic s  a n d  ta ke  in to  a c c o u n t its  " s o c ia l 

re p re s e n ta tio n s " : it  is  a n  a re a  w h e re  p e o p le  p ro je c t 

th e ir  " fe a rs , h o p e s , p h o b ia s , as w e ll as th e ir  

le g it im a te  c o n c e rn s ."

D r .  A b b y  L ip p m a n , g e n e t ic is t a nd  P ro fe s s o r  a t 

M c G il l 's  U n iv e r s it y  D e p a rtm e n t o f  E p id e m io lo g y  

a n d  B io s ta t is t ic s , fe a rs  " re d u c t io n is t  a s su m p tio n s " 

a b o u t h u m a n  g e n e tic s  a n d  th e ir  in te rp la y  w ith  

"w id e s p re a d  s y s te m ic  p re ju d ic e s "  th a t h a ve  b een  

a n d  re m a in  in ju r io u s  to  c e r ta in  ta rg e te d  g ro u p s . 

S h e  a d v is e d  th a t, in  c o n s id e r in g  a n y  n e w

te c h n o lo g y  and  its  a p p lic a t io n s , w e  s h o u ld  " lo o k  

u p s tre a m  and  .. . a sk  w h o se  in te re s ts  a re  b e in g  

se rv e d ?  A n y  te c h n o lo g y  h a s a  v a le n c e ; it s  m e re  

p re se n ce  ch an g e s e v e ry th in g ,"  D r  L ip p m a n  

o b se rv e d , c it in g  the  e x a m p le  o f  p re n a ta l te s t in g  

(a m n io c e n te s is ) . "T h e  v e ry  p o s s ib ilit y  o f  D N A  

e v id e n ce  in  c r im in a l c a se s u p s  th e  a n te ."

T h is  c a u t io n a ry  v ie w  e ch o e s  th e  w o rd s  o f  

B ru c e  P h illip s ,  C a n a d a 's  P r iv a c y  C o m m is s io n e r .

In  h is  1 9 9 5 -9 6  A n n u a l R e p o rt  ( in  the  s e c t io n  

e n t it le d  " B u ild in g  a  D N A  D a ta b a se  - C a r e fu lly " )  

he sta te s h is  in te n tio n  to  "e n su re  th a t th e  d a tabase  

d o e s n o t b e co m e  su b je c t to  " fu n c t io n  c re e p "  an d  

to  a v o id  an  e v e r- le n g th e n in g  l is t  o f  o ffe n c e s  fo r  

w h ic h  s a m p lin g  is  a llo w e d . T h e  p re s su re  to  d o  

ju s t  th a t is  p re se n t in  o u r  s o c ie ty , a  p ro d u c t o f  th e  

v e ry  e x is te n c e  o f  te c h n o lo g y  a n d  the  b e lie f  th a t 

te c h n o lo g y  c a n  s o lv e  a ll o u r  w o e s , i f  o n ly  w e  le t  

i t . " In  a d d it io n , B ru c e  P h illip s  p ro p o s e d  th a t 

D N A  sa m p le s  be  d is c a rd e d  to  p re v e n t "u n re la te d  

se co n d a ry  u se s , in c lu d in g  e th ic a lly  p ro b le m a tic  

re se a rc h  in to  g e n e tic  lin k s  to  c r im e ."

P r iv a c y  c o n su lta n t E u g e n e  O s c a p e lla , a n d  o th e r 

p a r t ic ip a n ts  a ls o  id e n t if ie d  re se a rc h  in  th e  f ie ld  as 

p o s s ib ly  p ro b le m a tic , e s p e c ia lly  c o n s id e r in g  w h a t 

D r .  B a rth a  K n o p p e rs  id e n t if ie d  as th e  in c re a s in g  

f in a n c ia l p a rtn e rsh ip  b e tw e e n  re se a rc h e rs  a n d  the 

b io te c h n o lo g ic a l in d u s try  b e in g  im p o se d  a s a  

fu n d in g  c o n d it io n  b y  p u b lic  fu n d in g  b o d ie s .

Where to go from here?
A n s w e r in g  th is  f in a l a n d  p o te n t ia lly  d is h e a rte n in g  

q u e s tio n , D r .  A la n  W e s t in  b ra v e ly  ju m p e d  in , 

c a llin g  fo r  a  s e c to ra l ( in d u s try -b a se d ) a p p ro a c h , as 

o p p o se d  to  g e n e ra l o v e ra rc h in g  le g is la t io n , 

s u p p o rtin g  the  d e v e lo p m e n t o f  m o d e l c o d e s . H e  

re ite ra te d  th a t g e n e tic  in fo rm a tio n  s h o u ld  b e  d e a lt 

w ith  as a  su b se t o f  m e d ic a l in fo rm a tio n . D r .  

B a rth a  K n o p p e rs  th en  e m p h a s is e d  th e  n e e d  fo r  

b o th  a  re g io n a l a n d  an  in te rn a t io n a l a p p ro a ch .

A n  e d ite d  v e r s io n  o f  L is e  M o is a n 's  r e p o r t  in  

Privacy Files, P ro g e s ta  P u b lis h in g  I n c . ,  1 7 8 8  

r u e  D 'A r g e n s o n , S t e - J u lie ,  Q u e b e c , J 3 E  1 E 3 , 

C a n a d a . R e p o r t  u s e d  h e re  w it h  p e rm is s io n . 

T e l:  + (1 ) 5 1 4  9 2 2  9 1 5 1  F a x :  + (1 )  5 1 4  9 2 2  9 1 5 2
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