Israel’'s dataprotection law
provides European level
rights and duties

By Naomi Assia

aomi assia takes a detailed look at how

European-style comprehensive data protection

and privacy legislation has been developed in

Israel over the last 20 years. Amendments made in 2000

cover transfers of personal data from israel.

The Constitutional Right
to Privacy in Israel

The right to privacy in Israel gained
constitutional status with the adop-
tion of the 1992 Basic Law: Human
Dignity and Freedom, (the “Basic
Law?). Section 7(a) of the Basic Law
provides that every person is entitled
to privacy. section 7(d) states that this
privacy applies to conversations,
writings and documents.

The Protection of Privacy
Law - 1981
The law that provides the principles
and details regarding the protection
of privacy in israel is the Protection
of Privacy Law - 1981 (the “Law”)
which was enacted before the Basic
Law. The Law protects individuals,
but not corporations. section 1 of the
Law prohibits any violation of the
privacy of others without consent.
Many other laws contain explicit ref-
erence to the protection of data in a
similar way to the Protection of
Privacy Law. However, these laws
address specific issues, and do not
state a general right to privacy.
section 2 of the Law lists the
actions which, if conducted without
consent, constitute a “violation of
privacy.” These include using, or
passing on to another, information on
a person’s private affairs, otherwise
than for the purpose for which it was

given” and “publishing or passing on
anything that was obtained by the
way of violation of privacy.”

in addition to the general right of
privacy, chapters B and D ensure the
privacy of databases. These chapters
were originally enacted in 1981.
However, because of the enormous
progress in technology, they soon
become outdated and were replaced in
1996, by Amendment no.4 (Databases)
- 1996 (the “Amendment”). The
Amendment’s main purpose was to
adjust chapter B to the new reality of
the information market.

Prior to the Amendment, the term
“database” was so broad that almost
every computer holding data on indi-
viduals was considered a database. Such
databases had to be recorded in the
official list of databases, and neglecting
to do so was a criminal offence.

The Amendment helped resolve
this problem by narrowing the scope of
the term “database” and by requiring
registration only for certain databases.
“Database” is defined as “a collection
of information that is held by magnetic
or optical means and that is intended
for computer processing.” The defini-
tion also excludes databases for
personal use or databases that contain
only contact information that does not
make possible aviolation of privacy, as
long as the owner of the collection does
not control any other databases.

Generally speaking, the Law
applies to stored data concerning
private individuals. it does not apply
to information regarding corpora-
tions and business-oriented bodies.

The Law does not limit the type
of data that can be collected.
However, other laws might prohibit
the collection of some forms of data.

The Law defines “information” as
data on a person’s personality, personal
status, private family relations, state of
health, economic position, vocational
gualifications, opinions and beliefs. it
defines “sensitive information” as:

1. Data on a person’s personality,
private family relations, state of
health, economic condition, opinions
and faith.

2. Information which the Minister of
Justice - by order with approval by
the Knesset Constitution, Law and
Justice committee - designated as
sensitive information.

The definitions of “information”
and “sensitive information” are similar.
However, data regarding personal status
and professional qualifications are not
considered sensitive information.

Privacy case studies
In the “Bank Hapoalim” precedent
(Civil Action Number 86/1989), the
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then president of Israel’s High Court,
Meir Shamgar, ruled that “data” should
be interpreted in a way that will fulfil
the purpose of the Law, which is also
to protect the economic status of a
person’s privacy. Thus, President
Shamgar ruled that the Law applies not
only to databases which are organised
on a personal basis (meaning by
names), but also to databases which are
organised in other ways, if those data-
bases can reveal the economic status of
a person. In the “Bank Hapoalim”
case, the database was organised by
automobile licence numbers.

The “Ventura” case (Civil Action
Number 439/1988) concerned a
company that wished to register a
blacklist of people whose cheques had
been presented for payment but were
not supported by sufficient funds.
Judge Bach ruled that the natural inter-
pretation of the words “personal
matters” is “any information which
relates to one’s personal life, including
his name, address, telephone number,
and working place, as well as the identi-
ty of his friends, his relations with his
wife and other members of his family.”

Details that usually are not
regarded as personal may, in combi-
nation, be regarded as information
regarding personality or other per-
sonal matters. Therefore, information
compiled from different databases
that may hint at the creditworthiness
of a particular individual may be con-
sidered as information about their
personal and financial situation.

The use of information is limited to
the use for which it was given by the
individual, unless the individual gives
explicit consent for a different use.
Consent is also required in connection
with the publication of the informa-
tion. A person may give personal
information to a certain body or to the
public, but may object to a transfer of
such data to others. Therefore, before
using personal information, it is essen-
tial to check the scope of the consent.

Publishing data that was illegally col-
lected or that was collected while invading
an individual’s privacy - for example, data
taken from another database assembled
for other purposes - is illegal and consti-
tutes a violation of privacy. The Law

provides a defence only if the published
data is accurate and true, and only if a
public interest justifies the violation.

Therefore it is crucial for those
working with information to be cau-
tious about the sources of the
information. In addition, to ensure the
required balance between the public
interest and privacy, the individual
should be informed that a database
contains information about him, and
he should be allowed to review the
information and request any necessary
correction before it is disseminated.

Section 8 of the Law sets out the
duty to register databases and
imposes limits on using the data. It
provides that: “A person will not
manage or hold a database, which
must be registered by this section,
unless such a database was registered
or its registration is already in
process.”

Section 8(c) specifies when the
owner of the database must register the
database. Registration is required when:

1. The database includes data about
more than 10,000 people.

2. The database includes sensitive
information.

3. The database includes data about
people that was not provided by
those people, or on their behalf, with
their consent.

4. The database belongs to a public body.

5. The database is intended to be used
for direct mailing (this includes
sending by fax, telephone and email).

Section 8(b) of the Law prohibits
use of data that must be registered for
purposes other than those for which
the database was established.

Since section 8 prohibits use of
the data for purpose other than the
original purposes, those registering
databases should describe broad and
general purposes in their applications
for registration.

Registration Application
Section 9 identifies the details required
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in an application for registration of a
database. Section 10 describes the
broad discretionary authority of the
registrar and the procedure for appeals
concerning the registration process. It
also establishes an inspection unit to
carry out inspections and seizures of
anything connected with databases.
The inspection unit acts under the
authority of the registrar.

Right of inspection

Individuals have a right to inspect
and challenge information held about
them in a database. These rights are
contained in the Protection of
Privacy Regulations (conditions for
the inspection of information and
appeal procedures against the refusal
of an inspection request) - 1981 (the
“Inspection Regulations”).

The Law gives no right to inspect
information that is not computerised.
It also does not prohibit the transfer
of non-computerised information
between public bodies.

Every person is entitled to inspect
any information about him kept in a
database. However, this right of
inspection does not exist in respect of
databases of a security authority,
meaning the Israeli police, the military
police of the Israel Defence Forces,
the Intelligence Branch of the general
staff, and the General Security Service.
The Law also contains several other
exceptions to the right of inspection.

The Inspection Regulations estab-
lish a mechanism to appeal against the
refusal by the owner of a database to
allow an inspection.

Transmission of information
BY PUBLIC BODIES
Section 23 defines public bodies as
government departments and other
state institutions, local authorities and
any other body carrying out lawful
public functions. Public bodies also
include bodies designated by the
Minister of Justice if the designation
specifies the categories of information
and items that the body is entitled to
deliver and receive. Hospitals have
been designated in this manner.
Section 23B of the Law provides
that the transmission of information



by public bodies is permitted only
when the information has been pub-
lished under lawful authority or made
available for public inspection under
lawful authority, or if the person to
whom the information relates con-
sents. In addition, in the “Bank
Hapoalim” case, President Shamgar
ruled that “the permission to transmit
information [in section 23B] is also
the duty to transmit the information
when there are no reasonable reasons
not to do so.”

Section 23C contains exceptions to
the general rule prohibiting the deliv-
ery of information by public bodies
without the consent of the individual.
For example, the prohibition does not
apply to a “security authority” as
defined in Section 19 of the Law.

Other obligations of public bodies
are set out in sections 23D and 23E of
the Law.

Special duties for the
MANAGEMENT AND HOLDING OF
a database (Sections 17A, 17B)

The Law defines the holder of a data-
base as the one who holds a database in
his permanent possession and who is
entitled to use it. A database manager
is “the active manager of a body that
owns or holds a database or a person
authorised by the manager...”

Those holding a small number of
databases for different owners must
allow access only to those which were
identified in a written agreement
between the holder and the owner of the
database. Those holding more than five
databases must appoint a person to be in
charge of the security of the information.
Public bodies, banks, insurance compa-
nies and credit evaluation companies
must also make such an appointment.

Special duties and regulations
FOR DIRECT MAILING
The Law contains specific provisions on
direct mailing. Direct mailing is defined
as “an individual approach to persons,
based on their belonging to a popula-
tion group determined by one or more
characteristics of persons whose names
are included in a database.”
The term “approach”
approaches in writing, by facsimile, in

includes

print, and by mail, e-mail and other com-
puterised types of information transfer.

Direct mailing services are defined
as the direct mailing of lists, labels or
data “by any means whatsoever.”

Among the special obligations
that apply to operators of direct
mailing services are:

= The duty to register the database
that is used for the service.

e The duty to keep a record of the
source of any data used for the direct
mailing service, as well as the date it
was accepted and to whom the data
was transferred.

= The duty to inform individuals that
the mail they receive is direct mail, the
registration number of the database
that serves the direct mailing and the
source of the data. The approach also
should mention the right of the recip-
ient to be deleted from the database.

= The entitlement of every person to
demand that the owner of the data-
base being used for direct mailing
services delete any data relating to
him, or that personal details are not
disclosed to certain persons or cate-
gories of persons, either temporarily
or permanently.

These duties place a heavy burden on
direct mailing companies. Since the
definition of a direct mailing
approach includes telephone calls,
telemarketing companies are forced
to bear this burden as well.

Criminal punishments

Section 31A identifies the offences under
the Law. Among the offences that may
lead to imprisonment for up to one year:

= Managing, holding or using a data-
base that acts in a way that contradicts
the instructions of Section 8 of the Law.

= providing false details in a registra-
tion application.

= providing false details in a notice
attached to a request for information
under section 11, or not providing the

required details.

To date, no person appears to have
been sentenced to incarceration under
this law.

There is no need to prove criminal
intent or negligence to succeed with a
prosecution for the offences listed in
section 31A. Moreover, these offences
are also considered as civil wrongs.

Transferring data
out of Israel

The articles of the protection of
privacy (the transfer of data outside
of the country’s borders) - 2000 (the
“Articles”) regulate the transfer of
data from Israel. The Articles seek
to ensure that data is not transferred
to any country that provides less
privacy protection than Israel.
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