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India struggles in privacy PR stakes
Keen to preserve its status as one of the world’s top outsourcing destinations, India is pulling 
out all the stops to reassure businesses and governments that it is a (privacy) safe place to 
do business. But are events conspiring against it? By Alan Pedersen.

utsourcing costs UK  
cancer patient his 
medical history” read the 

headline that graced the pages of the 
Times o f India earlier this month. 
The headline in question related to a 
story about a retired UK policeman 
suffering from cancer, whose medical 
reports -  which had been outsourced 
to India for transcription -  had 
somehow gone missing.

NASSCOM's 4E 
Framework for Trusted 
Sourcing

E a r lie r  th is  y e a r, th e  N a tio n a l 

A s s o c ia t io n  fo r  S o ftw a re  a n d  S e rv ic e  

C o m p a n ie s  (N A S S C O M ) la u n c h e d  a 
‘tru s te d  s o u rc in g ’ in it ia tiv e  to  p ro m o te  

m o re  e ffe c tiv e  s e c u r ity  a n d  p r iv a c y  c o n 

tro ls  in In d ia . T h e  4 E  fra m e w o rk  is  b a s e d  
a ro u n d  fo u r  ke y  p r in c ip le s :

1. Engagement
• C re a tio n  o f  G lo b a l a n d  N a tio n a l 

A d v is o ry  B o a rd s  o n  S ecurity .

• M e e tin g  s ta k e h o ld e rs  in In d ia  a n d  key 
m a rke ts .

2. Education
• R e p o r ts  to  N A S S C O M  m e m b e rs  on  

m o d e l c o n tra c ts ,  S L A s , s e c u r ity  

p ra c t ic e s  a n d  s ta n d a rd s , a n d  k e y  g lo b a l 
p r iv a c y  le g is la t io n .

• S e m in a rs  to  e d u c a te  m e m b e rs , 

la w m a k e rs  a n d  ju d ic ia ry
• C re a te  in te lle c tu a l c a p ita l fo r  m e m b e rs  

an d  o th e r s ta k e h o ld e rs .

3. Enact
• E x a m in e  a re a s  to  s tre n g th e n  th e  lega l 

fra m e w o rk  in Ind ia .
• W o rk  w ith  co a litio n s  and re gu la to rs  in key 

m a rke ts  to  iden tify  re le van t p rov is ions .

• E s ta b lis h  b e s t s e c u r ity  p ra c tic e s  in 
m e m b e r c o m p a n ie s .

4. Enforce
• E s ta b lis h e d  M u m b a i C y b e r L a b s  (an  

in itia tiv e  a im e d  a t c o m b a tin g  IT  c r im e ) - 

to  be e x te n d e d  to  o th e r c ities .
• S e c u r ity  a u d it o f  m e m b e rs , s e c u rity  

ce rtif ic a tio n  fo r  e m p lo y e e s .

It must have made for some uncom
fortable reading for India’s outsourcing 
community, which is currently striving 
to reassure both businesses and 
consumers alike that they can be relied 
upon to protect people’s privacy.

In truth, the incident could prob
ably have occurred anywhere, but the 
huge growth in outsourcing to foreign 
destinations has put the spotlight on 
how medical data, credit card details 
and other personal information is 
protected once it leaves domestic 
shores.

To complicate matters further, 
privacy is increasingly being used by 
trade unions, politicians and other 
offshoring opponents who seek to limit 
jobs cuts and curb the loss of business 
to foreign service providers.

UK bank, Lloyds TSB, was recently 
on the receiving end of the outsourcing 
backlash (see p.6). In August, trade 
union representatives for the company’s 
employees lobbied the UK Information 
Commissioner for an investigation into 
whether Lloyd’s outsourcing practices 
breached the Data Protection A ct’s 
rules on data transfers. The story was 
widely covered by the global press, 
with some reports predicting dire 
consequences for the outsourcing 
sector should a breach be discovered. 
The union’s argument, based on the 
false premise that you need customer 
consent in order to send data overseas, 
looks doomed to fail, but the publicity 
it attracted has perhaps dented 
consumer confidence.

Industry initiatives
Whether it is a serious problem or 
merely a smokescreen for protec
tionism, India’s outsourcing industry 
needs to proactively tackle this issue. 
Which is why the National Association 
for Software and Service Companies 
(NASSCOM) has been developing self
regulatory initiatives such as the 4E  
security framework (see box, left) as

well as the announcement in August of 
a new security auditing project (see p.5).

A report commissioned by 
NASSCOM this year suggests that data 
security in India is being taken seri
ously. The study, carried out by 
consultancy firm Evaluserve, bench
marked Indian IT companies against 
UK  and US security practices, 
concluding that “India offers a secure 
environment for providing offshore 
services”. The study points to range of 
measures used to ensure good data 
protection management. The vast 
majority of top providers studied have 
dedicated information security teams, 
while around half comply with the BS 
7799 security standard.

Legal shortcomings
Effective self-regulation can go a long 
way to reassuring consumers, but the 
crux of the problem remains the fact 
that India is at a disadvantage to 
competing countries with more robust 
data protection laws. Offshoring oppo
nents wishing to stir up consumer fears 
need only point to the fact that personal 
data is being outsourced to a country 
with inadequate privacy laws, regardless 
of whether the outsourcing relationship 
satisfies domestic legal requirements.

While the media could be accused 
of playing on consumer privacy fears, 
India can score a significant PR victory 
by acting on its pledge to strengthen 
data protection controls. But with 
government promises dating back well 
over a year now, the question has to be 
when will this take place?
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E v a lu s e rv e ’s  s e c u rity  report: 
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