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Germany implements 
e-marketing controls
Dr Jan-Peter Ohrtmann explains how new regulations 
and existing case law are affecting consumer and B2B 
e-marketing in Germany.

The provisions in the Privacy & 
Electronic Communications 
Directive on spam have been 

incorporated into Section 7 of the new 
German Unfair Competition Act 
(“Gesetz gegen den unlauteren Wettbe- 
werb”), and approved by the German 
Parliament on April 1st, 2004. As a 
result, unwanted direct e-marketing will 
be unlawful, and establishing contact 
with individual subscribers will require 
prior approval, although establishing 
contact with corporate subscribers 
might only need implied consent.

Individual subscribers
Section 7, paragraph 2 of the new 
Unfair Competition Act generally 
requires the prior consent of recipients 
before sending electronic advertising.

This requirement is in line with 
preceding case law. However, according 
to Section 7, paragraph 3 of the Act, a 
company may send commercial e-mail 
without prior consent if: •

• the company has obtained the e
mail address in the context of the sale of 
goods or services
• the company uses the e-mail address 
for direct advertising of its own similar 
goods or services
• the customer has not opted-out; and
• the customer has been clearly 
informed during collection of the e-mail 
address that he/she can opt-out at any 
time without additional cost other than 
the general cost of sending the e-mail.

Consent
Therefore, as a rule, e-mail marketing is 
only lawful if the recipient has given 
their express prior consent. Implied 
consent is regarded as sufficient only to 
a very limited degree.

This raises the question as to 
whether consent must be given in any 
specific form. It is not clear whether a 
direct marketer can market straight 
away based on an e-mail address 
provided by a subscriber - as it is 
possible that an incorrect address may 
have been provided. To avoid this, it 
may be necessary to send an e-mail to 
the address provided and obtain a reply 
giving permission to market (a double, 
or confirmed opt-in).

The rules for e-mail marketing also 
apply to SMS marketing. According to

a decision of the Regional Court of 
Berlin of January 14th 2003, the 
disturbing and potentially privacy- 
breaching effects of a SMS message are 
equal to, or more invasive than, e-mail. 
Therefore, the Regional Court of Berlin 
has regarded unsolicited SMS 
marketing as unlawful.

In practice, this means direct 
marketers should obtain written 
consent from individuals. The consent 
should be carefully worded so that it is 
broad enough to cover the intended 
use. If the direct marketer is buying-in 
e-mail or SMS addresses, the form of 
consent given by the prospects should 
be carefully reviewed -  as such use is 
only rarely covered adequately.

E-marketing rules

• E -m a il/S M S  m a rke tin g  m u s t be s e n t w ith  

th e  c o n s e n t o f  th e  rec ip ien t, u n le ss  th e y  
a re  ex is ting  c u s to m e rs  an d  th e  ad ve rtis in g  

c o n c e rn s  s im ila r p ro d u c ts  o r se rv ices .

• B u s in e s s  e -m a il a d d re s s e s  a re  

c o v e re d  by th e  n e w  ru le s .

• T h e  id e n tity  o f  th e  b u s in e s s e s  m u s t be 

d is c lo s e d .

• C o n s u m e rs  m u s t be  p ro v id e d  w ith  a 

m e a n s  to  o p t-o u t  fro m  fu r th e r  

c o m m e rc ia l co n ta c t.

Corporate subscribers
The opt-in rule also applies to corpo
rate subscribers. Ignoring the rules is 
regarded as an act of unfair competi
tion and as a breach of established busi
ness operations. This has been con
firmed by the Federal Court of Justice 
in a decision of March 11th 2004. In 
general, the same assessment applies as 
for individual subscribers.

A deviation from the rule is that it is 
easier to rely on implied consent for 
business contacts than it would be for 
individuals. In the case of B2B market
ing, it is more likely that a business 
relationship with the recipient justifies 
the sending of unsolicited e-mail. 
whereas with an an individual con
sumer, it would not. Lawfulness 
depends on the specific circumstances 
of the case.

E-mail opt-out registers
As German law is governed by the 
“opt-in” concept, an “opt-out” register 
for unsolicited commercial e-mail is 
not required.

However, in practice, such lists do 
exist. To avoid unsolicited e-mail and

Under German law, claims against unsolicited e-mail 
may not only be directed at marketers but also at 
service providers.
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SMS an ‘e-Robinson’ list has been 
established by an industry group, IDI 
Interessenverband Deutsches Internet 
eV. The list is available at www.robin- 
sonlist.de.

As most German spam originates 
in the US it is also recommended to 
register at the American Direct 
Marketing Association (www.dmacon- 
sumers.org /optoutform_emps.shtml).

Ban on concealed identities
Marketers must identify themselves in 
each marketing message that they send.

Territorial application
The provisions on spam apply to 
organisations based in Germany and 
those outside that target German 
recipients. This is because the tort 
occurs in Germany.

Enforcement
Individuals may seek compensation 
from the marketer for unlawful unso
licited e-mails. However, this requires 
the recipient to have suffered damage. 
Since physical or economic loss due to 
unsolicited direct marketing rarely 
occurs - and additionally must be 
proven - such claims rarely succeed. 
Business competitors may also bring a 
claim as unsolicited e-mail is regarded 
as an act of unfair competition.

Under German law, claims against 
unsolicited e-mail may not only be 
directed at marketers but also at serv
ice providers. According to a very 
recent decision of November 13th 
2003, the Regional Court of Leipzig 
held a service provider liable under 
Section 1 of the Unfair Competition 
Act because it was unable to provide 
information on the identity of the 
organisation which was sending the 
direct marketing.

In addition to civil law claims, the 
Data Protection Authorities may 
address spam through investigation, 
order or even imposition of a fine.
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in-house Data Protection 
staff training

An essential part of ensuring good compliance is staff 
training. Privacy Law s & Business has years of experience 
in providing in-house training -  the most effective way to 

communicate data protection and FO I requirements to
your staff.

In-house training is tailored to exactly meet your needs, 
organised at your required date/location, conducted 

using plain language, and encourages staff to ask 
questions and relate the law to their particular 

responsibilities.

Please call Shelley Malhotra at Privacy Law s & Business on 
+44 (0)20 8423 1300; e-mail: shelley@privacylaws.com; 

www.privacylaws.com
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FREE e-mail news service
Privacy Laws & Business has now launched its news alerts as a FR EE service. 
Providing regular news and information on data protection and privacy 
issues, PL& B  news alerts are an invaluable complement to the UK and 
International newsletters.

To subscribe please visit the Privacy Laws & Business website at: 
www.privacylaws.com/whats-newframe.htm

PL& B’s news alerts provide:

• updates on new legislation, codes of practice and guidance
• corporate and public sector privacy breaches
• regulatory and enforcement action and case law developments
• developments from the EU and other international bodies
• workplace privacy issues such Internet/E-mail monitoring, drug and alcohol 
testing and staff training
• marketing issues including e-mail and mobile marketing, online data collection, 
consumer profiling
• the latest privacy research from leading consultants, analysts and law firms
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