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FOREWORD

Last year the related subjects of official secrets and freedom of
information had a thorough but abortive airing.

Mr. Clement

Freud's Official Information Bill after a long and interesting
committee stage became a victim of the general election.

The

present Government then introduced and hastily withdrew a Protection
of Official Information Bill designed to replace S.2 of the Official
Secrets Act 1911.

Both at the committee stage of Mr. Freud's Bill

and in the Protection Bill it was clear that freedom of information
or public access to official information is still regarded with
scepticism if not alarm in official circles, and that much remains
to be done to educate our masters.

The Outer Circle Policy Unit has been engaged for some time in
advocating an Official Information Act to provide a public right
of access to official information and to reform the law on wrongful
disclosure of such information.

We have argued the general case

for reform in An Official Information Act (1977) and put those
proposals into the form of a draft Bill in An Official Information
Bill (1978) which formed the basis for Mr. Freud's Bill.

As a contribution to the continuing debate on freedom of information
we have also published a Consumer's Guide to Open Government:
Techniques for Penetrating Whitehall by Peter Hennessy and Colin
Bennett.

In 1976 Stewart Dresner, while working for the Consumers

Association, carried out a study of the experience of open government
in the United States.

As a further contribution to public debate

we are publishing this revised expanded and updated version of Stewart
Dresner's report.

We are much obliged to the Consumer^ Association

for agreeing to the publication of the fruits of an investigation which
was begun under its auspices.

JAMES 00RNF0RD
May 1980

P RE FAC E

In Decentoer 1975, whilst working at Consumers' Association, I was
delighted to see that the then Deputy Director, Eirlys Roberts had
devoted her foreword in that month's Which?*to arguing the case
for a British equivalent of the U.S. Freedom of Information Act.
I suggested that Consumers' Association ought not merely to advocate
the case for a British Freedom of Information Act but to find out on
a number of consumer issues, avoiding sensitive security matters,
whether British government departments, local government and nationalised
industries would be willing to release information.

In only one case

did we receive the information for which we had asked.

For the rest we

received courteous replies, in certain cases a few crumbs, but not the
substantial information which we had been seeking.

In the autumn of 1976 I visited the U.S.A. to find out how their Freedom
of Information Act was working in practice and my research there forms
the basis for this report.

On my return, Consumers' Association kindly

provided me with the resources to write what has now become two chapters
in this work, and I gratefully acknowledge their help.

I gratefully acknowledge also the help given by all the people I inter
viewed in the U.S.A. and Canada, many of whom are mentioned in the foot
notes and without whom this project would not have been possible.

It

has been most useful to discuss the issues with James Michael and
Professor Anthony King who gave welcome encouragement and advice in the
early stages of the project.

I would also like to thank Don Beverly

of my conpany, Research Bureau Ltd., for giving me time to complete
this paper.

Finally, I would like to thank warmly rry parents whose continual
encouragement has given me the basis for tackling challenging projects.
Marriage delayed the completion of my manuscript, but my wife has
redressed the balance by many constructive comments on clarity and
style.
STEWART DRESNER

* Eirlys Roberts,

Which?,

December 1975,

p.354.
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I.

INTRODUCTION

Ihe Thalidomide case, the decision to build Concorde, the attenpt to
suppress the Crossman Diaries, and the decision to postpone a new
child benefit scheme are all examples where the British government of
the day decided that the tradition and law covering government secrecy
was more inportant than legitimate public interest in the information
on which the decision was based.

Public frustration is aroused from

time to time by this or that prominent example of government secrecy,
but in fact it is a continual feature of political life.

There is much

information on non-security subjects which even M.P.*s, who have the job
of representing us, are unable to obtain.

Members of Parliament and

members of the public are equal in having no general right of access to
the information which forms the basis for government decisions.

That is

the traditional system in the United Kingdom but it is not the only one
possible.

In the U.S.A., Sweden, Norway and Denmark, the public have

the legal right to gain access to government information.

They enjoy

the benefits of, in short, open government.

% aim in writing this paper is to he]p the debate on open government
and encourage a shift in emphasis of proposed reforms, such as that
outlined in the White Paper of July 1978. *

Reform should go beyond

narrowing the area of government secrecy, protected by the criminal
law, to an assertion, in legislation of the principle of public access
to government information.

I will try to shew what has been successfully

achieved in the U.S.A. in the area of open government, demonstrate that
the benefits are considerable, that the arguments against are weak, and
that a reasonable degree of open government could be achieved in the
United Kingdom.

From the outset, it is essential to debunk the notion that open government
means licence to give away, say, military secrets to anyone who asks.
Nowhere is such a provision embodied in open government legislation, nor
should it be.

Open government, in essence, is the principle that the

information beld by government departments, on which policies are based
and decisions taken, should be available for public scrutiny.
not a new concept;

it is what Royal Commissions, Select Committees and

White Papers have been doing for years.

* Oimd. 7285.

This is

Its novel aspect is the notion

Reform of Section 2 of the Official Secrets Act 1911.
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that the factual basis on which decisions are made should not become
available to the public only when the government condescends to release
it.

Rather, the public should have access to this information, col

lected at public expense for the public good, whether it is convenient
to the government of the day or not.

It, therefore, shifts the

initiative of releasing government information from the government to
the public.

At present, the term "public information" in this context

means that which the government considers suitable for the public to
see.

Older a system of open government, "public information" means

information in which any merrber of the public chooses to be interested.

In this paper I examine how open government legislation works in practice
in the U.S.A.

For many people, it is not the principle of open govern

ment but its inplementation that is at the heart of the matter.

How can

a government bureaucracy, busy with the affairs of State, deal with a
deluge of requests from a public eager to find out the information on
which a particular policy or administrative decision is based?
it decided what needs to be kept secret?

How is

What happens when a mentber of

the public and a civil servant disagree over how an open government law
should be interpreted in a particular case?

I deal with these and other

practical issues in the light of the American experience.

Traditional government rests on an assumption that the public does not
have a right to know on what basis decisions are taken, and that secrecy
is a pre-requisite for good government.
not so.

My aim is to show that this is

On the contrary, open government offers the opportunity of

better law making and administration, and increases the accountability
of government to the public.

3

II.

THE OPEN GOVERNMENT CONCEPT AND THE
BRITISH GOVERNMENT RESPONSE

Open government, in essence, is the principle that information held by
government departments, on which policies are based and decisions taken,
is available, with certain limited exceptions for public scrutiny.

The term, open government, is most widely used to refer to the public's
access to government documents, such as background studies, records,
rules, and staff instruction manuals.

The public's right of access

to this type of information is granted by the United States Freedom of
Information Act (1966 as amended in 1974 and 1976), the Swedish Freedom
of the Press Act (the first law was in 1766 and was amended up to and
including 1975), and the Norwegian and Danish Laws on Publicity in
Administration (1970).^

A second group of laws covers the individual's right of access to records
held by government departments on himself and the right to correct or
register a counter-statement if he disagrees with the information that
is recorded there.

Several countries have adopted legislation which

broadly covers this area.

The U.S.A. has the Privacy Act (1974),

Canada has the Human Rights Act (1977), France has the Computerised
Indexes and Protection of Liberty Act (1978) and Sweden (1973), Norway
(1978), Denmark (1978), Austria (1978), and the Federal Republic of
Germany (1978) have similar legislation.

The U.S.A. has gone further by the passing of the Government in the
Sunshine Act (1976) which makes the meetings of heads of certain govern
ment departments open to the public.

In its drive for yet more openness in government, the United States

2
Congress has discussed lobbying disclosure legislation.

This would

have the effect of strengthening existing rules by defining which
lobbying groups must register, and what they have to declare in
quarterly reports on their contacts with and their gifts to United
States Senators and Congressmen.

This is intended to reveal the

hitherto largely hidden network of lobbying activities on behalf of
interest groups and to reveal also substantial gifts to legislators.
It is intended that this should make conflicts of interest more open
to public scrutiny.

4

Clearly, several countries have wide measures of open government already

.
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in operation and the Parliaments and Governments of Australia and
4
,
Canada are discussing proposed legislation on public access to government
documents and those of Belgium and Luxembourg are discussing bills on
the individual's right of access to records held by government departments
on himself.

It will be useful to outline how British governments have

responded to demands for legislation on open government issues.

British governments have given most attention regarding refoim in this
area to amending section 2 of the Official Secrets Act of 1911, which makes
the unauthorised disclosure or receipt of any official information by
anybody a criminal offence.

However, progress has been slow and there
5
was a gap of nearly six years between the Franks Corrmittee Report of
September 1972 and the Government White Paper of July 1978.

Even now

the emphasis is on the negative aspect of narrowing the range of
information, the unauthorised disclosure of which would be an offence
(cf. Protection of Official Information Bill 1979).

The point made in

the White Paper that the exemptions to the U.S. and Swedish legislation
are similar to the proposed narrower section 2 of the Official Secrets
7
Act avoids the key issue.
The British government's proposal is
negative in that sensitive issues such as defence and international
relations would be subject to criminal sanctions for unauthorised dis-

g

closure.

The U.S. legislation is positive in stating that the public

has a right to ask for information on these issues, a government department
has the discretion whether to release it or not and the public has the
right to appeal through the courts against the departmental refusal.

The White Paper claims that the government in recent years has given
much more background factual information to Parliament and the public
than was formerly the case.

This may be so but that is not the same

thing as giving the initiative to M.P.'s and to the public, the right
to information held by government departments.

The White Paper states,

"In our system of government the executive is under continuous scrutiny
by Parliament and Members of Parliament have a variety of means and
opportunities for seeking infoimation about government policies and
9
actions."
It fails to mention that there is an enormous list of
subjects'^ on which government departments refuse to answer questions
from M.P.'s.
Authority;

Amongst these secret subjects are:

the White Fish

reasons for investigation or non-investigation of aircraft

5

accidents;

detailed future forecasts of overseas aid;

and forecasts of

changes in food prices.

The furthest the British government has gone in the direction of public
access to government information is the letter of July 1977 sent by Sir
Douglas Allen, then Head of the Home Civil Service to Heads of Government
Departments.
In this letter^, he stated, "the normal aim will be to
publicise as much as possible of the background material subject to
Ministerial decision once they have seen the study and reached their
conclusions on it."

However, this sentence reveals the government's

policy in its stark inadequacy.

Firstly, the timing of and the

initiative for the release of information will be with the government.
Secondly, information will be released once Ministers have reached their
conclusions, so that outside conments on the validity of the factual basis
for decision-making will be too late to influence the decision.

Thirdly,

this policy does not deal with the myriad of topics on which no policy is
being considered at a particular time, but are, nevertheless, of interest
to the public.

The British government's moves towards privacy legislation on an individual's
access to records held by government departments on himself and safeguards
against the improper transfer of personal data has been equally slow.

There

12

has been the following sequence:
July 1972;

the Inter-Departmental Younger Report
of
13
two Government White Papers
in December 1975;
the subsequent

establishment of the Data Protection Committee;
the Hone Office in July 1978;

submission of its report to

and publication of its report in December 1978

Ihe Younger Report made a wide-ranging study of privacy in the private sector
15
only and the White Papers
and the terms of reference of the Data Protection
Committee narrowed the issue to privacy in terms of computer records.

The

areas of concern over computer records, such as inaccurate, incomplete and
irrelevant information apply equally to all forms of record-keeping,
regardless of whether they are on computer tape, paper or anything else.
Furthermore, paper records are far more easily subject to inproper access
and disclosure than computer records.

Clearly, the British government's

approach to legislation to cover the issue of privacy and the unauthorised
disclosure and accuracy of the individual's records is inadequate.

It

has not covered all forms of record-keeping as is both necessary and, as
foreign models prove, feasible.

14
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Ihe British government has not announced any intentions regarding
legislation on meetings of government departments on the lines of the
U.S.Government in the Sunshine Act nor on the lines of the U.S. proposed
legislation on lobbying disclosure.

There are real difficulties about legislation in any of these fields,
upon which is it hoped that the following account of American
experience will throw light.
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III.

HOW THE OPEN GOVERNMENT LEGISLATION WORKS
IN THE UNITED STATES OF AMERICA

In the United Kingdom, the unauthorised disclosure of official information
is an offence under Section 2 of the Official Secrets Act 1911.

The

British citizen has no general right to obtain information from his govern
ment.

In contrast, between 1974 and 1976, the United States Congress

passed three laws which gave American citizens a remarkable degree of
access to their Federal government departments.

Ihe 1974 and 1976

amendments to the 1966 Freedom of Information Act significantly
strengthened the ability of the individual to obtain access to govern
ment documents;

the 1974 Privacy Act gave the citizen the right to

inspect and amend, if necessary, records held by government departments
on himself;

and the 1976 "Government in the Sunshine Act" gave the public

the right to attend the meetings of those government departments headed by
at least two individuals, when conducting official department business.
This chapter examines the provisions in these Acts which explain how the
high ideals of policy are translated into access to documents and meetings
in practical terms and shows how these provisions have been interpreted.
By giving seme insights into their working from both the user and
government points of view, one may gain a fuller understanding of the
procedures by which the user may exercise his rights of access.

(1)

The Freedom of Information Act

To show how an individual goes about getting access to government
documents, this section will first outline which government
departments are covered, who may make a request and what the
principle of access means in practice.

It will then examine

to what extent an individual must describe what he wants and
to what extent he is helped by the relevant department to
which he makes the request for information.

An outline of

the procedures that the departmental official has to undertake
in making a response, and the time limits within which he must
do it, is followed by an analysis of his options of release,
partial or total witholding of information and the processes
for which he may charge the requester.

This section will then

examine what options are open to the applicant by way of
administrative appeal and judicial review, if the information
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is partially or wholly denied;

what incentives are provided

for the individual to seek the government department's compliance
with the law;

and what sanctions may be imposed on an official

if he witholds information in an arbitrary and capricious manner.

A.

Scope of the Freedom of Information Act

The Freedom of Information Act (IDIA) applies to all
agencies of the Executive branch of the Federal govern
ment including "any executive department, military
department, Government corporation, Government controlled
corporation, or other establishment in the executive
branch of the Government (including the Executive Office
of the President) or any independent regulatory agency."'*'
The fOIA, therefore, covers agencies in the Executive
Office of the President holding sensitive information,
such as the Central Intelligence Agency;

Executive

Departments headed by a Cabinet member, such as the
Treasury Department;

independent agencies, such as the

Consumer Product Safety Commission;

and a Government

controlled corporation, such as Amtrak,
corporation.

the railway

The FOIA does not apply to the Legislative

or Judicial brandies of the Federal government nor to any
part of State or local government.

Nor does it apply to

"the President's immediate personal staff or units in the
Executive Office whose sole function is to advise and
o
assist the President."
Thus when the New York Times
asked for a copy of notes taken by General Snowcroft, the
then Assistant to the President for National Security
Affairs, on a report by former President Nixon on his
talks with Chinese leaders, the request was denied on

3
the above "personal staff" grounds.
4
The JOIA is available for use by "any person"

and this

literally means residents of the U.S.A., residents of all
foreign countries, all private and commercial corporate
bodies and any other group anywhere.

Therefore, a person

who seeks information does not have to establish any right

10

to seek access, because it is automatically given by
the law, and neither does he have to give any reason
why he wants the information, unless there is a
question of "clearly unwarranted invasion of personal

5
privacy."

However, there are two possible advantages

to a requester in giving reasons for the application
for information.

Firstly the agency official has the

discretion to release material which may be technically
exempt from disclosure;

secondly, he may be more sym

pathetic to a request to waive fees, as he also has dis
cretion in this respect if "furnishing the information
can be considered as primarily benefiting the general
public."®

Access to government information means, in practice,
inspection and copying.

Many government departments

have established public records offices where the public
may inspect records at their leisure and make copies.
Information covered by the exemptions is not available
to the public in these offices.

The FOIA provides for

the copying of information for those unwilling or unable
to visit a public records office.

The principle of the

FOIA is access and so if any person wants to inspect, say
a considerable bulk of information, but is likely to want
to copy only portions of it, officials can work out a
means of access, such as making the information available
for the requester's inspection at the federal office
nearest to the requester's home.

Finally, making the information available is not a boundless
coranitment.

There is no provision in the FOIA for dis

puting the accuracy of the information nor for seeking its
amendment.

Nor is there any provision to require an

agency either to obtain information which it does not already
possess or to analyse the information in any form the
requester might choose.

11

B.

The Procedure for making a request for information
under the fOIA

(i)

The Request must Reasonably Describe the record

The fOIA states that "each agency, upon any
request for records which reasonably describes
such records .... shall make the records promptly

7
available to any person."

The purpose of this

provision was to prevent an agency demanding that
the requester give the title and reference number
of a document which, in many cases, he could not
possibly know.

Evidently, the requester should

make as precise a description as possible of the
information he is seeking as this is likely to
help the department make a prompt reply.

The

House of Representatives Report defines "reasonably
describes" by stating that a request "would be
sufficient if it enabled a professional employee
of the agency who was familiar with the subject
area of the request to locate the record with a

g

reasonable amount of effort."

When a request is

made which either does not reasonably describe the
documents or is not sufficiently precise (e.g. a
major oil company actually asked the Federal Energy
Administration for everything they had on oil), the
departmental officials are encouraged to contact the
requester and offer help in reformulating the question.
Vincent De Luise, head of the FOIA section in the

Consumer Product Safety Commission explained what
happens when his department receives very broad
requests.

"Generally, we get on the telephone and

.... we talk about it and decide what they really
need, and almost without exception, people are very

9
walling to adjust their needs."
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(ii)

Agencies must make available current procedures,
rules and indexes

In order to help the public exercise their rights under
the act, the FOIA requires each agency "to maintain and
make available for public inspection and copying current
indexes providing identifying infoiroation for the public
as to any matter issued adopted or promulgated."^
Documents which are specifically required to be published
and indexed include a description of the organisation of
each agency, its functions and rules of procedure, state
ments of general policy or interpretations, final
opinions made in the adjudication of cases and admini
strative staff manuals that affect the public.

This

not only helps the public in its dealings with the
department but, furthermore, the FOIA states that any
rules used by an agency against an individual must have
been indexed and made available to the public.

The FOIA states that the above rules and indexes must be
made available 1) by publication in the Federal Register
(the Federal government's Official Gazette for public
notices), 2) by sale, or, 3) if the department anticipates
a low demand, it must announce in the Federal Register
that the rules are available from the department for
inspection and copying on request.
revised quarterly.

Indexes must be

Examples of some of the documents

which have been made available under this provision
include Internal Revenue Service Agents' manuals:
rulings made by the Internal Revenue Service on requests
by

taxpayers for advice as to how certain transactions

will be treated by the Internal Revenue Service;

and

training manuals for those carrying out inspections to
enforce the Occupational Safety and Health Act of 1970.

An agency is not required to make available for public
inspection and copying documents which come under any
of the exemptions.

However, agencies are required to

make available portions of exempt documents which are

13

not exempt, and provide indexes to them.

Ihe

question of how an individual challenges what
an agency considers exerrpt is dealt with later.

Indexes are undoubtedly a useful tool in identifying
what information one may be seeking.

For example,

Jeff Moeller, a member of the Harvard Environmental
Law Society explained that when studying the effects
of building a dam on wildlife in North Maine he did
have the appropriate index to refer to "and on the
basis of that I could make a more precise request ....
Otherwise, I would have been shooting in the dark and
asking for all correspondence, all memoranda, which I
didn't need."

However, those with considerable experience in a given
field, were less likely to need an index.

Mark Lynch, then an attorney at the FOI Clearinghouse,
made it clear that although indexes were useful, they
were not as inport ant as the "reasonably describe"
provision.

For any government contemplating K)I

legislation, such as that of the United Kingdom, the
task of conpiling indexes provides a great excuse for
abandoning the idea because of the cost and inconvenience.
Making available government department's own internal
indexes which already existed would go a long way to
satisfying the public's needs.

Finally, Vincent de

Luise noted astutely that indexes compiled ostensibly
for the public were also useful within the agency.

It

helped the staff know what was going on.

(iii)

Making a FOIA request

A request for a routine piece of information may be made
verbally at the department's public record office if
there happens to be one conveniently situated.

Normally,

however, the requester writes a request, citing the FOIA

14

to the official or FOI section of the relevant
department, details of which are published by
each agency in the Federal Register and elsewhere.
If the requester does not know to whan to send the
letter, he may send it to the most likely agency
and his request will probably be forwarded to the
correct destination.

C.

What happens when a government department receives
a FOIA request

(i)

The time limits

The FOIA sets a rigid timetable of what should happen
once the request is received by the FOIA Office of the
agency.

Within 10 working days, the agency must

determine whether to comply with the request and notify
the requester accordingly, giving the reasons for any
denial and informing the requester of his right to appeal
and to whan an appeal should be addressed.

If an appeal

is made, the agency must determine within 20 working days
of the receipt of the appeal whether it maintains its
refusal wholly or partially to release the requested
information and inform the requester of its decision
and of his right to a review of the decision by a court.
These time limits may be extended by 10 working days if
an agency claims it is necessary due to any of three
categories of "unusual circumstances" which are:

the

need to collect information from separate establishments;
the need to process "a voluminous amount"
for a single request;

12

of records

and the need to consult within

or with another interested agency.

All denials of

information at both the initial and appeal stages have
to include "the names and titles or positions of each
person responsible."^

When the time limits are passed, the requester may
go to a court which has the authority to allow the
agency additional time if it "can show exceptional

15

circumstances exist and that the agency is
exercising due diligence in responding to
14
the request."

These rigid deadlines were set in response to
extensive bureaucratic delays under the original
1966 FOIA.

The important question is whether

the agencies have been complying with the time
limits.

It seems that during 1975-77 (the latest

period for which statistics are available) the only
departments experiencing severe delays were the
Central Intelligence Agency and the Justice Depart
ment (which includes the Federal Bureau of
Investigation), both of which were found to be
undertaking extensive illegal surveillance of
US Citizens which, by itself, led to an avalanche
of requests for individuals' personal files.

Of

the approximately 90 other agencies which supplied
"somewhat incomplete" statistics on this point in
their annual reports to Congress, "only about a
third J30 in 1975 to 39 in 1977/ of them cited any
instance when they sought any ten day extension of
the administrative deadlines."

The agency which had the

mast frequent recourse to these extensions during this
15
period was the Treasury Department.

According to the users, the agencies which were
particularly slow in responding to requests were
the CIA, IBI and the Nuclear Regulatory Commission.
Ihe factors in determining speed of response seemed
to be not necessarily the degree of sensitivity of
the information but the level of the organization's
resources devoted to handling FOIA requests and the
attitudes held by the leading personnel.

For example,

Mark Lynch of the FOI Clearinghouse stated it seemed
that the Defence Department "almost never violates time

16

limits, they are just determined"-1"

to respond in time.

Nevertheless, Charles Hinkle, head of the FOI Office in
the Defence Department said that the ten day limit was

16

unreasonably short, but that when a request had
covered a great quantity of documents, he had had
success in negotiating extensions of time with the
requester.

He explained that applicants for

information had been understanding when it was
explained that there was difficulty in locating
the documents and that a competent review of
certain classified documents required a high level
of expertise.

Most users were generally satisfied with the performance
of most of the agencies in keeping within the deadlines.
It seems that the deadlines have served a useful function
in encouraging agencies to give prompt replies to
requesters, and that requesters are cooperative if delays
are explained and if requesters think that agencies are
making a genuine effort to respond promptly.

(ii)

What information is to be released

Once the information requested has been found, the
responsible official has the task of deciding:
(1) whether it is clearly required to be made avail
able;

(2) whether its contents cane under any of nine

specific exemptions, which would mean that he is not
required to release it;

or (3) whether parts of the

information are exempt from disclosure but other
parts are not.

In this last situation the FOIA

requires release of "any reasonably segregable portion
of a record .... after deletion of the portions which
17
are exempt."
Furthermore, the official may exercise
his discretion and release information which is technically
exempt from disclosure.

The question of discretionary

releases and the scope of the exemptions are examined in
detail in the next chapter.

It is clear that the purpose of the "segregable portions"
provision was to "prevent the wdtholding of entire records
or files merely because portions of them are exempt, and

17

to require the release of non-exempt portions."
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The official must cite specific exemptions when
denying a request.

Once exenpt material has been

removed the reminder may not always be intelligible.
However, the Attorney General has stated that "doubts
about the intelligibility or responsiveness of
remaining non-exempt material should be resolved
19
in favour of release to the requester."

In practice, deletions can range from names of individuals
to everything on a page except a date!

Like certain

other provisions of the IOIA the official’s decision
regarding segregable portions is subject to agency
appeal and judicial review.

(iii)

Charging or Waiving Fees

The FOIA provides that the requester may be charged
fees for search and duplication costs but that these
fees may be reduced or waived if the agency determines
that that would be "in the public interest because
furnishing the information /could/ be considered as
primarily benefiting the general public."
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It is

clear that agencies cannot charge for reviewing
documents to assess whether any portions are exempt,
or for deleting exempt material from copies to be
sent to the requester.

Each agency is required to

publish its schedule of fees.

The central issue concerning fee waivers is the criteria
the agencies, at their discretion, may apply to each
request.

Certainly, Congress intended that "fees should

not be used for the purpose of discouraging requests for
information."
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The Attorney General considered that

agencies ought to take into account "the size of the
public to be benefited, the significance of the benefit,
the private interest of the requester which the release
may further, the usefulness of the material to be

18

released, /and/ the likelihood that tangible public good

oo
will be realized

Not surprisingly, the exercise of discretion in favour
of charging fees by agency officials frequently does
not satisfy the requesters.

For example, the IBI wanted

to charge $20,458 for release of infoimation on the
Rosenberg case but this was waived after criticism in
the press.

Both the press and public interest groups

have a strong claim for fees to be waived but this is by
no means always granted.

For exanple, Thomas Dolan,

an investigative reporter on the Chicago Sun - Times
was charged a fee for information on a phonetapping
case despite the argument in this request letter that,
"In view of the current local publicity regarding
Illinois Bell Telephone Co.’s policy in wiretapping
cases, you will agree that this is a matter in the
23
public interest, I'm sure."
Public interest groups,
generally short of funds, have been faced with enormous
charges despite the release of the documents being
manifestly for the public benefit.

For exanple, the

Union of Concerned Scientists were faced with a bill
from the Nuclear Regulatory Commission of around $30,000
before they could read three significant documents:

"The

Technical Safety Activities Report for 1975" (dealing with
safety problems faced by the Commission);

a generic study

on the effects of earthquakes on nuclear reactor siting
and design (of particular relevance since a fault line was
found 3 miles from the Californian shore with nuclear
installations nearby);

and a report on low level radio

active waste disposal (a controversial issue concerning
the disposal of items such as contaminated tools).

Neither

an administrative appeal nor a letter from Senator Kennedy,
Chairman of the appropriate Senate Committee, stating that
the work of the Union of Concerned Scientists was in the
public interest, had succeeded in making the agency change
24
its position.
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Sometimes, the agency has a genuine problem in
exercising its discretion.

Charles Hinkle, head

of Freedom of Information Policy in the Defence
Department stressed, "we have difficulty in
developing criteria as to when the information
requested is primarily of benefit to the public."

25

Simply to differentiate between commercial organisations
and public interest groups might not be fair.

An agency

definition of a public interest group might be considered
arbitrary so that "up to this point we've gone on a case25
by-case basis."
He examined the possibility of
waiving fees for all tax-exempt organisations but then
found that there were tens of thousands of these in the
U.S.A.

Philip Mause, an attorney at the Environmental

Defence Fund, sunrned up the fee issue neatly, "I don't
think it would be practical for the federal government
to provide anybody who requested it copies of any documents
he requires at zero cost but 1 think agencies should have
procedures for waiving the copying expenses in appropriate
situations."^

D.

What happens when a government department denies
a FOIA request

(i)

Agency Denials and Administrative Appeals

Once the responsible agency official has found the requested
documents, reviewed than for exempt material and calculated
the fee to be paid by the requester, he then releases all,
part or none of the documents.

The last two cases are

denials and letters of denial have to include:

the reasons

for the denial, with references to the appropriate exemptions;
the name and title of the person responsible for the denial;
and information for the requester about where and to whom
he is entitled to make an appeal.

A denial of an appeal

would be similar except that it would have to explain the
requester's right to a judicial review.
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Accordingly, on receipt of a refusal the requester may,
if he chooses, appeal to the official cited in the
denial letter.

The second official will always be a

separate person from the one who made the initial
decision and be in a more senior position.

This is

certainly a worthwhile procedure as "A reversal or a
substantial modification of the initial response to
the request for Justice Department records results
from the /appeal review/ procedure in over 50% of the

27
cases appealed to the Deputy Attorney General."

Appeal letters may request that the department produces
an index of the exempt material stating titles of the
documents, specific justification and citation of
appropriate exemptions, to explain why each has been
denied.

The department is not required to follow
28
this procedure but as courts generally require
agencies to do this at the judicial review stage, it
can save a great deal of time and expense, if the
agency can be persuaded to do this in the first place.
This procedure enabled the Union of Concerned Scientists
to find out that they were being refused several inport ant
Nuclear Regulatory Commission (NRC) documents including
"NRC Inspection Practices for Nuclear Power Reactors",
"Inspection and Enforcement Program" by the NRC of the
facilities of the public utilities, "Action to strengthen
International Safeguards" and others.

The review procedure undertaken by the responsible
official in response to an appeal is essentially similar
to that undertaken at the initial determination stage
but the senior official may have a more flexible view
of what is in the agency's best interest to release.

Before the senior agency official makes a final denial,
which could lead to the matter going to court, if the
requester wishes, he is supposed to consult the Freedom
of Information Corrmittee (FOIC) at the Justice Department.
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This was established to "encourage compliance with
the IDIA throughout the Executive Branch" and to
"invite the attention of the agency to the range of
public policies reflected in the Act, including the
29
central policy of fullest responsivle disclosure."
Issues are either dealt with summarily by the Chair
man or if there is a novel problem which raises special
issues of policy, the IDIC meets.

The procedure was

explained by the IDIC Chairman, R. Saloschin.

"The way

we approach the more difficult or uncertain cases is
to evaluate the merits of withholding:

first in terms

of technical legal analysis, as most lawyers would ....
Do /the documents/ fall within the language of the
exemptions /and as part of that the committee examines
the relevant court decisions/.

- then, if that is

uncertain ....or even if it is not uncertain, we go into
a policy analysis.

What is the purpose of that exemption

and what would be the effects of withholding these records?
.... Sometimes, the policy implications of a particular
withholding are either evenly balanced or so obscure that
we can't get a feel of what they would be ....
- If you cannot be sure what the law technically requires
and you can't be sure how policies would be /affected/ if
these particular records are denied, then you come down
to the .... question:

What harm would occur if these

particular records were released?___ That may be a factor
which enables you to /reach a conclusion/, /whether it is/ a
reasonably defensible case .... or .... you are likely to
30
lose."
He pointed out that sometimes these criteria
conflict.
These criteria received the support of the Attorney General
when he sent a letter to heads of all Federal Government
Departments and Agencies on 5th May 1977.

He reinforced

the Justice Department's role in seeking compliance with
the IDIA by stating that "The government should not wdthold
documents unless it is important to the public interest to
do so, even if there is sane arguable legal basis for the
witholding.

In order to implement this view, Justice
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Department will defend Freedom of Information Act suits
only when disclosure is demonstrably harmful, even if
the documents technically fell within the exemptions of
the Act."

It is clear from his letter that he was

moved by a contoination of principle ("I hope we can
enhance the spirit, appearance and reality of open
government") and expediency ("There are over 600 /K)IA/
cases now pending in federal courts ... represent/ihg/
only the tip of the iceberg .... of administrative
disputes over access to documents.")

If the agency makes a final denial, then the requester
may, as a final step, file a complaint which initiates
a judicial review.

That is not necessarily the outoome,

however, "Sometimes, all you have to do is to file a
31
complaint and they will capitulate."

(ii)

Judicial Review

Judicial Review is the ultimate stage in the POIA process
and includes the following elements:

(a)

"the burden is on the agency to sustain its actions."

(b)

the court has a duty to take a new and independent
(de novo) look at the facts and

(c)

may examine the contents of denied agency records
in camera to determine whether they should be
withheld

(d)

the court has the authority to order the agency to
produce records that have been withheld and

(e)

it may award legal costs to the requester against
the United States government where the requester
has "substantially prevailed."
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.

Mark Lynch of the K)I Clearinghouse illustrated the rationale
behind the provision of putting the burden on the agency to
justify withholding.

"How could I carry the burden when I
34
had no idea what was in the documents?"
He went on to
say that the courts had been realistic and practical about
this.

The idea behind the de novo provision is to ensure
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that the court makes a meaningful appraisal of the
agency's action.

There is another provision of the

IDIA which illustrates the importance which Congress
gave to the public's right of access to government
documents.

The court has the discretion to give

precedence to IDIA cases.

The law states that they

should be "assigned for hearing and trial or for
argument at the earliest practicable date and
35
expedited in every way."
Although the Deputy
Attorney General considers this to be "grossly unfair
in most instances", in a situation where there is a
36
backlog of requests,
merrtoers of the press and other
users consider it to be a valuable provision.

The purpose of the in camera provision was to give the
court the opportunity to review documents withheld
under any of the 9 exceptions and to challenge the
agency's decision not to release than.

There was a

risk of burdening judges with the task of reviewing
sometimes substantial quantities of documents whilst
necessarily excluding the requester's lawyer from the
in camera review.

The result would be that at a

critical stage of the hearing, the judge would have to
take decisions without being able to hear arguments on
the requester's behalf.

This has been largely overcome

by a requester's lawyer successfully citing a legal
37
precedent, (Vaughn v Rosen)
which requires the agency
to prepare, for each withheld item, a detailed justification
of why it is claiming it to be exeript from disclosure.

Thus

the case can be argued in open court and the records remain
confidential.

The courts use the in camera provision at

their discretion, its use is not automatic.

(iii)

Awarding costs to the Requester

The provision of the IDIA to permit the court to award
legal costs to the requester against the government
agency, when the requester "substantially prevails", was
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intended to help enforcement of the law.

"If you

don't have an agency to oversee the enforcement of
the act you have to have come incentive to individuals
to bring an action.
The attorneys' fee provides that
38
incentive."
There is no doubt that the costs of
litigation are very high.

The Freedom of Information

Clearinghouse received $33,705 in attorney's fees from
the government for its costs in fighting and winning
the precedent-setting Vaughn v Rosen case referred to
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above,

The court may award attorneys' fees even if the

agency releases the requested information before judge
ment is given, as long as the release was unlikely to
have been made without litigation.

Criteria which

the court may consider in making an award of attorneys'
fees are:

(a)

if the public may benefit from the case the award
of attorneys' fees is more likely (a similar prin
ciple to that involved in the waiving of searching
and copying fees)

(b)

fees are less likely to be awarded where a large
coup any would gain a commercial benefit from the
release of information

(c)

fees are more likely to be awarded if the agency's
withholding of information had an unreasonable
legal basis, regardless of the nature of the
requester.

Congressman John Moss (principal author of the original
1966 POIA, and member of the appropriate House of
Representatives oversight committee) stressed the important
role that the attorneys' fee provision played in enabling
the individual to obtain information from the government.
He said, "I think the courts are going to have to make
/the attorney's fee provision/ work more equitably.

I don't

think they have made any significant progress in protecting
public interest groups from loss as a result of having to
litigate."^
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(iv) Sanctions against Agency Personnel

If the court orders the agency to release documents which
have been inproperly withheld;

if the requester is awarded

attorneys' fees, and if the court issues a written finding
that the responsible official acted "arbitrarily or
capriciously" in refusing to release the requested documents,
the Civil Service Commission is required to determine whether
"disciplinary action" is warranted and the appropriate
authority is required to take the "corrective action" that
the Commission recommends.

This provision was used only

once in the first two years of the amended POIA's operation.
It was Congress's intention that its use would be restricted
to "unusual circumstances" and that it would probably be
rarely used.

Congress expected that most officials

would be fair in implementing the law.

Nevertheless the

sanction provision "will sit there like the proverbial
43
watchdog - it can bite!"

(2) The Privacy Act

This section examines the Privacy Act along the lines adopted
for the analysis of the Freedom of Information Act.

The aim

is to explain the procedures in the Privacy Act (PA) which
enable the individual to gain access to his record.

As

for the POIA, this section will first study the scope of
the PA in terms of which agencies are covered, and who may
make a request.

This will be followed by a look at the way

an individual may find out whether a specific agency has a
record on him and to whom he makes a request for access.
Ibis section will then show the options open to the agency
and what happens if an agency denies access or refuses to
amend the record according to the wishes of the requester.
Finally, an outline will be given of the sanctions available
against an agency official or any person who violates the
privacy of an individual's records in certain defined ways,
or fails to make public the existence of certain records.
Ibis section will, therefore, not deal with the reasons for
the passing of the PA, the extent to which it has been used,
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the relationship between the access principle of the
IOIA and the confidentiality provisions of the PA, or
with the substantive measures in the PA to safeguard
the individual's privacy.

A.

Scope of the Privacy Act

The Privacy Act covers the same Federal Executive branch
agencies as the Freedom of Information Act and, similarly,
does not apply to the Legislative and Judicial branches of
the Federal government nor to state or local government
agencies.

Information "maintained by the State Depart

ment, the Central Intelligence Agency and other agencies
for the purpose of dealing with non resident aliens and
44
people in other countries"
is not covered and certain
categories of files held by criminal law enforcement
agencies, such as the Federal Bureau of Investigation,
are permitted to be exempt from the disclosure require-

45
ment.

There are also certain other permissive

exemptions from parts of the PA, covering for example
national security, statistical records and civil service
examination material.

An important category of organisations

covered by the PA are private companies which have a contract
with a federal agency to maintain or process "a system of
46
records to accomplish an agency function,"
such as
processing insurance claims, on the agency's behalf.

Only individuals may use and are protected by the PA and as
this term is defined as "a citizen of the United States
or an alien lawfully admitted for permanent residence,"

it

excludes foreigners, businesses and groups of any type.

B.

Making a request for one's reoord

An individual begins the process in finding whether a
particular agency is keeping a record on him by consulting
either the copy of the Federal Register which contains that
agency's description and location of its record systems, or

1
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the compendium of all the agency entries, which is
published annually, also by the Federal Register.
If an individual considers that he may be included in
the category of people covered by the record system
and wants a copy of his record to check its accuracy,
he writes to the person or office designated in the
Federal Register, citing the specific record system,
any other relevant information and proof of identity.
His record will include not only the information
relevant to its purpose, for example, education or
employment details, but also to whan or to which
department it has been transferred, apart from its
routine transfers, details of which were included in
the Federal Register entry for the record system.

C.

Definition of "system of records" under the Privacy Act

To understand the PA, it is important to clarify what
constitutes a "record".

The term "record" is given a very broad definition in
the PA - "any item--- of information about an individual
that is maintained by an agency .... that contains his
name, or the identifying number, symbol, or other identifying
particular assigned to the individual, such as a finger or
.
48
voice print or a photograph."
Each agency that maintains
a "system of records" has obligations under the PA:

not

to disclose any record to any person except with the written
permission of the subject of the records (wuth certain
49
defined exceptions)
;
to keep an account of disclosures
50
of each record (with certain defined exceptions)
;
to
51
grant the individual access to his own record ;
and to
52
give details of it in the Federal Register
(to name only
a few of the agency tasks).

The central focus of the PA

is the "system of records" and is defined as a group of
"records" filed by or retrievable by reference to the
individual's name or any other personal identifying
characteristic.

To be covered

by the PA a "system of
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records" must be "under the control of" the agency
55
and thus "personal notes, papers and records
...
over which the agency exercises no control___ (e.g.
56
personal telephone lists)"
are not considered "agency
records" under the PA.

D.

What happens when the Agency receives a Request
for Access

The agency official is not authorised to require the
requester to state a reason why he wants access to
57
his record.
Within 10 working days the official
is supposed to respond.

He must state whether the
58
agency has a record on the requester
and, if possible,

give an indication whether access will be granted or
not, and if so, when.

Within 30 working days, he should

either make the record available, or if he is unable to,
he should write to the requester stating the reasons for
the delay and when he expects to be able to make the
59
record available.
The record, assuming that it is
60
made available must be "in a form comprehensible'1
to
the requester;

a computer tape, for example, would not

be generally comprehensible.

The official may charge the requester for the "actual
costs"
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of copying records but not for the costs of

searching, deleting exenpt material or preparing records
for inspection.

If the official refuses to release the record, there is
no administrative appeal procedure under the PA.

However,

as both the IDIA and the PA cover the principle of access,
if the requester applies for his record citing both the
IDIA and the PA he is entitled to the IDIA appeal
procedure.

If he appeals and this fails, the requester

may seek judicial review where the burden is on the agency
to prove that its refusal to release the record is
62
justified in terms of both acts.
The court must
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examine the matter de novo, may examine the records
in camera, may award the requester attorneys' fees if
he substantially prevails and may order the agency to
produce the requested records.

E.

What happens when the Agency receives a request
to amend the Record

If an individual, after seeing a copy of his record,
considers that it is not "accurate, relevant, timely

03

or complete" ° he may request that the agency amends
the record.
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The agency must acknowledge the request

to amend within 10 working days or "as soon as reasonably
possible, normally within 30 /working/ days fran the
65
receipt of the request."
If "unusual circumstances"
occur which cause further delay, the agency official
is supposed to write to the individual and state when
he expects to be able to give the agency's decision on
whether the record will be amended according to the
requester's wishes.

The agency official must either inform the requester
that he is amending the record or, if he refuses, he
must give his reasons in terms of criteria in the PA°°
and inform the requester to whan and when he may address
an administrative appeal.

The appeal procedure should

be completed within 30 working days, although for "good

07 this period may be extended.
cause"0'

If the appeal official refused to amend the record, he
must inform the individual:
(2) the reasons for it;

(1) of his decision;

(3) the individual's right to

and the procedure for filing a concise statement of
disagreement with the agency;

(4) that the statement

of disagreement will be made available to prior and
subsequent recipients of the record, together with, at
the agency's discretion, a rejoinder;
individual's right to judicial review.

(5) and the

68
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If the appeal official agrees to amend the record,
the procedure is the same as for an agreement to
amend at the initial request stage.

The official

must not only amend the record held by the agency
but also notify all those who have had access to the
record in the past, and if the previous recipients
are federal agencies, they must correct their records
69
accordingly.
To enable this to be done, each
agency is required to keep an account of the details
70
of disclosures made from each record system.

F. Judicial Review

In a suit which an individual may bring over an agency's
refusal, on appeal, to amend a record, the court must take
a new and independent look at the facts;

may "order the

agency to amend the individual's record in accordance with
71
his request or in such other way as the court may direct"
and may award legal costs against the agency if the requester
72
has "substantially prevailed."
If the court finds that
the requester has suffered any adverse effects from the
agency acting in an "intentional or willful" manner, it
may award damages of at least $1000 and must award legal
costs against the agency.

Unlike the case where an agency

refuses to make a record available to the requester, in a
judicial review of an agency refusal to amend a record, the
burden is on the individual to challenge the accuracy of
73
the record.

G. Criminal Penalties

The PA's provisions for criminal penalties, of fines up to
$5000, underline Congress's commitment to the principles
of the Act.

An agency official who "willfully" releases

an individually identifiable record to any person or
agency, knowing that it is prohibited under the PA, is liable
74
to be fined.
As a further safeguard of the individual's
privacy, any person who "knowingly and willfully requests
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or obtains" anyone else's record is also liable to be
75
fined.
A criminal penalty provision also demonstrates
that "a basic objective of the act is to ensure that there
is no system of records whose very existence is kept
76
secret"
and that the public should have an opportunity
to find out the nature of their federal government's
record keeping activities.

An official is liable to be

fined if he "willfully" maintains a system of records
without complying with the PA requirements to publish
77
annually in the Federal Register a description
including:
its name and location;

the categories of individuals on

whom records are maintained in the system;
record and their routine use;

the types of

the title and office address

of the official responsible for the system;

and the

procedures for the individual to gain access to the system.
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The Federal Register must even contain an outline of record
79
systems to which an individual may be denied access.
After a year of the PA's implementation, no one had been
80
fined for violating the criminal penalty provision.
Few
people have had recourse to judicial review, as indicated
by the 10 court decisions dealing with the PA in the same
period.

In the PA's second year, there was only one pros

ecution alleging a criminal violation of the Act (see
Chapter VII).
(3) The Government in the Sunshine Act (SA)
This section will explain the procedures by which the public may
attend decision-making meetings of government agencies.

It will

outline the scope of the SA in terms of which agencies are covered
and who may attend meetings.

It will then explain how the SA defines

a "meeting" and show which subjects are exempt from the open meeting
provisions, and hew a meeting may be closed.

This will be followed

by a look at how the public are informed that meetings are taking place
and what information is available to the public following a meeting,
whether open or closed.

This section will, finally, give an outline

of the part played by the courts in the SA's enforcement.

It will, therefore, not deal with:

the factors which led to the

passing of the Government in the Sunshine Act (SA);

the arguments for
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and against open meetings;

the experience of the administration

and the public in those states, such as California, where open
meetings have been in operation for some years;

or the provisions

in the SA which forbid certain contacts between a party and an
agency on a matter to which the party has an interest.

A.

Scope of the Government in the Sunshine Act
The SA applies to all agencies of the Executive branch of the Federal
government headed by at least two members, of which a majority are
"appointed--- by the President with the advice and consent of the
Senate

Also covered are their sub-conmittees "authorized to
82
83
act on behalf of the agency"
and advisory committees
(consisting,
typically, of consumer, industry, trade union and any other recognised
interested group) to every agency.

The SA applies to the heads of

some 50 agencies, such as the Federal Trade Commission and Nuclear
Regulatory Ccmnission, whereas agencies headed by an individual such
as the Commerce Department and the Environmental Protection Agency
are not covered.

The SA also applies to a committee governing an

agency whose day-to-day management may be under the authority of an
individual, such as the Postal Service and Amtrak, the railway
. .
84
corporation.

The SA deals with the question of who may attend meetings by simply
OfT

stating that they should be "open to public observation."

This

phrase "is intended to guarantee that ample space, sufficient
viability, and adequate acoustics will be provided."

86

From the

purely practical point of view, this is not the problem that it
might seen.

Experience of than under both the Federal Advisory

Committee Act in various agencies and the voluntary open meetings
policy of the Consumer Product Safety Commission suggests that they
87
do not become over-crowded.

B.

When is a meeting a "meeting" under the Sunshine Act?
As, with some exceptions, the SA prohibits the joint conduct of
official agency business which does not take place in an open

33

meeting,

88

it is important to understand how the act defines a

"meeting".

A gathering of the heads of an agency becomes a

"meeting when at least the number required to act on behalf of
the agency are present and their discussions "determine or result
in the joint conduct or disposition of official agency business."

89

This phrase is designed to prevent informal meetings taking decisions
90
in private, covers conference telephone calls
but permits agency
heads to consider individually business circulated to then in
...
91
writing.

C.

When is a closed meeting permitted?

The SA, like the Freedom of Information and Privacy Acts, recognises
that certain subjects are not suitable for disclosure to the public.
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Therefore, the SA permits meetings to be closed to the public if they
93
are more likely than not
to have any of a given number of undesirable
consequences.

However, the opportunity to have a closed meeting is

at the agency's discretion and may be set aside if it "finds that the
public interest requires" a meeting to be open to the public.

There are 10 exemptions from the open meeting requirements, most of
which follow the wording of those in the Freedom of Information Act,
which are discussed in detail in the next chapter, but there are
four which are not in the K)IA.

These are exemptions:

(i)

Covering a meeting which would involve "accusing any
person of a crime, or formally censuring any person."
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(ii) Dealing with financial problems such as currency
speculation.^

(iii) Covering a disclosure "likely to significantly frustrate
implementation of a proposed agency action" (this does
not apply where the agency has already voluntarily dis
closed or is required by law to disclose to the public
in advance "the content or nature of its proposed action").

96
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(iv) Covering the agency’s participation in certain specified
97
legal proceedings.

The procedure for deciding whether a meeting should be closed is,
firstly, that a majority of the collective heads of the agency
98
vote
that the subjects for discussion cane under one or mere of
the 10 exemptions, secondly, that the public interest does not
99
require that the public be permitted to attend
and, third, that
the agency's legal officer agrees with their decision.
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An

illustration of the SA's coimitment to the public access principle
is "the fact that one portion of a meeting may be closed does not
justify the closing of any other portion."^"
Furthermore, within
a day of a vote to close a meeting, the agency must make publicly
available a list of hew each agency head voted on this issue.
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D. Public Notice of Meetings

The SA requires that for each meeting, "the agency shall make
public announcement, at least one week before the meeting, of the
time, place, and subject matter of the meeting, whether it is to
be open or closed to the public, and the name and phone number of
the official designated by the agency to respond to requests for
103
information about the meeting."
In addition to giving notice
in the Federal Register, Congress intended that agencies would
also announce meetings by notices "on the agency's public notice
boards,

___ in publications whose readers may have an interest in

the agency' s operations,

.... and to persons on the agency' s general
104
mailing list or a mailing list maintained"
for this purpose. If
the agency heads decide that agency business requires that they hold
a meeting in less than 7 days or that announced details of a meeting
have to be changed, they must publicly announce their decision "at
105
the earliest practicable time."

E.

When are Transcripts or Minutes of Meetings available to the Public?

The SA requires that for all closed meetings, a complete transcript
or recording must be maintained, or in the case of meetings closed
under the financial or legal proceedings exenptions, minutes may
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be kept.
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These must be made available to the public at the

duplication or transcription cost, except where the agency decides
107
that the material falls under one of the 10 SA exenptions.
There is no reference in the SA to transcripts or minutes from
open meetings but they are available to the public under the
Freedom of Information Act.

F. What is the role of the courts in enforcing the Sunshine Act?

If any person considers that an agency has violated the SA, he may
108
take his case to court.
In many cases, it will be too late for
the person to attend the meeting but the court is authorised to
order the agency to release non-exempt transcripts or minutes and
to take whatever other action is appropriate.

The court may

examine evidence in camera and the burden is on the agency to
justify its action.

Despite the court's powers to enforce the SA, it is not authorised
by the act alone to invalidate the action of a meeting on grounds
109
of violation of the SA.
A court could take an SA violation into
consideration, and give appropriate redress, when reviewing an
agency's action under the jurisdiction of another law.

However,

Congress did not intend that the SA would be employed to invalidate
an agency's action in such a case "where the violation ___

(of the

SA was) unintentional and not prejudicial to the rights of any person
participating in the review proceeding ___
•

serious

(or unless it was) of a

„110
nature.
+

The SA provided that the court may award legal costs against the
agency where the plaintiff "substantially prevails" and against the
plaintiff where the court finds that he initiated the suit
"primarily for frivolous or dilatory purposes."^1
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Footnotes

HOW OPEN GOVERNMENT LEGISLATION
WORKS IN THE UNITED STATES OF AMERICA

General note:

The FOIA, PA and SA all come under Title 5* 1 2 3 4 5 6 7
of the United States Code.
The official
section numbers used in the footnotes are
the following:
552

is the Freedom of Information Act text

552a

is the Privacy Act text

552b is the Government in the Sunshine Act text

(1)

Freedom of Information Act

1.

552(e).

2.

Joint explanatory statement of the Congressional Committee
of Conference (hereafter FOIA Conference) in "Freedom of
Information Act and Amendments of 1974 (PL. 93-502) Source
Book:
Legislative History, Texts, and Other Documents"
(hereafter: FOIA Source Book) p.232.

3.

Letter from Phillip Buchen, Counsel to the President,
to the New York Times, quoted in interview with Mr.
Alex Greenfeld, a New York Times attorney.

4.

552(a)(3).

5.

552(b)(6).

6.

552(a)(4)(A).

7.

552(a)(3).

8.

House of Representatives Report no.

9.

Interview with Vincent de Luise, head of FOIA department
at the Consumer Product Safety Commission.

10.

552(a)(2).

11.

"The FOIA as amended-background, judicial construction
and selected bibliography." (hereafter:
Background)
pp.16/17.

12.

552(a)(6)(B)(ii).

13.

552(a)(6)(C).

93-876 1974 at p.6.
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14.

552(a)(6)(C).

15.

"The Administration of the FOIA:
A brief overview
of Executive branch annual reports for 1975" (here
after:
Overview) p.24.

16.

Interview with Mark Lynch,
FOI Clearinghouse.

17.

552(b).

18.

"Attorney General's Memorandum on the 1974 amendments
to the FOIA" (hereafter AGM 1974) in Sourcebook p.524.

19.

AGM 1974 in Sourcebook p.525.

20.

552(a)(4).

21.

FOIA Conference in Sourcebook p.225.

22.

AGM 1974 in Sourcebook p.525.

23.

Extract from Thomas Dolan's letter made available
at interview with him.

24.

Interview with George Daptula,
Union of Concerned Scientists.

an attorney at the

25.

Interview with Charles Hinkle,
at the Department of Defence.

head of FOIA policy

26.

Interview with Philip Mause,
Environmental Defence Fund.

27.

Affidavit of 11th April 1976 by Quinlan J. Shea Jr.,
head of the FOIA Appeals Unit, Justice Department.

28.

Vaughn v Rosen 484 F.2d 820 (DC Cir.1973),
415 US. 977(1974).

29.

Justice Department Statement of Policy in the Federal
Register Vol. 41 No.48.
March 10th 1976 p.10222.
In
the 1^75-78 period, there were an average of 424 consultations a year
between the FOIC and representatives of other agencies
concerning their proposed final denials - about 95% of
these were informal - Source: Justice Department's annual
FOIA reports (in section describing the Justice
Department's efforts to encourage other agencies'
compliance with the FOIA).

30.

Interview with Robert Saloschin,

31.

Interview with Mark Lynch.

32.

552(a)(4)(B).

33.

552(a)(E).

34.

Interview with Mark Lynch.

then an Attorney at the

*

an attorney at the

cert denied

chairman of the FOIC.
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35.

552(a)(D).

36.

Letter to the Congressional Committees overseeing the
FOIA, accompanying the Justice Department's 1975 FOIA
annual report.

37.

Vaughn v Rosen .supra.

38.

Interview with Theodore Jacobs, an attorney and staff
member of the Government Information and Individual
Rights Sub-Committee of the House of Representatives
Committee on Government Operations.

39.

Litigation, 1st August 1978 edition (hereinafter 4th
edition) Appendix p.173.

40.

Interview with Member of theU.S. House of Representatives,.
John E. Moss.

41.

552(a)(F).

42.

120 Congressional Record H. 10002 (October 7th 1974).
Congressman Moorhead, cited in AGM 1974 in Sourcebook
p.533.

43.

Interview with Dr. Harold C. Relyea,Specialist on
American National Government. Government Division,
Congressional Research Service, Library of Congress.2

(2)

Privacy Act

44.

Senate Report 93-1183 p.79 in Office of Management and
Budget's "Privacy Act Implementation - Guidelines and
Responsibilities" (hereafter 0MB Guidelines) in Federal
Register July 9th 1975 Vol. 40 no.132 Part III p.28951.

45.

552a(j)(2).

46.

552a(m).

47.

552a(a)(2).

48.

552a(a)(4).

49.

552a(b).

50.

552a(c).

51.

552a(d).

52.

552a(e).

53.

552a(a)(5).

54.

552a(a) 5.
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55.

OMB Guidelines col.2 p.28952.

56.

OMB Guidelines col.2 p.28952.

57.

OMB Guidelines col.l p.28957.

58.

552a (e)(4)(G) and (f)(1).

59.

OMB Guidelines pp.28957/8.

60.

552a (d)(1).

61.

552a (f)(5).

62.

552(a)(3)

63.

552a(d)(B)(i).

64.

552a(d)(2).

65.

OMB Guidelines p.28958.

66.

OMB Guidelines p.28958.

67.

552a(d)(3).

68.

OMB Guidelines p.28959 and 552a(d)(3)

69.

552a(c)(4).

70.

552a(c).

71.

442a(g)(2)(A).

72.

552a(g)(2)(B).

73.

OMB Guidelines p.28969.

74.

552a(i)(1).

75.

552a(i)(3).

76.

OMB Guidelines p.28970.

77.

552a(e)(4).

78.

552a(e)(4).

79.

OMB Guidelines p.28970.

80.

Interview with Ronald Plesser, General Counsel of the
Privacy Protection Study Commission.

81.

The Privacy Act of 1974: An Assessment.
The Report of the
Privacy Protection Study Commission, Appendix 4, 1977, p.35.

and 552a(g)(3)(A).

and (4).
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(3)

Government in the Sunshine Act

82.

552b(a)(1).

83.

552b Sec.5(c).

84.

Sunshine Act Conference Report Senate no.94- 1178.
(hereafter SA Report) p.10.

85.

552b(b).

86.

SA Report p.ll.

87.

Interviews with Clarence Ditlow, Director of the
Center for Auto Safety, Vincent de Luise and others.

88.

552b(b).

89.

552b(a)(2).

90.

SA Report p.ll.

91

SA Report p.ll.

92.

552b(c).

93.

SA Report p.15.

94.

552b(c)(5 ) .

95.

552b(c)(9)(A).

96.

552b(c)(9)(B).

97.

552b(c)(10).

98.

552b(d)(1).

99.

552b(c).

100.

552b(f) (1).

101.

SA Report p.17.

102.

552b(d)(3).

103.

552b(e)(1).

104.

SA Report p.19.

105.

552b(e)(1),

106.

552b(f)(1).

107.

552b(f)(2).

108.

552b(g)

(2)

and (3).

and (h)(1).
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109.

552b(h)(2).

110.

SA Report pp.22/23.

111.

552b(i).
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IV.

WHAT NEEDS TO BE KEPT SECRET?

Probably few people now consider that the blanket coverage of all types
of government information in the United Kingdom Official Secrets Acts
is worth preserving.

There is little agreement on what it is necessary

to keep secret and, therefore, reform in this area has been slow.

The

United States was faced by exactly the same problem when Congress was
considering the Freedom of Information Act (FOIA) and this chapter
examines the way in which the legislation was framed so that the general
right of access should not encroach on legitimate government secrets.

It is significant that from the very first clause of the FOIA ("Each
agency shall make available to the public information as follows,")'1'
the emphasis is on release of information.

Information which may be

2
witheld is merely regarded as "exempt"

from the general principle of

disclosure.

This chapter will examine the rationale for the exemptions, the process
which brought them about, and explain how they are discretionary in
nature.

This will be followed by a study of each of the exemptions,

stating how they are defined, showing how they have been interpreted
by case law and administrative practice, and finally, giving a few
illustrations of what information is and is not available as a result
of the public using the access procedures outlined in the previous
chapter.

The Rationale of the Exemptions

The rationale for the 9 FOIA exemptions is clearly that they define "those
areas where it is anticipated that disclosure of records will be likely to
produce some type of harm or risk of injury to a legitimate interest, either
3
an interest of the government, ___ or interests of the private sector."
However, they are by no means sacrosanct.

In 1974, two of the original nine

exemptions, covering national security and investigatory records, were
amended to narrow their scope as Congress found that they were being used
too freely to withold information.

Even in 1966, when the original FDIA

was passed, the exemptions were not formulated exactly as Congress wanted,
as was explained by its principal author, Congressman Moss, "The original
9 exemptions were negotiated as a part of the price of getting the
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Presidential signature on the law."

4

He made it clear that Congress

would probably be reviewing the IOIA again shortly, to narrow the scope
of the exemptions further.

Exenptions give a department the discretion to withold information

The exenptions enable but do not require the responsible official to
deny requests for information.

The discretion to release information

is regularly exercised and, in fact, results in the release of "a

5
considerable quantity of technically exempt material."

The Deputy

Attorney General has given his view that "an exemption is nothing more
than a lawful excuse to withold a record___ (and) that access should
not be denied unless some reason for doing so exists in terms of the
present vital interests of the Department."

This view has been confirmed by judicial decisions such as one where an
Appeal Court agreed with the Federal Power Conmission that the fact that
certain information concerning gas reserves might qualify for exemption,
did not automatically prevent its release.

The judge said that "inter

preting the statute as an absolute bar to the release of certain
information would be at war with the basic principles embodied in the
Freedom of Information Act."

6

This case illustrates the point that a court cannot order an agency to
make a discretionary release.

An interesting corollary of this occurred

in another case when although the court agreed with the Justice Depart
ment 's position that a certain six documents were exempt, the Department
7
released five of than voluntarily following the hearing.

Inevitably, FOIA users are not always satisfied with the way in which
agency officials exercise their discretion.

Users recognise that

willingness to exercise discretion to release varies between departments.
Ideally, officials ought to "review all the (requested) documents and
see which ones ought to be witheld and then see if exenptions fit (them)."
Users gain the impression that officials tend rather to look "first for
exenptions into which documents will fall, then .... see if, in fact,
they do fall into than, (then eliminate) .... any documents for which
they have no reason to withold."

8
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The National Security Exemption

The first exemption covers matters that are:

"(A)

Specifically authorised under criteria established by

an Executive order to be kept secret in the interest of
national defence or foreign policy and (B) are in fact

9
properly classified pursuant to such Executive order."

The current relevant Executive order, "National Security Information" of
28th June 19781® defines criteria both for deciding that information ought
to be kept secret, (as a minimum "the unauthorised disclosure reasonably
could be expected to cause identifiable damage to the national security")
and procedural instructions, so that it is possible to determine whether
a document is properly classified.

Examples of the latter are limits on

who may classify, marking documents to show classification, and which
portions are not classified, and showing when documents become declassified.

This Executive Order goes far in seeking to reduce unnecessary over
classification of information by reducing the number of officials who may
classify information, encouraging declassification of information, balancing
national security and public access consideration, and encouraging officials
to comply with the Order.

The designation "Top Secret" may be given to information by top officials
of only 13 Departments dealing mainly with defence and international
relations.

The designation "Secret" is limited to those with authority

to classify a document "Top Secret" plus top officials of the Departments
of Commerce and Transportation, and the International Development and
International Commmication Agencies.

The designation "Confidential"

may be used to classify information only by the above plus top officials
of the Export-Import Bank of the United States and the Overseas Private
Investment Corporation.

Therefore, seme important departments such as

Agriculture, Labour and Health, Education and Welfare no longer have the
authority to classify information at all.

The Order specifically prohibits classification from being used to
"conceal violations of law, inefficiency, or administrative error, to
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prevent embarrassment to a person, organization or agency, or to restrain
competition."

The Order even encourages the removal of classification

marks by stating, "Declassification of classified information shall be
given emphasis comparable to that accorded classification."

The most significant aspect of the Order regarding public access is the
specific recognition that "the need to protect /national security/
information may be outweighed by the public interest in disclosure of the
information, and in these cases the information should be declassified."
The Freedom of Information Act is the instrument in the U.S. system
which is most likely to cause this balancing of interests procedure
to occur.

Ihe Order in pursuit of its aim of classifying only what is necessary
encourages government agency personnel to "challenge, through Mandatory
Review and other appropriate procedures, those classification decisions they
believe to be improper."

A remarkable illustration of the spirit of the Order is that the section
on administrative sanctions deals with inproper classifying and continuing
to classify information before dealing with the improper disclosure of
classified information.

The Order undoubtedly affects decisions on the content of what is or is
not properly classified but the procedure under the Freedom of Information
Act to gain access to that information remains the same.

In a case where a requester seeks judicial review, the court must consider
the arguments put forward by the agency for its decision to classify
documents and, if necessary, make an in camera review.

The fact that an

agency has classified the material is not sufficient to deny a request.
Ihe reason for both the Executive Order and the two-step justification
for witholding being placed on the agency by the IOIA, was that there
was over-classification;

it was discovered in the late 1960s that the

Defence Department had designated even certain newspaper and magazine
articles as "secret" I ^
To reduce the likelihood of such a situation
recurring, the Defence Department has a security guide, which is
reviewed and updated once a year, for each programme and weapons system.

12
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If infoimation is transferred from one department to another, "Ihe
13
originator of the classified document is responsible,"
both for
its continued classified status and for reviewing it for release
or denial in response to an IDIA request.

Dr. Morton Halperin

14

who has had considerable success in obtaining

documents, despite attempted agency denials for national security
reasons, explained how the courts were using their powers to assess
whether documents were properly classified.

"The pattern we are

finding so far is that the courts force the government to, in fact,
demonstrate that release of the information would cause damage.
They do not sinply accept .... assertions of the government ....
They force them into some sort of an explanation but then, having
done that, their tendency is to accept the explanation no matter how
far-fetched or silly it seems."

For example, Dr. Halperin filed a

suit under the FOIA for release of the Central Intelligence Agency's
budget.

Ihe court examined the CIA director, Mr. Colby, for two

hours but then concluded that release of the information would cause
damage and, therefore, was exempt.

In this case it was the merits

of the argument, over the likelihood of damage to national security
that occupied the court and therefore an in camera review of the budget
figures was not necessary.

However, Dr. Halperin pointed out that,

"If there is any doubt, the judge will look at the documents."

Ihe wide range of information which has become available under the FOIA
in response to requests from "Ihe Project on National Security and Civil
Liberties," has surprised even its Director, Dr. Halperin.

Ihe following

were released after a determination that they were not exempt and, there
fore, did not need to be kept secret:

(1) Ihe Department of Defence released, with certain deletions,
their Annual Posture Statement regarding Soviet and Chinese
Strategic Capacility which included data on "the nuclear strike
capability of China and the Soviet Union vis-A-vis the United
States and her allies, including estimates of future capabilities
15
and deployments."
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(2 )

The Department of State released, with certain deletions, the
text of a confidential speech by Secretary Kissinger in which
he presented anecdotes, incidents and observations about the
Middle East situation and his own shuttle diplomacy.

(3)

The Central Intelligence Agency released, with certain
deletions, several documents revealing CIA domestic
intelligence activities such as "its counter-intelligence
interest in possible foreign links with American dissidents"
and "activities that are or might be illegal or that could
cause the Agency embarrassment if they were exposed."

Ihe Internal Rules and Practices Exemption

The second exemption covers matters that are:

"related solely to the internal personnel rules and practices
-p
„ 16
of an agency".

This clause has been decided by several courts to mean "rules as to
personnel's use of parking facilities or regulations of lunch hours,
17
statements of policy as to sick leave and the like."
However, it
has also been interpreted to mean those rules "which cannot be dis
closed to the public without substantial prejudice to the effective
18
performance of a significant agency function."
Subsequent case
law has stated that the question which determines release is whether
"the sole effects of disclosure would be to enable law violators to
19
escape detection."
In that case, concerning a meanual for tax
auditors, the court ordered the agency to release the manual.

How

ever, the court supported the agency's witholding in a case involving
manuals for training customs agents in surveillance techniques.

The "By Statute" Exemption

The third exenption covers matters that are:

20
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"specifically exempted from disclosure by statute (other than
section 552b of this title), provided that such statute (A)
requires that the matters be witheld from the public in such
a manner as to leave no discretion on the issue or (B)
establishes particular criteria for witholding or refers to
particular types of matters to be witheld."

21

This is a rewording of the third exemption which Congress passed together
with the Government in the Sunshine Act.

It is clear that Congress

introduced the new wording to overrule a Supreme Court decision

22

which

stated that the clause, as it stood, meant that "when an agency asserts
a right to withold information based on a specific statute, "the only
question to be determined "is the factual existence of such a statute,
regardless of how unwise, self-protective, or inadvertent the enactment
23
might be."
Now, an agency will have to show that a statute, on which
it is relying to claim exemption, specifically requires the type of
information in question to be witheld.

In 1966, the House of Representatives found that there were nearly 100
statutes which restricted the public's access to government records,
24
such as tax returns and intelligence methods.
However, during 1977
4 statutes accounted for 73% of the initial denials made on the basis
25
of this exemption.
The new wording leaves restricted much information
which the public may seek.

Such information might well include, for

example, expenditure by steel companies on pollution control.

The Citizens for a Better Environment requested this information, to
compare with the companies' investment in other areas, but the request
26
was denied on the basis of this exemption.

The Trade Secrets Exemption

The fourth exemption covers matters that are:

"trade secrets and commercial or financial information obtained
27
from a person and privileged or confidential."

49

For an agency to show that information comes under this exemption, it
must show that it is either:

A.

a trade secret, or that it is

B.

(1) commercial or

financial and

(2)

obtained from a person and

(3)

privileged or confidential.

The definition of trade secret used in IOIA litigation is "An unpatented
secret, commercially valuable, plan, appliance, formula or process, which
is used for the making, preparing, compounding, treating, or processing
28
of articles or materials which are trade commodities."
This definition
covers, for example, the formula for Coca Cola.

If the requested information is not "conmercial or financial" it does not
come under this exemption.

Similarly, if the information is obtained

from the Federal government, that does not qualify as a "person" but a
commercial company or other organization is included in this term.

Ibis

was one of the issues before the court in Consumers' Union successful
legal battle to obtain comparative test information on hearing aids from
29
the Veterans' Administration.

In the phrase "privileged or confidential" the key word is "confidential"
and the agency has to go beyond shewing that the information would not
normally be available to the public.

Case law requires the agency to

show that release of the information would cause specific harm likely
to have "either of the following effects:

(1 )

to impair the government's ability to obtain necessary
information in the future;

(2 )

to cause substantial harm to the competitive position of
30
the person from whom the information was obtained."

Sometimes requested information is denied under a combination of this and
the last exemption.

Examples of information which were not made available

on this basis include:

the expenditure on pollution control equipment
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case, referred to under the last exemption;

31

methods and indication
32
of results of tests on cyclamates and oral contraceptives;
and
the effects of residues fran veterinary pharmaceutical products and
33
animal feed additives on food for consumers.
However, following
the hearing aids decision, a great deal of information on government
34
departments' own tests, including results, is now available.

One of the must difficult problems from the agency's point of view is
that "Corporations tend to make very broad claims that everything is
35
proprietary"
and therefore covered by this exemption.
Although
one year old sales figures may be a trade secret it is difficult for
an official to decide whether 2 or 5 year old sales should be exempt.
Vincent de Luise, head of POIA policy at the Consumer Product Safety
Commission (CP5C) and evidently at the centre of this problem
explained, "Constantly, you don't knew at what point you decide it
is a valid trade secret or not - We can only take their word for it ....
So now we make the conpany make a very specific claim .... like it's
never been released outside the company before .... They have to
specifically identify sentence by sentence what they think is a trade
secret ___

(They have to state that) if it were released it would

affect (their) competitive position."

When, after being consulted,

companies disagree with an agency's proposed decision to release
information concerning than, they have started filing "reverse"
Freedom of Information suits.

An example of this is when Consumers'

Union requested and the CPSP agreed to release accident data on
television sets, identifying individual brands and models.

The 16

television manufacturers filed suit asking the court to prevent the
agency releasing the data.

The court ordered the CPSC not to release

the data as a preliminary step but has not yet made a final decision.
Reverse POIA suits, in essence, "claim that the agencies do not have
37
the discretion to waive the fourth exemption."

Ihe Inter or Intra-Agency Memoranda Exenption

The fifth exemption covers matters that are:

"inter-agency or intra-agency memorandums or letters which
would not be available by law to a party other than an agency
in litigation with the agency."38
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Ihe purpose of this exenption was to cover confidential advice given
by staff to their superiors in an agency, on the assumption that if this
were made publicly available there would be too much caution.

Although

in practice it is sometimes difficult to draw the line, case law has
drawn a distinction, in principle, between pre-decisional material,
prepared to assist the making of a decision, which is exempt, and
factual material and post-decisional memoranda which are not exenpt.
Thus the facts of a matter are not exempt but the policy advice which
is derived from than is exenpt.

Policy advice quoted or referred to

in an agency's final decision on a matter must be released.

As the

intention of this exenption is to protect only policy advice itself,
in a document containing both factual material and policy advice,
the factual material must be released if the two can be separated.
Factual material is considered to be able to be separated if it is
39
in a separate sentence from the policy advice.

Inevitably,

this exemption provides the basis for much dispute between

requesters and agencies.

George Daptula, attorney of the Union of

Concerned Scientists, explained how the broad terms of this exemption
have resulted in refusals to release information which is vital if the
public is to have a properly informed debate on nuclear energy policy.
"We will be working on a specific problem, for exanple, radioactive
waste and will want to know exactly what studies the Nuclear Regulatory
Commission has done, what factual documents they have and what studies
they intend to undertake.

/The question/ of what's pre-decisional and

what's implemented policy is a big problem.

We would say that the

decision to undertake a study on low-level radioactive waste is a
policy--- because it indicates you are recognizing a technology ....
and defining how you are going to deal with it.

Now that is a policy___

There is a recognized safety problem /and/.... how they are going to ....
approach it is a decision itself.

There are some case precedents which

hold that they would have to disclose policies delayed, policies refused,
programmes rejected, programmes they have sat there and done nothing
with--- Any failure to disclose this information is hiding behind a
pre-decisional wall that you can't get through in any manner."

In the

Union of Concerned Scientists' suit against the Nuclear Regulatory Com
mission, the court ordered the release of some of the memoranda written
by the NRC's principal technical expert on reactor safety matters.

This
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established the important principle that expert scientific opinions are
considered to be more in the nature of factual material than policy
40
advice, and thus not exenpt.

It is not only I0IA users who consider that agencies too frequently rely
unreasonably on this exenption to withold information.

Even the Head

of the Justice Department's Appeals Unit conceded that this exenption
was being abused.^

The Privacy Exenption

Ihe sixth exenption covers matters that are:

"personnel and medical files and similar files the disclosure
of which would constitute a clearly unwarranted invasion of
42
personal privacy."

This exenption and its relationship with the Privacy Act will be examined
in a later chapter but one point should be made here.

This exenption

does not give an agency the right to deny an individual access to his own
records, because that right is given by the Privacy Act.

The Investigatory Records Exenption

The seventh exenption covers matters that are:

"investigatory records conpiled for law enforcement purposes,
but only to the extent that the production of such records
would (A) interfere with enforcement proceedings, (B) deprive
a person of a right to a fair trial or an inpartial adjudication,
(C) constitute an unwarranted invasion of personal privacy, (D)
disclose the identify of a confidential source and, in the case
of a record conpiled by a criminal law enforcement authority in
the course of a criminal investigation, or by an agency conducting
a lawful national security intelligence investigation, confidential
information furnished only by the confidential source, (E) disclose
investigative techniques and procedures, or (F) endanger the life
43
or physical safety of law enforcement personnal."
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This exenption was amended in 1974 because it had previously been worded
to cover almost any file which could be described as investigatory.
Ibis had resulted in several attempts to withold information:

the

Department of Agriculture had tried unsuccessfully to withold infom44
ation it had collected on the fat content of hamburgers,
the Centre
for Auto Safety had been unable to obtain correspondence between
General Motors and the National Highway Traffic Safety Administration
45
whilst a car defect investigation was taking place;
and the analysis
of the bullet that killed President Kennedty was also deemed to be
. 46
exenpt.

Therefore, the new more detailed provisions were intended to overrule
such cases and represented a narrowing of this exenption.

In the

first place, witheld records must be both "investigatory" and "compiled for
47
law enforcement purposes."
They may cover criminal, civil law or
regulatory proceedings, and "law enforcement" "includes not merely the
48
detection and punishment of law violation but also its prevention."

Thus for "investigatory records compiled for law enforcement purposes"
to be exenpt, they must both be defined as above and cone under one of
the 6 categories (A) to (F) referring to a specific type of harm.

(A)

"Interfere with enforcement proceedings" refers to cases where
there is a definite prospect of enforcement proceedings and
disclosure of the information "would impede the investigation
49
or harm the government's cases" in that proceeding.

(B)

"Deprive a persoi of a right to a fair trial or an inpartial
adjudication" refers to "prejudicial publicity in criminal
50
trials of individuals."

(C)

"Constitute an unwarranted invasion of personal privacy."
This requires a balancing of the public interest in favour
of disclosure against the extent to which in individual's
privacy would be invaded.

This question arose in a case

where the Chicago Sun-Times requested the FBI to disclose
information on its phone-tapping of the distinguished
51
nuclear scientist the late Dr. Robert Oppenheimer.

At
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first, the FBI claimed that the request "involves disclosure
of information concerning Dr. Oppenheimer without the author
.
.
52
ization of his heirs or next of kin,"
which suggested that
their authorization might be necessary for the FBI to release
the information.

However, later the FBI received guidelines

from the Deputy Attorney General that required that "all
documents within the scope of your request that relate to
Dr. Oppenheimer's public or official activities will be
processed without the notarized authorization of his legal
, •
n53
heirs."

(D)

"Disclose the identity of a confidential source" etc. refers
typically to the protection of informants by not identifying
them to those who have been arrested as a result, in cases,
54
such as, violent crimes.

(E)

"Disclose investigative techniques and procedures" was intended
to apply only to secret techniques and procedures, and not
routine tests like taking fingerprints or ballistics tests.
Ihis phrase would, however, protect "new developments or
55
refinements in these procedures."

(F)

"Endanger the life or physical safety of law enforcement
personnel" is straightforward and would, for example, apply to
"information which would reveal the identity of undercover
agents .... working on such matters as narcotics, organised
crime, terrorism or espionage."^

The Justice Department is ccxnnitted to preventing this exenption
being used to conceal the use of unlawful sources of information
and techniques by law enforcement organizations in the pursuit
57
of their duties.

Ihe Financial Institutions Exemption

Ihe eighth exenption covers matters that are:

55

"contained in or related to examination, operating or condition
reports prepared by, on behalf of, or for the use of an agency
responsible for the regulation or supervision of financial

CO

institutions."

There has been little case law on this exemption, partly because it is,
in a sense, an extension of the trade secrets exenption which has far
more legal precedents.

Thus Consumers' Union's successful suit to

obtain a survey of banks' interest rates on consumer loans from the
Federal Reserve Board was defended on the basis of the trade secrets
59
exenption.
However, in Consumers' Union's recent unsuccessful case,
seeking documents submitted by banks to the Comptroller of the Currency
on their compliance with the Truth-in-Lending law, this exenption became
.
60
an issue.

The Wells Exemption

This ninth exenption covers matters that are:

"geological and geophysical infoimation and data, including
61
maps, concerning wells."

This exenption was inserted to protect oil companies who claimed that
geological maps based on their oil explorations were not covered by the
trade secrets exenption.

The companies claimed that "disclosure of

the seismic reports and other exploratory findings of oil companies
(which must be filed with Federal agencies when the companies want to
lease government owned land) would give speculators an unfair advantage
62
over the companies which spent millions of dollars in exploration."
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V.

WHO USES THE AMERICAN OPEN GOVERNMENT LAWS?

As there is no requirement

in the POIA for agencies to keep records

of numbers or categories of requesters, precise figures on w/ho uses
the American open government laws are not available.

However, as a

result of interviews with requesters, civil servants, POIA specialists
and studying records of POIA legal actions, it is clear that the main
categories of POIA and Privacy Act users are:

1.

Public interest groups

2.

Ihe media

3.

Individuals and scholars

4.

Companies

In addition to examining who uses open government laws and for what
purposes, attention will also be given to the question of which interests
benefit and which interests suffer from open government, and so a fifth
category will be examined:

5.

Civil servants.

Records of lawsuits show that a broad spectrum of American organisations
have filed POIA suits, from large corporations, such as Exxon and General
Motors, to consumer organisations such as Aviation Consumer Action Project
and the rather more esoteric Save the Dolphins.^
However, it must be
remembered that only a relatively small proportion of POIA and PA requests
go to court and, of those, only the most inportant reach the law reports.
Litigants tend to be either companies with financial resources to sustain
legal action or public interest groups with the support of POIA legal
specialists, the most important of which is the Freedom of Information
Clearinghouse in Washington.

The profile of public access legislation users varies from one agency to
another.

For exanple, the Defence Department receives the greatest
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number of requests from individuals for their personal records, followed
by requests from businesses and others for access to the armed services
procurement regulations, requests by scholars, public interest groups and

2
the press.

Other agencies, such as the Federal Trade Commission and

the Securities and Exchange Commission, which have responsibility for
investigating companies, receive around three-quarters of their FOIA

3
requests from this sector.

Taking the Privacy Act alone, requests

for access from the general public in 1977 and 1978 focussed primarily
on the Veterans' Administration, the Department of Justice, the
Selective Service System, the Public Health Service (a component of the
Department of Health, Education and Welfare), the CIA, the State
Department, the Department of the Treasury and the Internal Revenue
Service.

Current and former Federal employees made twice as many

access requests as members of the general public in 1978, and in 1977 were
the dominant categories to make Privacy Act requests at the Departments
of Defence, Transportation, Agriculture, Commerce, Labor, Energy, the
General Services Administration, the Civil Service Commission and several
4
other smaller agencies.

Among the public access legislation users the categories which have
benefitted most are public interest groups, the media, individuals and
scholars, whilst those which have had a mixed experience are companies
and civil servants.

1.

Public Interest Groups

Public interest groups are concerned to promote issues such as
consumer interests, protection of the environment and human
rights.

Typically, they are supported by public subscriptions

and often use a combination of voluntary activists at district
level and a few professionals at the national level.

These

organisations have few financial resources but immense reserves
of enthusiasm and belief in their work.

For these organisations

the FOIA has been of immense benefit and has been described as
"One of the most fundamental and essential tools for any type of

5

citizen action activity."

The POIA enables public interest

organisations to gain access to government data on subjects such
as product safety, product testing,

the effectiveness of government

regulatory activities, and the treatment of minority groups
within companies.
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Consumers’ Union (CU) was one of the first public interest
organisations to fight successfully an FOIA Lawsuit with the
government when it won access to Veterans' Administration
corrparative tests on hearing aids.

However, it took from 1969

to 1971 to achieve access to the test data.

It took another

two year IDIA battle through the courts to force the Federal Reserve
Board to release data collected from some 370 banks on the interest
7
rates charged for consumer loans.
However, legal action is by no
means always required.

For example, the National Highway Traffic

Safety Administration released safety test information on car ranps,
and the Department of Agriculture released data on violations of
the minimum nutritional standards in the New York City school lunch
programme, both in response to POIA request letters from CU.
Similarly, CU had no need to resort to IDIA litigation to obtain
from the Federal Trade Conmission the release of data concerning
the enforcement of the Truth in Lending Act, the Equal Credit
Opportunity Act, the Fair Debt Collection Practice Act and similar
Acts.

Consumers' Union obtained the budget allocated to relevant

enforcement activities;

the names of persons and firms who had

been ordered to cease and desist from activities in violation of
these laws;

names of those who had been fined or otherwise

penalized together with the amount of the fine;

the names of those

ordered to make rebates or restitution to customers as a result of
violations;
and other details of the FTC's monitoring and enforce
ment activities.^

However, the regulation of financial institutions evidently remains
a difficult area because in the same year, 1978, during which the
FIC released data on these sensitive subjects, the Comptroller of
the Currency persuaded a U.S. Court of Appeals that the FOIA should
not require him to release to CU similar data on the non-compliance
of banks with the Truth in Lending Act.

g

Nevertheless, Chief Judge

Wright, although concurring with the court's decision, expressed
reservations with the broad scope of the regulation of financial
institutions exenption which provided the grounds for not releasing
the documents in this case.

His comments bear directly on the

question of who benefits and who suffers from the FOIA.

He states

that, "First, a central proposition underlying /this/ exemption that certain information must be kept from the public, for fear that
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it will be misunderstood and lead to overreaction - is somewhat
inconsistent with the philosophy behind the IDIA.

Second, the

mere fact that there is a long-standing tradition of confidentiality
for bank records .... strikes me as irrelevant.

Third, the

Comptroller's argument that confidentiality is necessary to maintain
the smooth functioning of the examination process and the co
operation of bank officials seems to me to be of very limited
force .... Further, it goes without saying that preserving good
relations between regulators and those they regulate is a goal which,
however desirable in moderation, can if over-emphasized be flatly
inconsistent with the very purposes of regulation itself.

Fourth,

the present practice of not disclosing the identities of banks which
violate the Truth in Lending Act (and of not notifying injured
borrowers of violations) may be retarding achievement of substantial
compliance with that Act.This statement neatly underlines how
consumer organisations and, by extension, the public benefit from
the IDIA by identifying conpanies which evade consumer protection
laws and the inadequacies of the regulatory system that permits
than to do so.

In the FID and Federal Reserve Board cases,

consumers clearly benefitted from the release of the documents,
whilst in the Comptroller of the Currency case, consumer interests
suffered from the witholding of the information.

To the extent

that the close relationship between the banks and their regulatory
agency was exposed to public scrutiny, and the judge suggested that
secrecy might be obstructing conpliance with the fair credit law,
consumers derived sane benefit even from the latter case, despite the
fact that the Corptroller of the Currency won the lawsuit.

In a

narrow sense, the corollary of a public interest group benefit is
an erosion of civil servant and government agency interests, and
vice versa.

However, in every case, the careful consideration of

an issue in the light of the IDIA request gives an opportunity for
the policy decision, at the core of the IDIA request, to be inproved.
IDIA decisions have two sides.

Even when bureaucratic interests

suffer, policy interests may benefit.

It was to secure the release of further documents on the enforcement
of the Truth in Lending Act that CU filed the first lawsuit under

11
the Sunshine Act.

In this case, the Federal Reserve Board had
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held an open meeting, as required by the Sunshine Act, but had
refused both before and afterwards to release the memorandum
discussed at the meeting.

This dealt with widespread

violations of the Act and outlined the staff's recoimendations
on the ordering of restitution payments by financial institutions,
which had charged too much interest, to borrowers in consumer
credit transactions.

The core of CU's argument was that despite

the fact that the meeting was open, discussion on the secret
memorandum was largely incomprehensible, even though the CU
representative at the meeting was familiar with the subject.
This effectively frustrated the intention of the Sunshine Act and,
indeed, the POIA;

and in fact CU's based its lawsuit on both Acts.

CU won its action and theFederal Reserve Board has now established
regular procedures to make information related to their open
meetings available in advance if the request for the information
gives than sufficient notice,(which is normally two working days)
to prepare the material.

12

Consumers' Union is only one of the many public interest organisations
that has used the POIA and entered litigation in order to seek the
release of government information.

Every major public interest

organisation uses and derives benefit from the public access laws,
and groups founded by Ralph Nader have achieved particular prominence
in this area.

Every example of POIA use could be expanded into a

separate case study to show the importance of the information released
and the benefits accruing to the requester.

However, the public

interest groups' wide-ranging use of the POIA can be most effectively
conveyed by several brief examples of types of information made
available in the USA which the British government keeps secret.

The Center for Auto Safety was founded by Ralph Nader together with
Consumers' Union in 1970 but is now independent.

It used the POIA

to request access to correspondence between General Motors and the
National Highway Traffic Safety Administration (NHTSA) whilst a car
safety defect investigation was taking place.

Although it lost that

case, it was ultimately successful when the POIA was amended in 1974
to override the court's decision.

Since then, the CAS has used

the POIA frequently in its work campaigning for car manufacturers to
recall faulty vehicles, and petitioning the NHTSA for the introduction
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and enforcement of effective regulations, such as limiting the
flanmability of cars' interior materials, improving rear lights,
ending the exemption from safety standards for vehicles weighing
less than a ton, and raising the standards for energy-absorbing
steering columns.

The Health Research Group established by Ralph Nader has used the
POIA POIA to obtain from the government test data on drugs and food
additives.

The Health Research Group requested under the POIA and

obtained without resort to litigation the results of tests carried
14
out with the food colouring, red dye number 2.
In another case,
the Health Research Group asked the Food and Drugs Administration
to release information on animal tests concerned with a drug designed
to be used as a contraceptive taken by injection.

These requests

challenged the FDA's traditional trade secrets policy which kept all
such safety and efficacy data secret.

However, after legal

proceedings were initiated, the company which produced the drug
gave permission for the FDA to release the test data, and so the
PDA decided to release the information without defending their
secrecy tradition in court.

The Union of Concerned Scientists (DCS), based in Cambridge, Massachusetts,
is a group of scientists, engineers and others concerned about the impact
of advanced technology on society.

In March 1975, a fire at the Browns

Ferry nuclear power plant caused safety systems to fail which led to a
near disaster on the lines of the subsequent Harrisburg nuclear plant
accident in early 1979.

The DCS was able to compile an independent

report of the accident using, amongst other sources, the FOIA to gain
access to the records of the Nuclear Regulatory Commission (NRC) and
of its predecessor, the U.S. Atomic Energy Commission (AEC) covering:
"previous cable fires at nuclear plants;
of the safety implications of such fires;

previous official analyses
the development of safety

criteria governing nuclear plant electrical cable installations and
fire protection;

the licensing history of Browns Ferry; and post-fire
17
NRC analyses of Browns Ferry."
The UCS report shows that, "Govern
ment records reveal extensive official foreknowledge of safety
deficiencies in Browns Ferry and show that the plant was allowed to
operate by Federal safety authorities who had identified but left
uncorrected the very combination of problems that caused the accident
and allowed it to develop to major proportions."^® The UCS report
disclosed in particular that:
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(1)

The AEC knew about but took no corrective action concerning
the combustibility of polyurethane foam used as an insulating
material in the electrical system where the fire began however, it did not publicly disclose the fact that it was
19
aware of this problem.

(2 )

"The AEC frequently relied upon the nuclear industry to
prepare nuclear plant safety standards."

20

The work of

the relevant conmitee was very slow and the proposals that
finally emerged were very weak.

New safety standards would

have involved extensive rewiring and reconstruction work which
would have been expensive and caused delays.

General Electric

Company, the manufacturers of the reactors and control system,
would have had to bear much of the cost.

The chairman of the

committee which failed to draft effective safety standards was
employed by General Electric Company.

(3)

The Browns Ferry management were responsible for self-regulation,
to a great extent, but were resistant to quality assurance pro
grammes.

The AEC knew that Browns Ferry had not implemented

these required and essential programmes when the plant began
operations.^

(4)

Quality assurance deficiencies were found by the AEC at ALL
nuclear plants.

These were discussed with the management but

all were allowed to continue operations.

(5)

22

Several small fires had occurred at Browns Ferry in the place
where the final major fire began but the "earlier fires were
not properly reported, and no safety review of their implications
were conducted."^

The conclusions reached by the UCS demonstrate what can be achieved
by taking an informed and independent view of government data, but
also help explain why British and other governments have been reluctant
to enact open government legislation.

The UCS not only showed the

inadequacies of the government's regulatory efforts, but also the
way in which the AEC's "interests over the years had merged with those
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of the industry it nominally regulated."

Furthermore, the USC

report shows that the NRC, in its post-fire reports covered up
the fact that "the Federal safety authorities not only knew about
but tolerated serious safety deficiencies in the Browns Ferry
plant in the interest of promoting the forward expansion of the
24
country's nuclear programme."

Other environmental groups also use the FOIA extensively.

The

Environmental Defence Fund has used the POIA to obtain data on the
toxic effects of asbestos, and tests on pesticides, but was unsuccess
ful in securing the release of data on animal feeds and animal drugs,
residues from which might be present in meat eaten by consumers.
This is because there is legislation prohibiting the Food and Drugs
Administration from releasing this type of data to the public on
25
grounds of safeguarding trade secrets.
The Natural Resources
Defence Council, active in the areas of air and water pollution,
toxic substances and the effects of strip mining and offshore oil
drilling on the environment, regards the POIA as fundamental to its
26
work.
The Friends of the Earth often manage to obtain information
without formal recourse to the POIA, although the fact that the POIA
exists encourages civil servants to take a positive attitude towards
releasing information.
necessary.

It is in the background, ready to use when

The Friends of the Earth generally do not have sufficient

funds to enter litigation.

In cases where the Friends of the Earth

consider that there might be a reluctance to release information, they
make a formal POIA request.

They did this when asking the Civil

Aeronautics Board for documents on the application of Laker Airways
for its Skytrain service.

The information was made available in the

CAB's public documents room.

Government information has been obtained on a wide range of information
and includes several human rights cases.

For example, following the

initiation of POIA legal proceedings, the Internal Revenue Service (IRS)
released documents which revealed "a significant misuse of IRS powers
27
in an effort to investigate dissident political groups."
The POIA
has also been used by those seeking to ensure that companies comply
with civil rights laws such as those promoting equal rights for minority
groups and women.

Information released helps determine whether
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companies have discriminatory employment practices, and if so,
provide evidence on which a case can be made to remedy discrimin
ation.

This use of the FOIA has been endorsed by the Assistant

Secretary of Labor for Enployment Standards Administration:
"Disclosure of information as to the manner and extent of
compliance by contractors assists the Department in meeting
its goals and inform the public on a matter which is of interest
to all citizens."^

The POIA has been used extensively by the Project on National
Security and Civil Liberties, now part of the Center for National
Security Studies, and some examples of their successful use of the
POIA have been given in the section dealing with the national
security exemption.

Another major user is the American Civil

Liberties Union which is concerned with strengthening constitution
ally protected rights.

The public interest organisation which has

made the most important contribution in the POIA field is the
Freedom of Information Clearinghouse founded in 1972 by Ralph Nader.
It provides advice to hundreds of people each month, such as other
public interest organisations, newspapers, individuals and private
practice lawyers conducting POIA litigation.

It also monitors

POIA developments and court decisions throughout the USA and maintains
29
an index of significant POIA case-law.
Common Cause, founded in
1970, lobbies vigorously for a broad range of federal and state
30
open government legislation and monitors the existing laws.
The
Reporters' Committee for the Freedom of the Press, as its
31
name implies is primarily interested in the media.
Some public
interest organisations operate mainly in one state or region such as
32
the Massachusetts Public Interest Research Group
and California
33
Citizens' Action Group.
They use state open government laws where
appropriate, work together with similar groups in other areas on
subjects of mutual interest, and call upon the expertise of the
Freedom of Information Clearinghouse in Washington when necessary.
An additional category of POIA users are private practice lawyers
who take on POIA work as part of their normal caseload.

Same

lawyers work alone or in partnership specialising in public interest
law, and their work usually includes use of the POIA or state
equivalent.

An example of the latter is Public Advocates of San
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Francisco which specialises in class or group legal actions on social
issues such as women's issues, enployment rights,seeking a more equit
able basis lor the funding of education, and penal reform. Another public
interest law centre is the DNA based at Windowrock, Arizona, which
serves the Navajo, Hopi and Zunni Indians on their reservation.

Apart

from giving legal aid on personal matters, it also conducts litigation
on public interest issues, such as determining the financial return
to the Indian conmmity of conmercial companies extracting mineral
resources.
Access to government information usually plays an
important role in these cases.^

The immense network of American public interest organisations use
the IDIA extensively and have found it of great benefit.

They do

not always gain access to the information they seek but the presence
of the IDIA gives weight to a request for government information which
has no parallel in the UK.

The IDIA also engenders a positive

attitude on the part of civil servants that access to government
information is a legitimate public interest.

2.

The Media

At the time when the IDIA was being passed by Congress in the mid-1960s
and when it was strengthened in the mid-1970s, it was thought by many
that the main group to benefit from the public access legislation would
be the media.

The strengthening of the freedom of the press in this

way was thought to be a major tool in informing the public of government
activities and making the government more accountable.

The American

press has always worked in a freer atmosphere than their British
counterparts, constrained by injunctions and laws of contempt, libel
and restraint on the giving of information which an affected party
deans to be confidential.

The British media, without the benefits

of open government legislation, have to cope with excessive government
secrecy on important matters such as the background to the thalidomide
tragedy, the decision to build Concorde, and the ineffectiveness of
the naval blockade which was intended to impose economic sanctions
on Rhodesia.

This is one of the reasons for excessive attention

given to personal tragedies, such as broken marriages and the Thorpe
affair.

The media in the UK work in an atmosphere which defends

free speech but limits free enquiry.

In contrast, the American media
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have certainly benefitted from their use of the POIA, but have
used it in a more limited way than was originally envisaged.

Certainly before the 1974 amendments to the POIA, which required
civil servants to respond to requests relatively quickly, the POIA
was of limited use to the media.

Even after the amendments, delays

in responding to POIA requests for controversial information have
meant that the POIA is generally of little use for day to day news
stories.

Alex Greenfeld, an attorney at the New York Times,

explained, "The reporters are not terribly interested in using the
POIA because, as a practical matter, when they are on to something,
they want the answer right away.

If they have to wait for four or

eight months, that story may no longer be news.

They are assigned

an investigation and unless it is something of historical Importance,
they keep moving.

The news means a new world every day.

I think

its use to newspapers is much different than its use to consumer
organisations or to private industry ___ The time factor in a news35
paper is enormous."
Alex Greenfeld considered that although the
civil servants had complied with the time limits for about only one
quarter of their New York Times' POIA requests, this performance was
reasonably good and had not led to conflicts because the time limits
for requests for large quantities of information are genuinely
difficult to meet.
for reporters.

In short, there are three aspects to the problem

The first is that the inherent newsworthiness of the

story may be short lived.
met, and met every day.

Second, editorial deadlines have to be
Third, and as a consequence of the first two

points, it is difficult for a reporter to sustain interest on a story
that is slow in yielding results, unless the story is of great
significance.

Another factor limiting journalists' use of the POIA is that it is used
mainly as a supplement to the traditional and vital journalistic skill
of speaking to the right people both inside and outside government.
Personal contacts remain all important for helping the journalist to
know what to look for and to put isolated pieces of information into
a meaningful framework.

Journalists are sometimes reluctant to
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antagonise their personal contacts in government departments, who
can provide useful background information, by making a formal IOIA
request.

It must be rementoered in this context that information,

both of an official nature and that unofficially leaked, emerges
from a government department frequently.

It is one of the

journalist's roles to detect a meaningful pattern to that information
flew.

In a sense, using the IOIA is regarded as a last resort, as

was explained by Alex Greenfeld.

"There is a philosophy within the

newspaper that reporters are expected to develop sources and get
information, and so the IOIA is regarded as an inability of the
36
reporter to get through closed doors."

Newspaper and broadcasting organisations differ on their policies
towards litigation to obtain information from an IOIA request.
is only one of the factors.

Cost

Clearly, though, no organisation could

afford to litigate on every POIA request, and

the newsworthiness of a

potential story has to be weighed against the likely cost of litigation.
Some reporters have used the IOIA but if they meet with a refusal after
an administrative appeal, then it is the decision of the publisher and
the lawyers whether or not litigation should be started.

The Wall

Street Journal has entered litigation and has been successful in
obtaining fun the Securities and Exchange Coranission their investigative
records concerning 400 American firms that paid bribes to secure
37
contracts in the USA and abroad.
The Chicago Sun-Times, after four
months' delay, filed an POIA lawsuit asking the court to compel the
IBI to release documents requested under the POIA on the suspected
illegal wiretapping of phone conversations between the late Dr. J.
Robert Oppenheimer, the physicist who led the team which developed the

atomic bomb, and his lawyer.

The court ordered the IBI to release

all non-exempt documents, and to give detailed justifications and
itemization of all the papers which it claimed were exempt.

The

court supported the need for prompt responses to POIA requests and
whilst recognising that extensions are granted in exceptional circum
stances, extensions were "not intended to convert the federal court
house into a refuge from the time pressures of the Act."

As a

result of the court order for the IBI to respond within 30 days, the
IBI overcame its shortage of personnel (which it had previously cited
as the reason for delaying its response to the POIA request).

Within
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the 30 days it had released 3773 pages of documents to the newspaper,
followed by 414 more pages of documents over the next 3 months.
The material which the IBI had been so reluctant to release, and
which had been released following the court order included
"Documents which confirm in detail how the IBI conducted illegal
surveillance" and a transcript of one of Oppenhelmer' s bugged
conversations.^

An example of a news organisation's unwillingness to become involved
in litigation is the case which involved Carl Stem, a reporter with NBC
(one of America's

three national television networks).

He requested

under the POIA access to IBI documents concerning "the establishment
and disestablishment of several counter-intelligence programmes."
However, NBC left the litigation to the Freedom of Information Clearing
house and in the end it was left to the Nader organisation to pay the
legal fees.

This was despite the fact that the documents were

evidently newsworthy and their release following a court order led
the Attorney General to investigate the IBI's domestic counter
intelligence activities and to conclude that they had "no legitimate
39
place in a free society."

A news organisation which has never initiated legal proceedings under
the POIA is the New York Times, despite the fact that scxne of its
POIA requests have been denied.

Alex Greenfeld explained that the

reason was that "by the time the court action has been resolved, the
reporter would have moved on to something else."

Although the

newspaper's legal department does assist its reporters in the writing
of POIA request and appeal letters, this cautious policy has left
several of their POIA requests substantially unanswered, such as
whether any of its reporters or stringers overseas were being used
as sources of information by the CIA, and details of certain wire40
taps initiated by the Nixon administration.

The way in whichthe media use the public access legislation reflects
the purpose and character of each news organisation.

For example,

the Wall Street Journal carefully monitors government agencies concerned
with industrial and financial affairs.

The popular daily press

requests information on issues they think will be scandalous or
explosive, and so direct their attention to the Department of Justice,
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the FBI and the CIA.

Major regional newspapers such as the

Los Angeles Times cover a broad range of issues and it has made
IOIA requests on historical matters such as the CIA papers on Lee
Harvey Oswald, President Kennedy's assassin, and are prepared to
wait a year for than when necessary.
released is newsworthy.

Not all the material

Sam Britain of the Los Angeles Times

Washington office explained, "We have received many papers under
the POIA with which we haven't done anything.

You think that they

are going to be greater than they really are.

I have found that when

things are secret they become so tantalising that you have to see
them.

Once you see them, it's ridiculous for them to be called
. ,,41
secret."

Specialist and trade journals, such as those devoted to farming, derive
benefit from the EDIA because they keep their attention on specific
issues and develop a good understanding of what particular agencies
are likely to hold on their subject.

Newspapers such as the Dallas

Times Herald, which maintains a small Washington bureau, tends to lack
the resources to cover Federal agencies to any great extent, and so
42
generally do not use the federal POIA.
However, they play a useful
open government role by being active users of state public access
legislation, and bring open government issues to the attention of the
public.

Discussion of a state open meeting law in the pages of the
43
Las Vegas Review-Journal , for example, can help the public understand
open government issues at the state level.

The use of news bureaux,

such as United Press International by state newspapers, such as the
44
Arizona Republic , brings all the open government issues of national
significance to each city, which is important in a country with no
national newspapers.

Although the media have not been leading users of the POIA as was
originally envisaged, news organisations have certainly derived great
benefit from it.

Whether information is released or witheld, whether

the news organisation itself is the requester or not, the open govern
ment laws provide endless scope for good stories, and frequently inportant
public interests can be served at the same time.
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3.

Individuals and Scholars

Individuals or organizations may seek access to government records
using the IOIA but only individuals may use the Privacy Act.
Individuals interested in a particular policy issue will frequently
work through an organization such as a public interest group or
trade association, as this allows a pooling of resources and
expertise.

Individuals seeking access to their own records may

make their request under the POIA, the Privacy Act or both.

Where an

individual seeks records on a public policy, he performs the same
function as an organization, and potentially offers the same benefits
and advantages to society as already shown.

In cases where an

individual seeks access to government records on himself, his purpose
is usually to find out the contents of the information that is collected
and held on him out of general interest, or because an administrative
decision is to be based on the information and he wants to ensure that
it is accurate.

Here, the interest served is smaller scale, but the

sum total of the protection of each individual's privacy is an
intangible but, nevertheless, considerable societal gain.

The most prominent but smallest category of individuals who have sought
access to government records on themselves are those who are famous
and encounter obstacles to release of the records.

Jane Fonda, J.K.

Galbraith and Eldridge Cleaver all attracted wide publicity to their
45
efforts to secure release of their records.
U.S. Representative
Robert Drinan, a major critic of the PBI's handling of access requests,
46
had to wait 7 months for his own FBI file.
These cases performed
the useful function of drawing the American public's attention to the
IOIA and PA and their rights under them, quite apart from the benefit
accruing to the individuals concerned.

In certain cases, the POIA and the PA are used in combination, as when
an individual successfully sought access under the IOIA to Department
of State records coneming his employment with an international organ
isation.

"Ihe records contained certain unfounded, scurrilous state

ments, and /the Freedom of Information Clearinghouse/ persuaded the
State Department to expunge these documents" as provided by the PA.
Individual scholars, such as historians, make use of the POIA for

47
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additional leverage when seeking access to government records.
Historians have traditionally used government documents as one of their
sources but sometimes encounter difficulty when they might show the
government of the day in an unfavourable light which even successive
governments many years later would prefer to remain hidden.
experience of the FOIA is mixed.
of the files on the

48
Rosenbergs

Historians'

Courts ordered the release of many
(executed for spying in the 1950s),

but refused to: require the release of a report on the forced expatriation
49
of Soviet citizens from Western Europe after the Second World War.

Of those individuals who make requests for access under the PA, the
largest identifiable group are current and former Federal government
employees, and this group make a "very substantial number of the
requests for access to records maintained by the Departments of
50
Defence, Transportation, Commerce and Labor"
and several other agencies
The pattern of access requests fran members of the general public is
that they are "directed primarily towards those agencies which administer
social pregrams (Veterans Administration, Public Health Service) and
those agencies which have an investigative function (FBI, CIA)."
Requests from the general public under the PA in 1977 comprised "most"
of the 922, 811 received by the Veterans Administration, more than 97%
of the 37,618 received by the Justice Department, 80% of the 21,655
received by the Public Health Service and more than 90% of the 3621
received by the CIA;

50% of the 738 received by the Internal Revenue

Service and 38% of the 2780 received by the Department of the Treasury.
It is not known whether the PA has led to an increase in requests for
access to government records.

For example, the Veterans Administration

(which received 29% of all PA requests to all agencies) stated that it
had always received great numbers of access requests and that the
majority of their 1977 requests did not cite the PA as a basis for
51
their application.

In the educational field, individuals (aged 18 and over) have a right
of access to their and their children's school and college records under
the Family Educational Rights and Privacy Act (FERPA), which came into
force on November 19, 1974, and draws on the principles of the PA.

The

Act also gives individuals a right to correct educational records and
52
to limit their release outside the school.
Dr. Albert T. Craig,
Professor of Educational Law at Florida Technological University,
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explained sane of the consequences of the Act.

Teachers now take

greater care in writing references for their students, and those
who read the reports have needed to become more expert and subtle
in their interpretation.

However, those teachers who do not wish

to write a reference, can ask students to obtain one from a colleague.
In order to prevent the fear that under the Act, a recomnendation might
be less valuable or candid than it otherwise might have been, a student
may waive his right of access to his educational records.

However,

a teacher may not encourage a student to waive his right of access,
and the law also specifies that a graduate school cannot make
admission dependent on such a waiver.^

The IOIA, PA and FERPA have all been used by a large nuntoer of
individuals,under the FOIA to seek access to documents relating to
public policies, and under all three Acts to gain access to records
on themselves.

Ibis has enabled individuals in literally thousands

of cases to amend their records where they were found to be inaccurate.
In 1977, under the PA, the Department of Defence agreed to amend 14,939
inaccurate records (99% of those requested);

the Department of Trans

portation agreed to amend 505 incorrect records (98% of those requested);
the Civil Service Commission agreed to amend 75 inaccurate records (56%
of those requested);

the Public Health Service agreed to amend 98 in

correct records (96% of those requested);

and the Department of State
54
granted 38 requested amendments (90% of those made).
Those
individuals who found that their record was accurate, had the satis
faction of knowing that this was so, and that any administrative
decision concerning than could be made on a fair basis.

4.

Companies

Although when the FOIA was being discussed and was passing through
Congress, many assumed that the main beneficiaries would be public
interest groups and the media, experience has shown that companies
have benefitted to a considerable extent but have also suffered some
disadvantages.

The business comnunity have been heavy users of

the FOIA and constitute some three-quarters of those seeking information
under the FOIA at the government agencies, such as the Securities and
Exchange Commission and the Federal Trade Commission, responsible for
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investigating corporate activities.
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Compared with other types

of POIA users, companies generally have money, legal expertise,
time and a focus on

a relatively narrow range of issues and make

determined efforts to obtain information from government agencies.
Much of the information held by government agencies on companies
and of interest to their competitors is derived from the govern
ment's close relationship with business in its various roles as
customer for goods and services, source of licences and regulations,
tax inspector and collector,

investigator for civil or criminal

purposes, source of subsidies, loans and tax incentives, landlord,
tenant and in the UK ultimately controller of utilities and com
munications.

Consequently, companies are in an ambivalent position

regarding the government's holding of immense quantities of information
about than.

Conpanies use "ev^iy tool available to obtain information

about government plans and other companies but at the same time want to
prevent other organisations acquiring information about themselves.

It has already been shown in previous sections how the trade secrets
exemption to the POIA has been interpreted;

ways in which public

interest groups monitor ccmnercial practices such as product safety
and policies towards minority groups;

and use of the POIA to examine

excessive influence on regulatory agencies by conpanies they are
supposed to regulate.

These uses of the POIA represent threats to

conpanies and it has been shown how they respond by reverse - POIA
lawsuits, which are attempts to prevent government agencies releasing
information which conpanies consider to be confidential.

Despite these exanples which might suggest that companies suffer dis
advantages from the POIA, it is a matter of some doubt whether on balance
it is to their detriment.

Companies are vigorous users of the POIA,

clearly derive benefits from it, and have the resources to use it to
their own advantage.

Experience has shown the uses of the POIA by

conpanies that have been sanctioned by the courts and those that have
not.

The least successful use of the POIA by companies are attempts to
submit harassing requests which are so wide that to comply with them
would cause an impossible administrative burden.

An example is Exxon
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which on being investigated by the Federal Trade Comnission, asked
the agency for everything it had on energy.

Another harassing

request was that by the Zale Corporation, the largest retail
jewellery chain in the USA, to the Internal Revenue Service asking
during a tax investigation for a list of 300,OCXD pages of documents
56
and 360,000 computer cards relating to its 1000 subsidiaries.

Another unsuccessful type of FOIA request by conpanies is where they
seek to obtain a caimercial advantage from government records.

A

leading exanple of this was the case where a company, which made wine
making equipment, asked the Bureau of Alcohol, Tobacco and Firearms
for the names and address of everyone who was registered as an amateur
home brewer.

The court decided that to release the names and addresses

would be a clearly unwarranted invasion of personal privacy and that
"the disclosure of names of potential customers for caimercial business
is wholly unrelated to the purposes of the Freedom of Information
Act."57

By contrast, when conpanies make a request under the POIA to uncover
secret law precedents or rules administered by a government agency but
not made available to the public, they serve not only their own interest
but also the public interest.

For exanple, the court decision in

Sterling Drug Co. Inc, v FIC helped underline the important FOIA
principle that "an agency must disclose orders and interpretations
58
which it actually applies in cases before it."

A company which is being investigated by a government agency may use
the FOIA to discover the evidence which is being used as a basis for
the agency action.

The company will often try to prepare an

effective counter-argument for the purposes of avoiding or evading
agency regulations.

This applies both for an agency drawing up new

or revised regulations and to action enforcing existing regulations.
An exanple of the latter was the FOIA suit filed by the Firestone
Tyre Co. to obtain all information relating to the National Highway
Traffic Safety Administration's investigation of a possible nonconpliance of Firestone tyres with Federal motor vehicle safety
59
standards.
The agency supplied most of the requested records
but witheld sane of them under the trade secrets, internal memoranda
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and investigatory records exemptions.

"The court ordered the

agency to release a package, oi notes used to brief the Administrator
on the status of the case, owner complaints, engineering analyses
pertaining to the development of the safety standard and analyses
of carments on the proposed standard.

The court agreed with the

agency’s denial of the balance of the records."

00

For the company,

their partial IOIA success in obtaining some of the government
documents was only the first step.

The agency filed an additional

suit alleging that the tyres did not comply with the Federal safety
standards.

However, this suit was later withdrawn when it was shown

that there was insufficient evidence to support the allegations of
non-conpliance.

This case demonstrates how a determined company

can use the IOIA in a dispute with a regulatory agency.

It also shows on a contentious and important issue such as car
safety, how the FOIA may be used not only by consumer bodies such
as the Centre for Auto Safety to discover the facts about safety
related faults but also how a manufacturer using the same or similar
evidence, can defend itself against corrective or punitive regulatory
action.

Under these circumstances it is difficult to make a judgement

whether, on balance, a company benefits or suffers from the IOIA.

It

is clear, however, that the FOIA uncovers the evidence which provides
a better basis for policy-making.

The most difficult area of company use of the FOIA is that of industrial
espionage, a term which has been used to describe the activities of
conpanies which file FOIA suits to learn as much as possible about
their competitors.

Companies submit a great deal of sensitive

information to government agencies, for exanple, on sales and costs
to tax authorities and when seeking government contracts;
discharges to the environmental protection authorities;
ment records to social security offices.

on effluent
and employ

Traditionally, it has been

assumned that most of this information will remain confidential.
However, the FOIA enables some of this information to be released
and exanples have been given of(errors in government procurement
(in the section on government hiding behind secrecy to avoid
embarrassment) and on)employment policies regarding minority groups
and women (in the section on public interest groups).

Companies
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making POIA requests about their competitors may use middlemen and so
remain anonymous.

There are even conpanies which provide such a

service and monitor all IOIA requests at certain sensitive agencies,
the Food and Drug Administration, the Environmental Protection Agency,
the Federal Trade Commission and the Consumer Products Safety Com
mission - and provide subscribers with a weekly log.

There is a

tendency for competitors to become mutually suspicious, as is
explained in the Congressional report on FOIA requests for business
data.

"It is common practice for those who submit information to

the Government to use the FOIA to obtain a copy of each FOIA request
made by competitors and others for that information, as well as a
copy of the material supplied in response to the request.

Where

the requester is a competitor, the company may then seek information
which the competitor has filed with the agency.

This may, in turn,

prompt more POIA activity.

A significant portion of the corporate
62
FOIA use appears to result from this type of monitoring."

The types of information sought in FOIA requests for business data
include tenders submitted for government contracts and data on the
pricing of components, technical methods, choice of equipment,
63
administrative expenses and profits.
It is evident that such
information can provide insight into government procurement
activities, a legitimate public interest, and should not lead to
too much business indignation if rival companies seek information
about each other.

Clearly, the FOIA provides an opportunity for

companies to conduct surveillance of each other.

It is a matter

of semantics whether or not this may be properly described as
industrial espionage.

Barbara Keehn, head of the FDIA department

at the Federal Trade Commission summed up the point saying, "It's
a form of industrial espionage, except that they do it under the5

5.

Civil Servants

All users of open government laws have their information requests
processed by civil servants and it is this group which has had to
adapt most to the new environment.

No longer protected by

traditional secrecy and insularity, their work is exposed to
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unaccustomed public scrutiny and there is no doubt that many civil
servants feel uncomfortable as a result.

Ihe POIA has required civil servants to change their attitudes,
as was explained by Charles Hinkle, head of the Freedom of Information
Policy Directorate at the Defence Department.

"Ihe civil servants

have been imbued with the requirement to protect the taxpayers'
dollar.

Ihe legislative history shews that it is the intent of

the Congress for the taxpayer to underwrite the cost of it.

This

has been very difficult for us to communicate to the understanding
of these civil servants who throughout their whole careers have been
reminded of their responsibilities to protect the taxpayers' dollar,
and that whenever a service is performed in response to a public
request, they receive a payment for the service."

Freedom of

Information specialists in government departments sometimes have
to remind policy officials who are reluctant to release information
of the provisions of the IOIA.

Civil servants tend to have an

ingrained conservatism over their role as custodian of information.
Most do not fully understand "that the information belongs to the
public in the first place and the civil servants and the officials
of the government are only custodians of the information, agents of
the public, of the taxpayer and they are acting and should be acting
65
solely in the public interest."

David Burwell, director of the Massachusetts Public Interest Research
Group gave further insights into bureaucratic attitudes towards
releasing information.

He also stressed that many officials have

the idea that they own the records that they create and that they
need to be re-educated to realize that an important function of their
service to the conmunity is to release information to the public.
One of the factors behind civil servants' reluctance to release
information was, "they feel that they know what's best for people,
they feel they know what's in the public interest more than the
public.

Therefore, they are more concerned about their ability

to make decisions rather than give information to citizens' groups
so they can make decisions."

Another factor was that "anytime you

ask a public official for a record that has something to do with that
official's job, it's an implied threat to that official that you're
investigating how well they're doing their job."66
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There is a wide range of civil serants' views concerning POIA issues
and, in practice, the views of the individual official can be of some
inportance in determining his response to a POIA request.

Differ

ences of opinion can occur within the same agency as Roy Alper,
legislative advocate, California Citizens' Action Group explained:
"Whereas the director of an agency might feel that certain information
exists which he doesn't want to get out, we might have friendly
relations with someone lower down who will just give it to us, and
it's out before anything can be said about it.
came out that way.

A lot of information

A friendly bureaucrat does not have to feel

uncomfortable giving out that information given the fact that the law
is there ... There are a lot of people in the government who honestly
67
believe that they are there to serve the people."
He added that in
addition to those officials who believe it is right to release inform
ation, there are those who do so because they wish to avoid the un
favourable impression that would be caused if they witheld information
which they were then ordered to release on appeal or by a court.

Civil servants are likely to be least willing to release information
which shows evidence of their agency being unduly influenced or
captured by the industry they are supposed to regulate.

This

explains much of the delay and legal obstruction faced, for exanple,
by the Union of Concerned Scientists in trying to obtain information
from the Nuclear Regulatory Commission ("it's like pulling teeth from
an elephant"), and by the Center for Auto Safety in seeking information
from the National Highway Traffic Safety Administration before the 1974
amendments to the POIA.
in the UK too.

The captured regulatory agency problem exists

An exanple was the Department of Transport, illustrated

by a memorandum leaked to the Guardian in mid-1979 which argued in
favour of a public inquiry which would enable the Road Haulage Federation
to make its case better known.
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Another exanple was the Price Conmission report on car components
released on 22nd October 1979 which emerged with much information
deleted, such as the finding that "for sparking plugs the replacement
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equipment price is no less than 10 times the original equipment
69
price.
In both the USA and the UK, large conpanies sometimes
play a part in drafting the legislation which will regulate them.
It is this type of information which British civil servants are
reluctant to release and which the IOIA enables the public in the
USA to obtain.

Sane officials acknowledge that open government laws not only
benefit society but also themselves, as Harry Snyder, director
of Gonsuner Union's Western office, explained:

"It prevents

than from getting into discussions that they don't want to be in
and lobbying that they don't want to be subject to because they
want to get their work done.

If a lobbyist knows that every time

he calls a civil servant there's going to be a record made, he's
going to be much more selective in the number of times he bothers
an administrator who's supposed to be doing work rather than
listening to people who have got special interest to promote....
70
But it's a change and nobody likes to change."
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VI.

BALANCING PUBLIC ACCESS TO GOVERNMENT
INFORMATION WITH THE PROTECTION OF
INDIVIDUAL PRIVACY

Attention so far has been focussed on public access to
government information on general policy issues granted,
in the USA,

by the FOIA.

It has been briefly explained

that the Privacy Act grants an individual access to records
on himself held by the federal government and the process by
which such access may be obtained has been described.
chapter examines areas of concern regarding privacy;
in which the PA seeks to satisfy them,;

This
ways

how the appropriate

exemptions to the FOIA have been interpreted;

and how the

apparently conflicting principles of greater openness and
protection of individual privacy have been balanced and
reconciled in the US legislation;

and how the principles

of public access to government information and the protection
of privacy have both been incorporated into a government
programme.

1.

The Issues

In recent years,

governments have played an increasingly

interventionist role in society,

both as collectors of

taxes and distributors of social services,

and subsidies

and other benefits to commerce and industry.

This has

resulted in the expansion of bureaucracies to administer
these policies and a consequent increase in the scope and
number of the records held on organisations and individuals.
So much information is collected on a routine basis by
governments,

there is a fear that the elements,

or combined,

could be used for purposes other than those

for which they were collected.

separately

The fact that governments

rely increasingly on computers to store and process
information means that they have a much greater capacity
than before to store,
without the subject,

collate and disseminate information
the citizen,

being aware to whom it

is distributed in what form or for what purposes.

Nor can
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the citizen be confident of its accuracy.
Errors in personal data can be maintained in the
government's files which means that subjects,

for

example, may not receive benefits to which they are
entitled,

may not be fairly assessed for promotion

opportunities,

and may be improperly under suspicion

because of errors in police files.

There are several components of the concern regarding
government holding of personal information,

of which

the most important are:

*

the possibility of an individual finding out
that the government holds a record on him on
a certain subject;

*

the individual's access to his record;

*

the opportunity for an individual to verify
the accuracy of the record and to correct it
if it is wrong;

*

the opportunity for an individual to ensure
that the information is up to date,

relevant

and that facts have been distinguished from
opinions;

*

the opportunity for the individual to find
out the government's reasons for needing
the information and to check the purposes
for which it has been used;

*

the opportunity for an individual to find
out how the information was gathered and
by whom;*

*

the opportunity for an individual to find out
to whom and to which organisations the inform-
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ation has been transferred both within and outside
his own country;

*

whether the information was collected on a voluntary
or mandatory basis;

*

the number of systems of records government agencies
keep which might contain information on an individual.

The prevalence of government secrecy,
that personal information is unlikely,
out of government control.

as in the UK,

means

in general,

to leak

The corollary is that the

individual not having the opportunity to monitor the col
lection,

content and dissemination of records on himself

is at risk of manipulation by government departments with
out his knowledge.

The most prominent example of this

is the policy of jury vetting without the subject's know
ledge.

More widespread is the unease or fear of invasion

of privacy by government,

for example,

not knowing the

extent and content of government information,
and dissemination activities,
answering questions;
and regulations;

collection

such as filling in forms;

being subject to too many rules

invasions of privacy by the census;

and arbitrariness of the authorities /examples given of
ways in which people have less privacy in
out for the Younger Report,
Privacy^/^

Occasionally,

a survey carried

"Report of the Committee on

examples of abuses of government records

come to light in the UK,

such as the misuse of the

national police computer to trace the owners of certain
vehicles through their registration numbers and the
consequent approach of a woman representative of one

2
casino to a gambler emerging from a rival club.
Another intrusion of privacy by the government is phone
tapping by the police and security services, which is
not restricted to the protection of national security
and counter-terrorism.^
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Despite a thorough documentation and discussion of
the privacy issue in the Younger Report (1972)

and

of the protection of information on individuals in

4
the Lindop Report (1978)

,

successive British govern

ments have taken no action in this area.
years between these reports,
Canada,

Austria,

Norway,

Sweden,

In the six

the USA,

France,

Denmark and the Federal Republic

of Germany have all passed legislation on this issue
whilst the Parliaments of Belgium and Luxembourg have
both debated government bills on the subject.

In the USA,

it became apparent during and after the

Vietnam war

that several government agencies held

records on individuals without their knowledge.
examples have been given concerning the CIA,

Some

in the

section on the national security exemption to the FOIA,
and the FBI,

in the section on the use of the FOIA by

the media.

Revelations of phone-tapping in the Ellsberg/

Pentagon Papers trial,

the Watergate affair and the FBI's

5
custom of phone-tapping without court order

all con

tributed to an atmosphere of suspicion towards the
.

federal government's collection and dissemination of
information on individuals which led to the passing of
the Privacy Act 1974.

2.

The Protection of Personal Information by the US
Privacy Act 1974

One of the most important ways in which the PA permits
the individual to monitor the government's holding of
records on himself is that it requires each agency to
publish annually in the official government journal
the Federal Register a notice describing each of its
record systems containing personally identifiable
information.

Therefore,

the public have an opportunity

of knowing of the existence of a record,
under one of exemptions,

even if it falls

such as national security files,

to which the public may not be granted access.

The

Office of Management and Budget publishes an annual
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6
report0'

and there is also a special compilation edition

of the Federal Register, with a complete listing of all
federal government record systems subject to the PA.

The

OMB annual report also provides analyses by number of
individuals

in the record,

number of record systems,

by

government agency and by:

*

Purpose (internal administrative;
assistance;

*

*

other programmes)

Major budget function (e.g.
agriculture;

domestic

national defence;

education)

Whether or not a programme is subject to a
public report

*

Exempt systems listed by specific exemption
according to agency

*

Exempt systems listed by agency according
to specific exemption.

The PA Annual Report 1978 reveals the immense scope of
the federal government's handling of personal records
subject to the PA.

It shows that 96 federal agencies

held 3,652.6 million records on individuals in 5881
7
record systems.
The annual report also lists the
systems which are automated,

manual and hybrid (including

both automated and manual records).

The trend towards

computerization may be monitored by anyone having concern
about the difficulties in controlling access to computerstored data,

or worried about the aggregation of computer

data from several sources.

At the end of 1977,

69% of

federal government personal data systems were manual
systems but 80% of the personal records were totally or
partially computerized.

8

This is explained by the fact

that computers were used more extensively for large systems
than small systems.

The PA Annual Report 1978 showed

that at the end of that year,

50 of the 96

agencies main-
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taining records subject to the PA exempted from public
access 867 or 14.7% of the 5881 systems.
during 1978,

agencies granted,

However,

in whole or part,

approximately 96% of the 748,663 requests for access
to records.^

Although the public listing of personal information
records works well in general,
arisen,

some difficulties have

as was explained by Ronald Plesser, General

Counsel of the Privacy Protection Study Commission.
"There can be many systems of records that can be
subsumed by larger systems of records.

The disclosure

of the larger systems of records give you no indication
of the use of the system at a different level.
the example of the FBI.
on radicals,

He gave

"Their entire information system

rabble rousers,

Mafia leaders,

and potential

assassins is all under one general index because they claim
that anyone whose name is on any of these sub-lists is on
the index.

So they say that all they have to do is pub

lish the index and that is the master list,

and that they

do not have to describe the retrieval capacity or other
such details.

However,

one of the reasons why the Senate

passed the bill was so that one could find out if there
was a rabble rouser list being maintained by the FBI.
way the FBI has interpreted the PA

....

The

is that they do not

have to say that there is a rabble rouser list,

as long as

the names of the people on the rabble rouser list are all
on their general index which they do then notify."^

Subsequently,

this issue has been the subject of litigation,

Stern v Department of Justice,

in which NBC News Corres

pondent Carl Stern sought to discover the types of
administrative lists of individuals maintained by the
FBI and to compel the agency to publish an adequate
description of each of them in the Federal Register,
required by the PA.
the FBI

as

During the course of litigation,

amended its Federal Register notice.

However,

when the district court rejected the agency's argument
that this was sufficient to make further legal action
unnecessary, the FBI agreed to settle the case by
providing essentially all of the information sought.'*'^
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Once an individual knows of the existence of a personal
record held by the federal government,

he may seek access

using the procedures explained in chapter III.
However,

there are two types of discretionary exceptions.

Firstly,

if a system is one designated in the PA as

exempt from the access provisions

12

,

then an agency

may deny an individual access to his record.
the exemptions are not used automatically.

In practice,
Exemptions

are usually invoked on a case-by-case basis.
systems are exempted,

Even when

the PA Annual Report 1977 stated

that they are not always fully invoked.

"Twelve agencies

stated that exemptions were seldom or never invoked and
that non-exempt portions of records were routinely
13
segregated and released."

The second type of discretionary exemption to the access
principle is where an individual seeks access to his
medical or psychological records.

The PA states that

an agency shall establish a "special procedure, if
14
deemed necessary'.'
for the disclosure of this type of
record to an individual.
situation where,

This provision covers the

for example,

someone is dying of cancer

or a psychiatrist diagnoses a person as a schizophrenic
and the doctor considers that to read the file would
severely disturb the person concerned.

In such a case,

the "special procedure" is that an intermediary such as
a family or second doctor,

or a member of the family,

is

granted access to the file and informs the subject in the
most appropriate way.
"special procedure"

In practice,

the use of this

is rare and in general,

individuals
15
obtain straightforward access to their medical files.

One of the primary purposes of the PA is to permit the
individual to correct his record which he "believes is
not accurate,
reason,

relevant,

timely or complete."

16

The

as the Privacy Protection Study Commission dis

covered, was that "inaccurate information has been used
many,

many times

as a basis for making adverse decisions
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on individuals"

17

and so they should have redress.

Experience has shown that accuracy,

timeliness and

completeness have not provided too many difficulties
but the standard of relevance has proved more contentious.
The PA requires each agency to "maintain in its records
only such information about an individual as is relevant
and necessary to accomplish a purpose of the agency re
quired to be accomplished by statute or by executive order
18
of the President."
As a result, an individual may
challenge an agency and force it to justify the relevance
of a particular record to its statutory or other lawful
19
purpose.
Individuals' requests to correct their records
are relatively few compared with those for access.
are directed to the Department of Defence,
of Health,

Education and Welfare,

Administration.

Most

the Department

and the Veterans

The 1978 PA Annual Report shows that

they constituted approximately 10%,

4.5% and 1% respect

ively of the access reauests received by these agencies.

Another major aspect of the PA is the keeping of a record
on the disclosures made from an individual's file to other
agencies.

20

This account must be maintained for at least

5 years or the life of the record whichever is the longer.
Generally,
the file,

such disclosures are available to the subject of
except in cases involving civil or criminal law

enforcement activity.

Disclosures of personal records by the agency may take
place only in certain circumstances, which are normally
its routine use,
it was collected"

"compatible with the purpose for which

21

and published in the Federal Register.

Other circumstances in which an individual's record may
be disclosed without his permission are their release:
"to those officers and employees of the agency which
maintains the record who have a need for the record in
23
the performance of their duties"
24

*

as required by the FOIA

*

to the Bureau of the Census
26
for statistical research
27
to the National Archives

*
*

25

22
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*

in emergencies affecting health and safety

*

to Congress^

*

to the General Accounting Office

*

following a court order

28

30

31

Apart from these circumstances,

an agency must receive

an individual's written permission before disclosing a
32
record relating to that individual.
According to
the PA Annual Report 1977,

this limitation on disclosure

without the written consent of the subject "has not been
unduly burdensome"

and,

in fact,

"52 agencies reported

that there was no effect on their activities."

However,

some agencies were concerned about the increased paper
work which had caused some delays in making disclosures.
A few agencies,
the Veterans'

including the Department of Labor and

Administration,

closures from records but

were unable to make dis

"no adverse impact on agency

operations was reported.

3.

The Personal Privacy Exemption to the EOIA

The sixth exemption to the FOIA states that it does not
apply to matters that are "personnel and medical files
and similar files the disclosure of which would constitute
34
a clearly unwarranted invasion of personal privacy."
The purpose of this exemption was clearly to establish a
balance between the FOIA principle of public access to
government

information and the protection of an individual's

private affairs from unnecessary public scrutiny.

The

terms "personnel, medical and similar files" have been
broadly interpreted and typically refer to personal
information held by government agencies dealing with
health,

education and social services.

The term

"similar files" refers to those which would infringe
aspects of privacy similar to those associated with
personnel or medical files.

It was this exemption which
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was a major factor in the Wine Hobby v IRS

35

case,

referred to above in the section on company's use of
the FOIA ,

in which a home brewing equipment company

was not given access to the names and addresses of
those registered as home brewers.
which characterised a

'similar file'

this exemption were in one case,
marital status,

Aspects of privacy
as falling under

"information regarding

legitimacy of children,

welfare payments,

medical condition,

alcoholic consumption,

family fights,
36
reputation," and other such intimate details.

Information in personnel medical or similar files are
only exempt where its release would constitute "clearly
unwarranted invasion of personal privacy."

Information

in the file is not necessarily exempt merely because the
37
information is labelled "personal" by the agency.
The
term "clearly unwarranted" in the statute has been inter38
preted by the courts as favouring disclosure,
except
where threats to privacy are more than mere possibilities.
Clearly,

39

a balancing of interests of privacy protection

against legitimate public interest has to be assessed caseby-case .

In cases where an agency has obtained information on the
basis of a promise of confidentiality,

that does not

automatically make that information exempt from disclos40
ure.
For example, where the requested information has
previously been released to another organization,

or where

the subject of the record is aware of and does not object
41
to its release
, then the express or implied promise of
confidentiality may be weakened.

Like the others,

the personal privacy exemption is subject
42
to the "segregable portion"
clause.
This permits the

disclosure of parts of records after the deletion of
sections which fall within the exemptions,

as has been

explained in the chapter on procedures for gaining access
to records under the FOIA.
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A court decision provides a neat summary of this
exemption.

"Decided cases clearly indicate that

under normal circumstances,
personal health,

intimate family relations,

religious and philosophic beliefs,

and

matters that would prove personally embarrassing to an
individual of normal sensibilities should not be dis
closed."^

4.

The Relationship between the FOIA and the PA

This section explains how a balance is achieved between
a public disclosure in the public interest under the FOIA
and the right to privacy given under the PA.

The basic

principle is that the release of information is based on
whichever of the FOIA or PA provides greatest scope for
public access.

The PA states specifically that an agency

cannot rely on the FOIA to deny an individual access to
44
a record which is available under the PA.
Conversely,
the "Department of Justice,

at least,

has decided to

provide access to documents under the FOIA" despite the
fact that "such documents might be subject to PA exemptions
(although the Department specifically states that it does
so at its own discretion and not because the law so re45
quires)."
In practice, the Privacy Protection Study
Commission reported that "agencies have adapted well to the
Congress'

attempt to make the two Acts complement one

another where disclosures to members of the public are
concerned."

Apparently,

most problems involve "press

requests for access to information about individuals"
and "FOIA disclosures of individually identifiable
records that are not maintained in a

'system of records'

and thus are not subject to the Privacy Act disclosure
prohibitions.

The Congressional annual report on the FOIA has indicated
a further problem area.
ment,

Apparently,

the Federal Power Commission,

and Space Administration,

the Justice Depart

the National Aeronautics

and the National Science Foundation
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have all on occasions relied upon the PA in conjunction
with a FOIA exemption to withold information sought
under a FOIA request.

This is despite the fact that

"the PA does not constitute authority to withold any
records sought under the provisions of the FOI statute."

5.

47

Public Access and Privacy Protection in an
Administrative Programme

Although it was probably inevitable that there would be
certain difficulties in interpreting and reconciling two
statutes both of which offered access and protection of
privacy,

a programme,

called Project Match,

has sub

sequently been developed which takes both aspects into
account from the start.
Department of Health,

This was initiated by the

Education and Welfare during 1977,

but as the principles apply to all agencies,

the scheme's

guidelines have been developed by the Office of Management
and Budget in conjunction with all interested agencies and
the public.

The purpose of Project Match was to make a

computer check of the files of recipients of a welfare
programme,

Aids to Families with Dependent Children (AFDC),

and compare them with lists of Federal employees maintained
by the Civil Service Commission and the Department of
Defence.

Federal employees who appeared to be receiving

improper AFDC payments were investigated to determine
whether they were receiving benefits to which they were
not entitled.

This programme provides a good example of

how computer technology can aid more efficient administr
ation and at the same time invade individual rights.

The

Office of Management and Budget (OMB) produced its guide
lines aware of the need to maintain a proper balance.

"The

proponents of Project Match asserted that it was necessary
to preserve the integrity of Federal assistance programmes,
to prevent or curtail fraud and abuse,

and that it could

result in considerable financial benefits to the Govern
ment.

Critics of the programme questioned whether the

matching was an invasion of privacy;

whether the benefits

were great enough to outweigh either the privacy consid
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erations of the cost of the matching itself;

and

whether the due process rights of the subjects
of
48
the matching were being observed."
The OMB also
maintained a balance in that it conducted parallel
discussions with the Internal Revenue Service.

Project Match was subject to the Privacy Act because it
was performed by a Federal agency using Federal personal
records,

and the OMB had responsibilities because it had

to provide oversight and assistance to the other federal
agencies under the PA.

The provisional guidelines stated

that an agency should carry out a matching programme:
(i)

"Only if there is no other way to accomplish
the purposes of the matching programmes with
out incurring substantially greater costs."

(ii)

"..Only if the matching programme will be fair
and equitable to the individuals involved."

(iii)

By making public the existence of the matching
programme.

(iv)

"..only if there will be a demonstrable financial
benefit to the Federal Government from the matching
programme,

and the benefit significantly outweighs

any harm to individuals.

Benefits may include

dollar savings (from the reduction of the numbers
of unqualified recipients;

from deterrence of

those who would seek benefits for which they are
not eligible;

from expected improvements in

deficient Federal programme operation etc.)

and

dollar recoveries from those who have received
benefits to which they were not entitled.

Any

costs associated with the matching programme,
including those of matching,

litigation,
49
should be deducted from the benefits."

etc.
In addition,

collection,

the draft guidelines outline information

which should be published by the initiating agency,
which includes the rationale,
programme,

methods,

and timing of the

the sources of the information,

to whom it
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will be disclosed and further administrative guide
lines to protect the privacy of the subjects of the
programme.

There are^ also further guidelines on

restricting disclosures of information to that
"necessary to conduct the matching programme or
to achieve its purposes."^

It is remarkable that the USA has shown the way with
Project Match towards elevating public access to
government information and the protection of individual
privacy into a wide-ranging administrative principle.
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VII.

ENSURING GOVERNMENT COMPLIANCE WITH
PUBLIC ACCESS LEGISLATION

If public access legislation is to become more than a superficial
gesture, it must contain the means to ensure that the government
complies with its requirements.

Public access legislation in the

USA, Sweden, Norway and Denmark and privacy legislation in these
countries and Canada, France, and the Federal Republic of Germany
and Austria was a response to a common demand for more openness in
government, but the principle has been given an administrative frame
work appropriate to each country.

Public access is significantly

increased as a result of legislation when civil servants sense that
release of government information is not only backed by public opinion
and Parliament, but that there are effective measures to enforce the
release of information on appeal and there is a procedure for reviewing
the administration of the legislation on an annual basis.

Without

strong mechanisms to ensure the enforcement of public access legislation,
civil servants use immense resourcefulness to exercise the barriers of
delay, blocking requests and imposing high charges to frustrate the
intention of the law, as was the experience in the USA after the FOIA
became effective in 1967 and before it was strengthened in 1974.

1.

Administrative Procedures
The first method by which civil servants may be encouraged to
implement public access legislation effectively is to devise a set
of administrative procedures and rules governing requests for
information and appropriate responses.

Those applicable to the US

FOIA, PA and Sunshine Act have been explained in a previous chapter.
Administrative procedures lessen the influence of an individual's
disposition whether or not to permit a release of information.

Education of civil servants to make than responsive to public requests
is most important, as Ruth Yanatta, Assistant Director of the California
Department of Consumer Affairs suggested;

it was much of the problem

once public access legislation is implemented, "It is still clear
to me that regardless of the act, you have to have a good deal of back
ground information and expertise in the subject to pull the information
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out of the bureaucracy.

No-one is geared yet to really working

with an individual to find out what he or she wants."

This is

partly due to inertia, partly due to resistance to change and
lack of comnitment to the public the agency is supposed to serve.
Some civil servants have an image of their proper role which makes
them reluctant to release information.

"People who are in govern

ment view themselves, at best, as impartial arbiters between industry
and unorganised interest groups.

As an impartial arbiter, they

would think that helping some individual to get information would
not be impartial.

This explains why it is sometimes difficult

for people who want information to obtain it.

All the agencies that have been required to implement the IDIA and PA
have carried out some form of education of appropriate civil servants
regarding the acts' requirements, but the response pattern is uneven.
It might be supposed that the defence bureaucracy would be the most
sensitive and, therefore, the most difficult from which to obtain
information but, in fact, their responsiveness has been surprisingly
good.

"The Defence Department is not necessarily pro-disclosure,

2
but they believe in following the law."

As a result, it has

produced literature which has been distributed widely both within
the Pentagon and to its other establishments which clearly sets out
the FOIA's objectives and operating procedures.

The policy in the

Defence Department is to authorise commanding officers to release
information, but to restrict witholding of information to high level
officials such as the Amy Adjutant General, the Commander, U.S. Army
Intelligence Agency, the Chief of Naval Operations, the Coimandant of

3
the Marine Corps and Deputy Chiefs of Staff of the US Air Force.
This policy has led to some model FOIA requests and responses, as an
example given by Mr. R. Zamarin, a Chicago lawyer, shows, "We have had
requests to the Defence Supply Agency and other agencies where the
initial response has been timely, the documents have been produced in
a timely fashion, the search and reproduction costs have been very
modest and the requester has been quite satisfied with the way in

4
which the act has been administered."

Agencies organise their personnel to handle FOIA requests in different
ways but all publish the name and address of an official to whan FOIA
requests should be made in the first instance.

"Often a corps of
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information generalists are utilized to clear routine requests and
program personnel are trained to service FOIA pleas involving sub-

5
stantive questions."

As has already been explained in the chapter on access procedures,
both the FOIA and the PA contain deadlines for responding to
information requests and appeals.

The Congressional annual report

monitors agency compliance with deadlines by publishing details of
the nuaber of occasions on which each agency had recourse to the 10
day extension period under the FOIA.

0

Both the FOIA and the PA include sanctions against officials in
certain circumstances, as explained in the chapter on access
procedures.

Although they have rarely been used, they do remain

in the background as a factor encouraging civil servants to comply
with the law.

The Privacy Protection Study Commission reported

that, ''Numerous allegations of criminal violations of the ^Privacy/
Act have been made to the Public Integrity Section of the Department
of Justice but almost all have involved conduct that can best be
described as negligent rather than knowing and wilful."

In the first

two years after the PA became effective, 1975-1977, only one case was
prosecuted, in whidT'a former U.S. Attorney in Baton Rouge, Louisiana,
was convicted and fined $1500 for making an unauthorized disclosure of
agency records." ^

Despite several individual cases of difficulty, the FOIA and PA have
made a substantial inpact on the philosophy and conduct of government
administration, vdth confidential documents becoming the exception
rather than the rule.

The stronger administrative procedures included

in the 1974 amendments to the FOIA have greatly helped the civil
servants' tendency to release information.

Jack Landau, director of

the Reporters' Committee for Freedom of the Press conmented, "Since
1974, the civil service is much more anxious to co-operate.
all know that the FOIA has changed their lives."

2.

They

8

Appeal Procedures

In any system of public access to government information, one of the
most important questions is the establishing of procedures for handling
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appeals when a request for information is refused without sufficient
justification from the viewpoint of the requester.

Some explanation

of the role of the courts in the USA has already been given in the
chapter on access procedures.

Here attention will focus first on

ways in which the US approach reflects its legal traditions, and then
how appeal procedures have been designed in Canada, where the political
and legal system is closer to that of the UK.

The USA

In the USA, no agency is responsible for enforcing the open government
legislation and,therefore, it is the responsibility of the individual
to appeal against unreasonable refusals by government departments to
grant access by seeking redress through the courts.

The K)IA, PA

and SA all make provision for the award of reasonable attorney's fees
if the requester "substantially prevails" in his lawsuit against a
government agency.

This provides an incentive to the public to appeal

against unreasonable denials.

Without this provision, only those with

large financial resources, such as major corporations, would risk a
legal battle with a government agency backed by the expertise of the
Department of Justice.

This individualist approach, rather than

having recourse to an. ombudsman., is consistent wdth the US legal
tradition, and is a major reason for the increase in workload on the
courts resulting from the FOIA and PA, in particular.

Certain agencies

have been designated as being responsible for oversight and for
encouraging conpliance with the acts but ultimately the individual
agencies have responsibility for their conduct in relation to the
public access legislation.

The designated oversight agencies are

the Department of Justice for the FOIA, the Office of Management and
Budget for the PA, and the Administrative Conference of the United
States

for the SA.

All have produced guidelines on how the acts

should be interpreted and all monitor administrative and judicial
decisions which have an inpact on their implementation.

The Justice Department shares with the other two oversight agencies the
processing of requests for its own documents;
guidance;

providing interpretative

and encouraging and monitoring the agencies' compliance

with the act for which it is responsible.

In addition to this policy

co-ordination role, the Justice Department conducts litigation on
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behalf of most other agencies for all three acts and serves as their
advocate in court.

It also issues FOIA case lists which provides

a reference of the most significant FOIA court decisions to any
interested person.

There is a certain ambivalence in the Justice

Department's role in that it has to defend in court agencies which
want to withold information, but it also has to encourage a policy
of greater information disclosure.

The Justice Department has

sought to reduce this internal conflict by its establishment of the
Office of Information Law and Policy which incorporates the Freedom
of Information ConmLttee, and by the Attorney-General's letter of
5th May 1977 to all agencies in which he stated that the Justice
Department would "defend FOIA suits only when disclosure is
demonstrably harmful, even if the documents fall within the
exemptions of the Act."

The Freedom of Information Conmittee chairman, Robert Saloschin ex
plained the conmittee's approach when an agency informs than that it
is about to make a final denial of records under the FOIA.

''Although

the conmittee is there to interpret the law as it applies in particular
controversies and we act as legal advisors to these agencies, there is
no doubt that as a practical matter, the conmittee has been a pro
disclosure force.

It does not impinge on the agencies when they

wish to grant access but it does impinge on them, and sometimes rather
strongly, if the denial is /sufficiently unreasonable/, where they
9
wish to deny access."
As the agencies have ultimate responsibility
under the FOIA, the conmittee cannot directly enforce its view, but
it does have an indirect sanction because the Department of Justice
is responsible for defending most agencies in court.

The Justice

Department is likely to defend a case which the FOI conmittee
considers both defensible and justifiable.

However, sometimes the

FOI conmittee considers that an agency's denial of a FOIA request
is based on doubtful legal grounds and, as a result, it is in a weak
position.

If the agency persists in denying access to its records

and is sued for their release, the Justice Department might defend
the agency but there is a much greater risk that it would not.
Alternatively, the agency might be defended for a while at the District
Court level but if the agency lost there, the Justice Department might
be unwilling to take an appeal to a higher court.

"At one point or

another, either at the District Court level or in the higher courts,
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it is fairly likely that our recommendation will be given substantial
weight if we feel strongly enough about it."^
The FOI conmittee was
established as a result of such a case in which Consumers' Union sought
Veterans' Administration test data on hearing aids.

"It was generally

agreed that it would be desirable in the interests of the public and
the government to screen controversies like that and attempt to
eliminate some of then before they were dunped into the combat milieu
of litigation in court .... The information should have been released
by the Veterans' Administration without the necessity for a lawsuit."^

In the US system where the Justice Department gives guidance but the
enforcement of the FOIA, PA and SA depend on the willingness of an
individual to pursue his case through the courts, the way in which
attorney's fees are awarded is clearly of great importance.

The

attorney's fees are awarded at the discretion of the Judge.

In some

cases, judges award no attorney's fees at all, some award attorney's fees
on pro rata according to the salaries of the individual lawyer, whilst
others award fees on a scale used by the government in paying criminal
defence attorneys under the Criminal Justice Act.

12

This uncertainty

causes some difficulty for public interest organisations where often
first rate lawyers work at salaries lower than they could obtain in a
commercial practice.

Public interest organisations may be unsure of

whether they can afford litigation and may subsidize the setting of
important legal precedents.

Ibis problem has been recognized by Congress

and may be the subject of further legislative action, that the award of
costs against the government should be mandatory, except where the
government prevails."^

Official reports show the extent to which appeals have been made to the
courts in open government cases.

The scale of the government's payment

of requester's attorney's fees in FOIA and PA cases was $104,498 in
14
1977.
The Department of Justice's FOIA annual report for 1978 showed
that in that year the courts decided 382 FOIA cases.

In 38 of these

cases the courts awarded attorney's fees and costs against government
agencies to a total of $334,899, an average of $8,813.
ranged from $75 to $195,802.

The awards

There were 10 awards of $1 to S999;

17 awards of $1,000 to $4,999;
10 awards of $5,000 to $12,373;
one award of $195,802.
In 1977, 141 PA lawsuits were filed.^

and
At the

end of February 1978, there were 1,111 FOIA/PA cases pending in the
16
federal courts.
By the end of 1978, 101 PA lawsuits were awaiting

Ill

court hearings.

During 1978, 40 PA lawsuits were resolved.

"Of these,

10 were dismissed, 2 were settled out of court, and 28 were decided. A
17
majority of the cases decided by the courts favoured the agency."
In
contrast to this record of litigation under the K)IA and the PA, the
Justice Department released data which showed that at the end of January
1980, only 5 SA cases had cane before the courts, after the SA had been
in operation for nearly 3 years.

Canada
Canada provides a valuable example of open government appeal procedures
for the UK and other Westminster-type systems of government.

It shares

with the UK a form of government in which members of the Cabinet and others
in the executive are also members of Parliament.

Canada's proximity to the

USA means that it is exposed to the currents of American politics but not
being so attached to tradition as the UK, it is able to adapt American
political innovations to its own needs.

An indicator of the contrast

between the UK and Canada is that in 1978, whilst the UK produced its
18
second official report on privacy legislation,
six years after the
19
publication of the first official report
on the subject, the Canadian
Human Rights Act, Part IV on "Protection of Personal Information" came
into effect.

20

In autumn 1979, whilst the new Conservative government in

the UK announced its Protection of Official Information Bill, which in sane
ways was more restrictive than the Official Secrets Acts, the new Conserv
ative government in Canada published its proposed Freedom of Information
Act,

21

which adapted the principles of the US FOIA into a form suitable

for Canada.

In the Parliamentary and public debate leading to the Canadian Human Rights
Act Part IV on Protection of Personal Information (henceforth HRA IV PPI)
and the proposed Canadian FOIA, the accommodation of Ministerial respons
ibility with an effective appeal system has been a key issue.

The elements

in this discussion are very similar for both Canada and the UK.

Ihe essence of the problem is to reconcile the traditional notion of
Ministerial responsibility with an appeal method which provides enforcement
of public access legislation when the information requested shows a govern
ment department in an unfavourable light.

In such circumstances, a Minister

is likely, if he has the opportunity to veto such information requests, and
so frustrate the law, and those who wish to use it.
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The case in favour of Ministerial responsibility and, therefore, veto
appears to be strong.

The Minister bears constitutional responsibility

for his Department and, therefore, should have control over it, subject
to Parliamentary scrutiny.

Secondly, review by the courts of a

Ministerial or senior civil servant's decision is likely to be
contentious which would bring the courts into the political arena.
Courts would have to pronounce on political questions which is
not their proper function and Ministers could no longer be held
responsible for the consequences of their decisions.

Thirdly,

in a Westminster style of government where the executive is part
of the legislature, the Minister is directly and constitutionally
responsible to the elected representatives of the people, and
appeals to an ombudsman or court would interfere with that
Ministerial and Parliamentary relationship.

Although these arguments

retain a certain force, they reflect constitutional theory rather than
political reality.

Ihere are also arguments in favour of review of decisions to withold
information by the courts.

John Turner, former Canadian Minister

of Justice, Finance and other portfolios put the case for court
reviews succinctly.

"We are all aware of how time-consuming and

expensive a court action can be.

But no forum is better suited or

more familiar with balancing private as against public interests,
giving meaning to statutory language, or deciding the application
of exemptions."

22

Furthermore, Ralph Nader has said that the single

and most important right conferred by the US FOIA is that of judicial
23
review of agency decisions to withold information.

A third option, appeal to a Commissioner or Ombudsman with an advisory
role and with review by courts on points of law, is the system adopted
in Canada for appeals under both the HRA IV PPI and the FOIA Bill.
has several attractions.

The Commissioner is accessible;

procedures are less complex than those in the courts;
is not bound by formal rules of evidence;

the

the Commissioner

the courts are generally not

involved in reviewing a Minister's decision, the expense and delays
of litigation are avoided; and the system does not conflict with the
convention of Ministerial responsibility.

Before explaining the role of the Canadian Privacy Commissioner an
example will be given of the problems associated with a final appeal
to a Minister.

It

Greg Kane, a lawyer at the Canadian Consumers'

Association explained that most Tribunal decisions in Canada could
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be appealed either to the responsible Minister or to the Federal
Court.

He said that the Canadian Consumers' Association generally

used the Federal Court appeal route, unless the issue was a popular
one and the time was shortly before an election.

"The only time

we have ever been successful in an appeal to a Minister was where
there was political advantage to the party in power.

It happened

once in a telephone rate increase situation where an election was
24
irrminent and the Minister turned down the rate increase."
This
case illustrates the problems associated with appeals to a Minister.
His response will often be determined by the size of his party's
majority in Parliament, the inminence of an election, the popularity
of an issue and all the other political factors which should not intrude
into the appeal procedure.

The right of appeal to a Conmissioner in

the Canadian open government legislation is designed to overcome such
opportunism in the appeal process.

In a broad sense, the Canadian HRA IV PPI is similar to the US PA and
the Canadian FOI Bill is similar to the US FOIA in terms of their
objectives.

However, they differ regarding their appeal procedures

and it is on this difference that attention will be focussed.

The

US legislation puts the burden on the individual to pursue a government
agency refusing to release information or otherwise comply with the
legislation through the courts.

The Canadian legislation established

the post of Privacy Conmissioner and Information Conmissioner for
the HRA IV PPI and FDI Bill respectively to whc*n appeal should be
addressed in the first instance.

The role of Privacy Comnissioner

and Information Conmissioner are very similar and so attention will be
focussed mainly on the Privacy Conmissioner who was appointed

1st

October 1977 and was enpowered to investigate complaints fron 1st
March 1978.

The duties of the Privacy Conmissioner (PC) are to ensure that the
rights provided in the Canadian HRA IV PPI are, in fact, extended to
the public by all government departments and institutions listed in
the text of the legislation.

Inger Hansen, Privacy Conmissioner, has

described her role in the following way;
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"The Privacy Secretariat receives and investigates all complaints
from individuals who allege that they have not been accorded the
rights to which they are entitled under HRA IV PPI.

Complaints

range from an allegation of bad faith in respect of a security
file to having been given an illegible photocopy.

"The PC may make recommendations to the Minister to reconsider his
or her decision and the complainant must be informed of the findings
of the investigation and any reconmendation to a Minister."

It

appears possible that many conplaints can be solved informally.

"The PC has the authority to carpel the attendance of witnesses and
the production of documents.

He or she has access to premises

occupied by a government institution concerned in an investigation,
subject only to restrictions that may be placed upon the PC by the
Governor in Council in the interest of national defence or security.
No such restrictions have been imposed.

I have taken the position

that I must investigate a complaint that information has been placed
in a closed bank by error or bad faith or that the closure of the
bank was not bona fide.

In addition, the PC may refer a refusal by

a Minister to produce evidence to the Federal Court for determination."

25

In such a case, a Minister may certify to the court by affidavit that a
document contains information which he deans should be witheld on
grounds of a public interest which he must specify.

However, the

court may examine the document and order its production, subject to
any restrictions it deans appropriate, if it concludes "that the public
interest in the proper administration of justice outweighs in importance
26
the public interest specified in the affidavit."
However, the
court does not have the power to examine or order the release of a
document if the Minister's affidavit states that a document would be
"injurious to international relations, national defence or security,
or to federal-provincial relations, or that it would disclose a
27
confidence of the Queen's Privy Council for Canada."

It is important to emphasise that the PC, rather like the UK
Parliamentary Conmissioner or Ombudsman, has wide-ranging access to
information but only the power to make recommendations.

"The PC

has no power to order a government department to change its record-
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keeping procedures directly."

28

The PC's role is "to try to resolve

complaints by mediation at the administrative level.

If this does not

work, the PC may hold a tribunal to investigate a complaint.

The

results of such a tribunal may be a recommendation to a Minister or a
29
special report to Parliament."
Only a Federal Court can order a
witness to attend or a document to be produced before the Tribunal,
although a Tribunal, backed where appropriate and necessary by the
Federal Court, exercises a strong influence on reluctant officials.

In

addition to special reports to Parliament on particular cases, the PC
is also required to submit an annual report to Parliament.

The experience of the PC in the first 9 months in which she was able to
receive conplaints, from April to December 1978, was as follows:
received 581 conplaints.

She

The government departments against which there

were most complaints were the Canadian Penitentiary Service (328) and the
Royal Canadian Mounted Police (57).

The only other departments to have

more than 10 complaints against than were the Department of National
Defence (34), the Canadian Employment and Inmigration Commission (26),
the National Parole Board (21), the Public Service Commission (14) and
the Canadian Radio-Television and Telecommunications Commission (11).
The statistics for 1979 reflect the PC's first full year of dealing with
complaints and show a similar pattern with a total of 549 complaints.
Again, the government departments against which there were most complaints
were the Correctional Services of Canada (384 or 70% of all complaints)
and the Royal Canadian Mounted Police (30).

The only other departments

to have more than 10 complaints against them were the Canadian Employment
and Inmigration Commission (23), the Department of Veterans Affairs (18),
the National Parole Board (17), the Department of National Defence (12),
the Department of National Revenue (12), and the Department of National
Health and Welfare(ll).

The majority of complaints are made by letter.

The most common grounds for complaint are delays in processing an access
request, and difficulty in gaining access to an individual's record.

The

majority of complaints were found by the PC to be justified in both years.
In 1979, 419 or 76% of complaints were found to be justified.

3D

Under the Canadian EDI Bill, if the Information Commissioner has been
unsuccessful in securing the release of requested information, the
31
requester may apply for a Federal Court review of the case.
In such
a case, the burden of proof is on the government to justify its witholding
32
of information,
and the legal costs are awarded at the discretion of the
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court.

33

However, where the court considers that an application for a

court review raised "an important new principle" in relation to the
IDIA, "the court shall order that costs be awarded to the applicant
34
even if the applicant has not been successful in the result."

As much of the success of the Privacy and Information Conmissioner role
depends on the persuasive powers and influence he or she can wield, it
is important that the Commissioner is seen to enjoy widespread public
support.

Accordingly, the Information Commissioner has his appointment
35
approved by both Houses of Parliament,
and is paid a salary equal to
that of the Chief Justice of the Federal Court of Canada, which reflects
36
the status of the post.

United Kingdom
The conflict between the notion of Ministerial responsibility and the need
for an effective appeal system applies to Canada and the UK equally.

The

solution adopted by Canada of a Commissioner backed by the Courts also
provides a useful model for the UK.

The erosion of the Ministerial res

ponsibility concept was succinctly stated by Douglas Jay, MP, in the
debate on the collapse of the Vehicle and General Insurance Company.

"I

will only say that if Ministers are going to resign when anyone makes a
mistake in a department, there will very soon be no Ministers left.

If,

on the other hand, everything is referred to Ministers, departments will
37
rapidly grind to a stop."
There are quite clearly limitations to a
Minister's responsibility, as when his decisions have to be aided or
reviewed by Cabinet or Parliament.

The establishment of Tribunal and

Commissioner to advise the Minister is a device used in many areas of
government.

The UK Parliamentary Conmissioner with his existing powers is only of
limited usefulness in the open government area.

Firstly, the concept

of "maladministration" which is his criterion for action is too vague
to deal with the complexities and specific nature of open government
cases.

Secondly, he can only handle complaints submitted to him by MPs,

which puts an unnecessary barrier between the public and the Conmissioner.
However, the responsibilities of the Conmissioner could be expanded to
overcome these difficulties.

It is essential that an Information and Privacy Commissioner should be
independent of Ministers and should be seen to be so.

The Report of the
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Conmittee on Data Protection came to the same conclusion when dis
cussing the position of a body to regulate data and to protect
privacy;

their proposed Data Protection Authority (DPA).

The DPA

"should not be answerable to, or subject to direction by a Minister.
Instead, it should report directly to Parliament, and Parliament
alone should be able to veto its Codes of Practice and dismiss
any of its members.

A Parliamentary Select Conmittee should call the EPA before it,
scrutinize its activities and report publicly .... The DPA's
adjudicative functions should come within the jurisdiction of the
Council of Tribunal which should supervise the conduct of formal
hearings.
courts.

Finally, the DPA should be made accountable to the
Users and data subjects should be unable to appeal against

decisions of the DPA which affect than and which they believe not
to have been taken in accordance with the statutory principles,
38
duties and criteria."
Clearly such a publicly accountable body
would operate in a way similar to the Canadian Privacy and Information
Conmissioner, and would be entirely consistent with British procedures
and constitutional conventions.

3.

Monitoring the Effectiveness of Public Access Legislation

The methods adopted in the USA and Canada to monitor the effectiveness
of public access legislation are annual reports, studies by Congressional
and Parliamentary Committees, and study commissions which in the UK would
be described as a Royal Conmission or a Conmittee of Enquiry.

All play

a part in illuminating the working of public access legislation by
providing statistics on their use, insight into the responsiveness of
government departments, and the extent of recourse to judicial review.
From this monitoring activity, users, and government departments, and
members of the legislature learn of the effectiveness of the legislation
and propose amendments to It which are seen to be needed in the light of
experience.

The USA

In the US public access legislation, the FOIA, PA and SA, all require
the compilation of annual reports, which are submitted for scrutiny by
Congress.

The fOIA and SA agency annual reports are submitted directly

to Congress and the Congressional Research Service of the Library of
Congress prepares an overview and compilation to facilitate Congressional
review of significant trends.

The PA annual report is compiled by the
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by the Office of Management and Budget and is then submitted to
Congress.

The agency BOIA annual reports contain:

-

the number of refusals to grant access to
information, and the reasons

-

the number of administrative appeals made
after initial denials of information requests,
the results of such appeals, and the reasons
for refusals on appeal

-

the names of and titles or positions of each
person responsible for the denial of information
requests, and the number of cases in which each
person denied a request

-

the results of each Civil Service Commission
enquiry to examine whether disciplinary pro
ceedings should be carried out against officials
found by a court to have acted arbitrarily or
capriciously in witholding information, and an
explanation of the action taken or not taken.

-

a copy of every rule made by agencies regarding
the fOIA

-

a copy of the fee schedule and the total amount
of fees collected by the agency for making
records available under the FOIA

-

other information indicating administrative
efforts to comply with the EOIA.

In addition, the Attorney General submits an annual report listing:
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-

the nunber of court cases arising under the FOIA

-

the exemption involved in each case

-

the decision in each case

-

the legal costs, fees and penalties arising from
EOIA cases

-

a description of the efforts undertaken by the
Department of Justice to encourage agency
39
compliance with the EOIA.

The PA annual reports contain:

-

the nunber of records contained in any system of
records exempted either in whole or in part from
access under the PA

-

the reason for the exemptions

-

other information indicating efforts to fully
administer the PA, for example:

monitoring nunbers

of systems of records added and eliminated by each
agency;

monitoring nunbers of individual's records

added and eliminated by each agency;

efforts by

the OMB to provide guidelines and oversight to
agencies regarding the PA;

statistics on the

nunber of access and correction requests, made,
accepted and refused;

statistics on administrative

and judicial appeals;

effects of the PA on agencies'
40
record-keeping and functional activities.

Ihe SA annual reports contain:

-

the total nunber of agency meetings open to
the public

-

the total nunber of agency meetings closed to
the public
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-

the reason for closing such meetings

-

a description of any litigation brought
against the agency under the SA

-

any costs assessed against the agency in
such litigation (whether or not paid by
41
the agency).

As a result of information emerging from these annual reports and other
sources such as users and interest groups, Congressional Committees, one
in the House of Representatives and one in the Senate, hold hearings from
time to time to establish whether further amendnents to the public access
legislation is necessary.

It was a result of such hearings in the early

1970s that the 1974 amendments were passed strengthening the POIA.
Subsequently, House of Representatives Congressional committee hearings
have been held on areas of concern such as "POIA requests for business
42
data and reverse POIA lawsuits",
(see the sections on the trade secrets
exemption, and business use of the POIA) and "Lack of Guidelines for
43
Federal Contract and Grant Data"
(on the difficulties of achieving
a policy towards private contractors working for the government in the
information field consistent with the POIA and PA).
complementary lines of enquiry.

The Senate pursue

For example, the Senate Judiciary

Committee asked the Comptroller-General and the General Accounting
Office to carpile a report on the fiscal impact on sane law enforcement
44
agencies of complying with the POIA and the PA.
In early 1980,
Congressional committees were scrutinising the POIA's operation by:
considering amendments on reverse POIA suits;
POIA's application to the CIA and FBI;

considering reducing the

and compiling a report on the

overall operating efficiency of the third POIA "by statute" exemption by
defining the scope and impact of the statutes which result in denials
under this section.

Some issues require a major enquiry and so the PA established a Privacy
Protection Study Commission which with some 100 staff and in about 3
years investigated the personal data record-keeping practices of govern
mental, regional and private organisations and made recommendations on
the extent to which the principles of the PA should be applied to than.
Ihe Commission produced a series of reports for scrutiny by the
President, Congress and the public on Personal Privacy in an Information
Society;

Privacy Law in the States;

Ihe Citizen as Taxpayer;

Employ-
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ment Records;

The Privacy Act of 1974;

An Assessment;

and

Technology and Privacy.

With such a variety of monitoring procedures in operation supplemented
by the efforts of the interest groups, such as the Freedom of Inform
ation Clearinghouse and Cannon Cause, the US public access legislation
operates in a dynamic atmosphere which ensures that it becomes in
creasingly effective.

Difficulties of interpretation and inplementation

are exposed, considered and the way prepared for amendment.

Canada

Both the Canadian HRA IV PPI and K)I Bill require the Privacy and
Information Corrmissioner respectively to submit an annual report to
45
Parliament on "the activities of the office"
during the year.
Neither state the content of such reports leaving such details for
subsequent decision.

The House of Cannons report on the Canadian
46
—
__
government's FOI Green Paper,
stated, "All such /annual/ reports
47
should stand permanently referred to a Parliamentary Caimittee."
This suggests that they envisage a system of Parliamentary scrutiny
similar to that of Congressional hearings in the USA.

The work of

Parliamentary hearings on public access legislation held over several
years preceding the 1978 HRA IV PPI and the 1979 FOI Bill would,
therefore, be continued.

Any difficulties of interpretation and

inplementation will undoubtedly be investigated and the legislation
amended as necessary.

The UK

It would be essential in any British public access legislation to
tollow the US and Canadian models and require an Information and Privacy
Corcmissioner, or equivalent, to submit an annual report to Parliament,
giving details both of his own work and the extent of government
departments' compliance with the legislation.
sistent with British conventions.

This is entirely con

For example, the Parliamentary

Commissioner has, from the beginning, submitted such annual reports
to Parliament which have been discussed by the appropriate caimittee.
It would be preferable to follow the US model specifying the details
which government departments should submit to the Information Com
missioner.

Otherwise, departments would select different types

of information to release, which would make meaningful conpilation
and analysis inpossible.

With all the official evidence made

available and supplemented by evidence submitted by interested
organisations, the Parliamentary Scrutiny caimittee would have
a sufficient basis for monitoring the effectiveness of the public
access legislation and recommending necessary amendments to
Parliament.

Ihe small step towards slightly more open government in the UK,
represented by the letter fron Sir Douglas Allen, Head of the Hone
Civil Service to all Heads of Departments on 6th July 1977, has not
been systematically or publicly monitored.

The letter asked that

"some kind of record /be/ kept of the relevant items made available
by your Department," as "the Prime Minister may well be asked what
effect his announcement has had on the amount of information made
48
available"
However, no analysis of relative Departmental respons
iveness to requests has been volunteered.

In fact, since Mrs.

Ihatcher's Conservative government came to power in May 1979, officials
are no longer required to keep lists of material released under the
49
policy outlined in the Allen letter.
It has been left to
journalists frcm, in particular, the Times and the Guardian to
attempt to monitor the effectiveness of successive government's
slightly more open policy.

For example, the Times has shown the

extent of secrecy in all departments (except for the Civil Service
Department, the Board of Customs and Excise, and the Stationery
Office) in refusing to release background papers on the 10%, 15% and
% options for cuts for which the Prime Minister asked in June

S?

1979.

Whilst UK government secrecy remains the norm, proposals on monitoring
the effectiveness of a future system of public access legislation for
the UK may seem slightly premature.

However, it is in the belief

that a shift towards an open government policy is both desirable,
necessary and feasible in the UK, that this work has been undertaken.
The passage of public access legislation without the means for
effective enforcement would be of limited value.
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VIII.

THE COSTS AND BENEFITS OF OPEN GOVERNMENT

The foregoing account of the operation of open government
in the USA suggests the following benefits:

*

More effective scrutiny of government

*

Increased government accountability

*

A better quality of non-governmental
contributions to decision making

*

An improved quality of official policy-making
and administration

*

A reduction in hidden rule making

*

The inhibition of corruption

*

A better public understanding of how
government works

*

The encouragement of public participation
in politics.

While constitutional differences would undoubtedly require
legislation in the UK to be framed differently,
are the same,

the principles

and given the greater degree of secrecy in

British government the benefits may be correspondingly greater.
Most of these advantages are intangible and the same may be
said of some of the costs anticipated by opponents of open
government in the United Kingdom.
are the threat to national security,

Of these the most important
the disturbance of

constitutional relationships between ministers and civil
servants,

and between ministers and parliament,

and lastly

the disruption of administration and expenses attendant on
public access legislation.

The first two will be considered
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briefly and the last at somewhat greater length in the
light of American experience.

1.

National Security

In all established systems of open government,

information

whose release would endanger national security is exempted
from access,

and recent proposals for legislation in the

UK have contained a similar broadly drawn exemption.

The

way in which the national security exemption is defined
and interpreted in the USA has been explained above.

Here

it is sufficient to note that the all embracing regime
of the Official Secrets Acts is proof neither against
espionage nor against intermittent revelations in the
press which are more embarrassing than dangerous,

and

would not be embarrassing if there was a proper degree
of parliamentary accountability and control over defence
and the security services.

National security is certainly

not an argument against access to all official information,
even in other areas.

2.

Constitutional Relationships

A more powerful argument against the notion of open
government is that it would conflict with the constitut
ional conventions which govern the relationships of
ministers with each other,
Parliament.

with civil servants and with

Roy Jenkins, whilst Home Secretary,

this argument clearly:

"I

put

do not want the whole process

of decision-making to be carried on under a public
searchlight.
human rights,

It is a question of balancing different
and I believe that before a decision is

announced the right to change one's mind in private is a
fundamental liberty.

If that were removed I believe you

would get less honest advice,

less free discussion,

more

rigidity in sticking to a foolish tentative approach, and
less good decisions."^
The same argument is applied to
the process of reaching a decision in the Cabinet,
explained by Gordon Robertson,

as is

Secretary to the Canadian
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Cabinet:

"Cabinet committee and Cabinet discussion

may be long and differences of view may be great, but
at

the end of the day,

arguing,

when the process of probing,

compromising and changing is finished,

our

system is based on Cabinet solidarity and collective
responsibility.

Once the decision is taken,

Ministers are for it,

all

all must support it and all are

responsible - no matter what any one of them may think
personally or what he or others may have argued in the
privacy of the Cabinet meeting

....

In short,

the

collective executive that is the heart of our
Parliamentary system must have secrecy:

it cannot work

without it.

Secrecy is also held to protect the neutrality and
anonymity of civil servants.

It is argued that civil

servants often have a dominant role in the drafting of
policy papers but that a Cabinet may choose to reject
their advice for reasons such as public acceptability,
and that it would be wrong for such a rejection to be
made public.

It is the traditional notion that civil

servants remain anonymous in the sense that,

generally,

ministers are held responsible for the adoption and
implementation of policies.

The other part of this

convention is that civil servants are neutral in the
sense that "civil servants will execute government
measures as effectively and efficiently as they can despite
their private doubts about such measures and even their

3
opposition to them prior to such policies being adopted."
It is suggested that public access to policy-making
documents would inhibit civil servants giving frank
advice to their superiors and Ministers,

if they thought

that the advice would be open to subsequent public
scrutiny and seen to be that of an identifiable individual.
Similarly,

public access would inhibit civil servants

from taking risks,

exercising judgement and discretion,

and accepting responsibility in circumstances where
such actions might be desirable.
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Clearly if all policy making documents,

policy advice,

and Cabinet discussions were made available to the
public,

current conventions would be upset.

However,

advocates of open government have generally suggested
that Cabinet discussions should NOT be released until
4
some years have elapsed.
Documents which should be
released are those containing factual background material.
Policy advice given by civil servants and opinions ex
pressed by Ministers could remain exempt from disclosure.
In the UK and in Canada,

policy documents are supposed to

be drawn up in a way that separates facts,
advice derived from those facts,

and opinion and

to facilitate the

voluntary release of the factual material.

However,

the

release of the factual material is always subject to
Ministerial review.

The notion that policy-making deliberations must be
conducted in secret has several consequences.

Firstly,

it suggests that it is important to perpetuate the
mystique of government

that there is a smooth process

of decision-making which in fact rarely occurs,
ministerial memoirs,
Crossman,

as

particularly those of Richard

demonstrate.

Secondly,

the tradition of

secrecy means that civil servants and ministers are
cautious about releasing information and impose
secrecy "in instances where there is not valid reason
5
for it."
Furthermore, Roy Jenkins concedes:
"There
is a great deal of factual information,

often collated

into reports, which are lying about in Government
Departments,

and which it would be positively advantageous

0

to have in the public domain."
If there were public access to factual background
information,

then the work of civil servants would be

open to scrutiny, which would be unaccustomed and,
doubt,

difficult to get used to at first.

no

However,

career civil servants have a high reputation for
professionalism,

and so they should have nothing to fear,

from public scrutiny.

A former US congressional staff
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member expressed the point thus:

"If an individual

is secure enough in his job - if he is a career civil
servant or is an expert in his field or knows what is
involved in the document that he is writing for a
superior - he should not have that concern.

If he

were insecure - if he was not well enough educated or
trained in his position - my answer to that would be
to replace him with someone who was better equipped

7
to make those decision policies."

Civil servants

may worry about being publicly attacked because of
their contributions to policy-making.
Congressman John Moss,

However,

who for several years had over

sight over the working of the FOIA said that this was
not the American experience:
of harassment,

"There has been no instance

even though we provide a specific provision

in the Act to punish the career service persons who might
abuse classification or abuse the witholding of

g

information."

It has been suggested that secrecy speeds the decision
making process,
efficiency.

and therefore leads to greater government

Open government,

it is argued,

would

subject decision makers to more intensive lobbying and,
therefore,

slow the administrative process.

argument is largely fallacious because,

This

firstly,

in

most areas a degree of time-consuming information exchange
and consultation already exists with
groups,

who are asked to keep the details of the consult

ation secret.
process.

favoured interest

Secrecy merely limits the consultation

Secondly,

the conduct of policy-making in the

UK under successive governments has not been characterised
by evident efficiency or sound judgement.

It should not

automatically be assumed that the quality of the decisions
would suffer under a more open system.

There is some

justification to the argument that public access

leads

to more intensive lobbying - this is one of the arguments
in favour of open government.

It can lead to a challenge

to entrenched attitudes:

"They have been doing things

the same way for so long,

they really can't perceive that
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there might be something wrong with what is going on.
They really view us as crackpots

....

trying to find

a breach in the laws to bring society down
come in,

.... We

we don't know the lingo, we don't know the

terminology and we don't accept the assumptions under

9
which they operate."

It has been seen that the argument that in a Westminster
style system of government,

ministers have a right to

conduct their policy-making deliberations in secret has
some justification in regard to policy advice and
Cabinet discussions.

The extension of this principle

to the factual background material of policy decisions
is based on tradition,
impression of unity,

caution and a desire to give the

despite major policy battles within

a Department or the Cabinet,
Ministers.

or between Departments or

There is no reason to suppose that with a

right of public access to government information the
administrative process would grind any slower than it
does now.

However,

public access might stimulate

policy lobbying from unfamiliar quarters or from familiar
quarters with greater vigour.

The political system may

well derive some benefit from the experience and is
unlikely to be harmed.

There are some grounds for optimism if an indication may
be gained from the experience of Norway,

newcomer to

public access legislation with a system of Cabinet and
Parliament similar to the UK:

"Once the /public access

to government information/ bill was passed,

there was a

much more ready disposition on the part of the civil
servants to yield up the information.

They were not

relying on technical objections.
There was a different
mentality, state of mind in the civil service.""1'0
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3.

Administrative and other costs

The third criticism which is often made is

that open

government would involve processing an enormous number
of requests for information,
consuming and expensive.

which would be both time

Roy Jenkins when Home

Secretary said that "the operation of the Freedom of
Information Act is costly,

cumbersome and legalistic.

It is true that in the USA there have been some except
ional and spectacular FOIA releases of information such
as the 50,000 pages released to the Rosenberg children
regarding their parents executed for spying in the early
1950s;
Hiss,

and 19,000 pages of information concerning Alger
accused of being a Communist in the McCarthy era.

However,

these are quite untypical as the vast majority

of FOIA requests involve the release of easily manage
able numbers of papers.

The cost of the United States FOIA in 1977 (the most
recent year for which figures are available) according
to the official,
$26 million,

Congressional study was a little under

about £13 million.

This is a substantial

sum but needs to be seen in the perspective of other
government spending,

for example,

expenditure in 1978

of $35 million for the maintenance of Defence Department
golf courses and, more pointedly,

$1.5 billion for US
13
government public relations exercises.,
The stark
contrast between the PR and FOIA costs is symbolic of
the open government debate;

acquiescence in the enormous

costs of the government telling the people what the
government wants them to know,

and criticism of the

relatively low costs of the government telling the people
what the people want to know.
case,

At least in the latter

somebody was sufficiently interested to write in

and ask.

Furthermore no one has calculated the costs

incurred through secrecy in areas such as industrial
injuries,

the ineffectiveness of the Rhodesian naval

blockade,

dangerous vehicles,

and ineffective and

dangerous phramaceutical products.

It is clear that
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open government is a tool which enhances democratic
rights and it is inevitable that the maintenance and
furthering of these democratic rights has a cost.

Calculating the cost of implementing a FOIA in the UK
is very difficult.

Clement Freud when introducing

his Official Information Bill in Parliament in January
1979 estimated the annual cost to be £4.24 million,
compared with the annual cost of £41 million for the
government publicity machine employing 1500 official
14
information officers.
Direct projections of costs
from the USA to the UK are not really useful because
there are significant differences,
of population size.

Firstly,

in addition to those

the uncovering of the

FBI's extensive surveillance network of US citizens
and a series of great national scandals in other
national security departments led to increased interest
in and suspicion of,

and a great number of FOIA requests,

about government operations in almost every area.

Secondly,

there is a higher level of awareness and fear of computer
records held by government departments in the USA which
has led to very many requests by individuals under the
FOIA and the Privacy Act for government records on them
selves.

Thirdly,

there is in the USA a higher level of

business and public interest group scrutiny of and
intervention in the political system than in the UK - a
factor which makes these American groups heavy users
of their public access legislation.

An example of the exaggeration and lack of reliability
of cost forecasts in the public access area is that of
the US Office of Management and Budget's
for expenditure on the Privacy Act.

(0MB) estimates

The report of the

US government's official Privacy Protection Study Com
mission makes the spectacular over-estimate very clear:
"In 1974,

0MB had assessed that implementing the Act

would cost $200-$300 million per year over the first
four or five years and require an additional one time
start-up cost of $100 million,

which would be expended
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in the first two years.

In 1977,

however,

OMB estimated

that start-up costs in the nine months between the Act's
passage and the date it took effect were $29,459,000 and
that an additional $36,599,000 was spent for the first
year operating expenses.""*"^

It is important to note that some government departments
bear much greater costs than others and that,

therefore,

the financial impact of public access legislation is
very uneven.

For example,

93% of the costs of estab

lishing and implementing the access procedures of the
Privacy Act were borne in its first year by only six
agencies - the Treasury,
Department,

Defence Department,

Department of Health,

the Veterans Administration,

Education and Welfare,

and the CIA.

cost pattern also applies to the FOIA.
1977,

the Departments of Defence,

Welfare,

Justice

Health,

1G

This uneven

For example,

in

Education and

and the Treasury incurred the highest FOIA costs

totalling $16.1 million or over 60% of the reported costs
for all agencies.

By contrast,

many agencies incurred

costs of under $500,000 and "quite a few cited

'negligible'

expenses which were absorbed by the normal operating budget
of the unit."^

Regarding the breakdown of costs,

a report by the US

Comptroller-General covering the impact of the FOIA and
the Privacy Act in 13 law enforcement agencies,

concluded

that about 80% of the operating costs of the two Acts were
absorbed by salaries.

18

In the early years of the FOIA,

agencies have tended to keep decisions whether to release
certain types of information restricted to the higher
grade staff.

Gradually,

Department of Health,

some agencies,

such as the

Education and Welfare have moved

over to a system which involves the using of middle-grade
staff for routine decisions,

leaving only the difficult

cases of precedent and principle to higher-grade staff.
This helps costs to be contained.

There is,

in fact,

evidence that FOIA costs are increasing at a slower rate.
Between 1975 and 1976,

the agencies'

costs went up by
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50%, whereas between 1976 and 1977,
by 20%.19

costs went up

One point never mentioned by the FOIA critics is that
some agencies actually make a profit out of their FOIA
operations.

During 1977,

both the Civil Aeronautics

Board and the Interstate Commerce Commission achieved
this administrative feat.

The CAB collected $111,508

in fees and reported costs of $100,000,

whilst the ICC

collected $5,565 in fees and reported costs of $4,148.

20

One of the major fears of opponents of public access
legislation,

apart from cost,

is that civil servants would

be inundated by enormous numbers of requests for inform
ation ,which would be time-consuming and divert them from
their mainstream tasks.

It has already been mentioned

that for several reasons the number of requests in the UK
are likely to be far fewer than the USA,

but it is,

never

theless, worthwhile to look to the USA for some indicators

Unfortunately there is no provision in the US FOIA re
quiring agencies to keep a record of the number of FOIA
requests,

but several do so on a voluntary basis.

the upper end,

At

for the three agencies which in 1977

reported the highest costs,
received were as follows:
Department of Health,

the number of requests they
Department of Defence (46,901),

Education and Welfare (38,967),

the Treasury Department (15,662).
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and

Against this must

be set the several agencies which incurred negligible
expenses which suggests that they received very few
requests.

This uneven pattern is also the case with the Privacy Act
as

more than 82% of the 748,663 requests for access in

1978 were received by three agencies;
of Defence,

the Departments

Health Education and Welfare,
1977,

and the

Veterans Administration.

In

twenty agencies

received no requests at all,

twenty-five received 1 to 100
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requests,

seven received 101 to 1000 requests and

only thirteen reported receiving more than 1000
requests.

In 1978,

only fourteen agencies received

more than 1000 access requests.

22

When considering whether these statistics imply that the
23
FOIA is "formidably burdensome",
it is important to
note that many agencies designate routine information
requests as being made under the FOIA.

For example,

an Immigration and Naturalization Service official stated
that "about 90% of their requests would have been received
and answered even without the existence of the two acts."2^
However,

the acts require that the agencies make greater

efforts to satisfy requesters which means that their
workload has increased significantly.

This lack of consistency in counting FOIA requests works
both ways.

"At some agencies,

requests for information

are counted only when the FOIA is specifically cited by
the requester.

Identical requests that do not mention

the act may not be counted.
Administration,

for example,

At the Food and Drugs
correspondence that is

handled by the Consumer Inquiries Office is not counted
as part of the FOIA workload.

Although not all consumer

inquiries necessarily contained requests for information,
over 80,000 letters were received by that office in 1977.
This compares with an FDA estimate of 25,000 FOIA requests.
for the same period ....

Also at FDA,

many requests made

for information that is not yet available are required to
be re-submitted at a later date.

Since both the initial

and the re-submitted requests are counted separately,
25
total number of FOIA requests is inflated."

After cost and large numbers of requests,

the

another

objection to public access legislation is that it would
open the flood gates to a torrent of frivolous and
harassing requests which would take up a disproportionate
amount of time.

In the USA,

this has not been the case.
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The former chairman of the FOIA Congressional oversight
committee said of this point,

"That charge has been made

many times.

The record does not support it.
27
very few frivolous requests for information."

There are
Inevitably

there are some requests which are no doubt regarded by the
appropriate officials as frivolous or harassing.
example,

For

the Church of Scientology has made some 1500

requests for documents on itself and is appealing some
28
15 refusals through the courts.
The CIA has received
many requests about Unidentified Flying Objects,

so it

has responded by compiling a special package on this
subject which they send to those who are interested.
definition of "frivolous"

is arbitary.

requests come from companies.
Zale Corporation,

The

Some harassing

A recent example is the

the USA's largest retail

jeweller,

which

"has asked the Internal Revenue Service for a list of
300,000 pages of documents and 360,000 computer cards
29
relating to its 1000 subsidiaries,"
in connection with
the latter's tax investigation of the company.

However,

generally frivolous requests are rare.
i

There are signs that public access legislation is
actually proving to be beneficial to the conduct of
government,contrary to the critics'

assumptions.

"The

Privacy Act appears to have started agencies thinking
about whether or not certain systems of records are
really that useful that its worth the bother to keep
them.

We may see that government is requiring less

paperwork,

that there will be fewer files and I think

that this will be of great benefit to the federal govern30
ment."
This has been borne out by experience.
The
official report on the implementation of the Privacy Act
in 1977 stated that far from proving burdensome or
cumbersome,

"most agencies reported no problems in

administering the act."

Furthermore,

"A number of

agencies reported that adherence to Privacy Act standards
of accuracy,

relevance and timeliness has resulted in

simplifying the design of new forms and contributed to
carrying out their substantive mission in a more
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30
effective manner.""

Finally,

"A number of agencies

achieved significant reductions in the amount of personal
31
data they maintain."

The criticism that open government would be time
consuming and expensive has been greatly exaggerated
both in the UK and the USA.

It is inevitable that

there would be some initial costs as top civil servants
became involved in setting guidelines and precedents,

but

low and middle grade officials could soon take over the
processing of routine requests.

It is difficult to

predict the number of public access requests,

but it is

probable that they would concentrate on a small number of
major departments.

It is likely that that far

fewer

requests would be made in the UK than the USA because of
differences of population and political culture.
Frivolous and harassing requests are
few.

likely to be very

Evidence is accummulating that public access

legislation,

far from being a burden on the government,

is likely to help civil servants conduct their duties in
a more effective manner and reduce the amount of paper
work .
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IX.

CONCLUSION - INFORMATION,
DEMOCRACY AND POWER

British governments have opposed public access

legislation

because it will strengthen critics and opposition and,
fore, weaken the government's authority.

there

Governments have

opposed open government laws ostensibly on grounds that it
would be costly,

time-consuming and weaken the notion of

Ministerial responsibility,

but these arguments have been

shown to be largely unjustified.
access legislation,
trouble to seek,

The expenditure on public

on information which someone takes the

is dwarfed by that on government public

relations and information services,

which government utilizes

to show itself in a favourable light.

Much noise is gener

ated on the costs of open government.

As John Moss of the

Congressional FOIA oversight committee pointed out,

"No-one

has calculated the costs incurred through secrecy.To
the extent that public access legislation strengthens
democratic politics,

the spending of a minute proportion of

departmental or central government budgets on public access
legislation should be recognized as a worthwhile investment.

Where secrecy has become embedded in the political system,
as in the UK,

it is clearly difficult to bring about a

fundamental change of attitude and behaviour on the part of
Ministers and civil servants.

Any proposed public access

legislation has to be framed according to acceptable
administrative conventions.

Information can become a tool

of power and influence, and secrecy is an extremely useful
way of giving an advantage to the government.

Consequently,

public access legislation is a very difficult reform to pass
into legislation and then implement effectively.

One of

the reasons is that the UK and other western democracies are
already partially open,

especially to powerful interest

groups that can offer the government tangible resources
(such as investment) or intangible resources

(such as

interest group support of government policy)

in exchange.

Moves towards openness as a principle,

regardless of whether

an individual or group can prove a need to know the information,
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can be rejected as an inconvenient luxury.

There will

always be a tension between the government's traditional
assumed right to secrecy and the people's demand for
information.

It is important to shift the balance

towards the latter in order to increase government
accountability to the public and strengthen democratic
politics.

Itzhak Galnoor expresses the problem thus:

"The problem is

that the sum of information which circul

ates as a result of supply and demand in the political
market does not meet the normative requirement of democracy.
Government,

and especially the executive,

advantage over all other participants.

has a formidable
Moreover,

the

politics of information tends to discriminate against those
who are too weak to mobilize adequate resources
to participate."

in order

2

The skill and resourcefulness of Ministers and civil servants
in preventing the disclosure of inconvenient government
information,

even after the enactment of public access

legislation,

must not be underated.

Accordingly,

public

access legislation must be drafted in a form which gives
civil servants the least possible discretion in deciding
whether particular types of information may be disclosed.
Halperin and Hoffman underline this:
unbridled discretion,
and loosely drawn,

"Where the law sanctifies

or where its standards are ambiguous

officials will feel justified in inter

preting the law in a manner that conforms to their own

3
political or bureaucratic interest."
of practice,
insufficient.

A public access code

advocated by some organizations,
In order to be effective,

is simply

public access

legislation must contain rules which are clear and precise
and which are enforceable by an impartial and external appeal
system backed by legal sanctions.

In such an environment,

it is likely that most civil servants and Ministers will
attempt conscientiously to obey the requirements of the law.

In the UK,

where private members'

privacy bills have been
4
introduced into Parliament since 1961,
progress on both
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privacy and freedom of information issues has been
frustratingly slow,

and successive Conservative and

Labour governments have opposed public access legislation
on anything like the US scale,

a certain fortitude is re

quired to advocate the case for open government.

However,

it is worth knowing that freedom of information was dis-

5
cussed in the US Congress as long ago as 1956
years before the FOIA was passed,

,

some 10

and 18 years before it

was strengthened to become reasonably effective.

Similarly,

the Canadian public access legislation was preceded by
several years of Parliamentary Committee hearings and study
.

.

commissions.

6

Public access legislation is not a panacea for society's
problems.

However,

President James Madison was surely

right in his statement:
ignorance,

"Knowledge will forever govern

and a people who mean to be their own governors

must arm themselves with the power knowledge gives."

It

is time that the traditional secrecy of British government
was changed.

(C) Copyright Stewart H.
1980

Dresner
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