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[ENGLISH TEXT - TEXTE ANGLAIS]

AGREEMENT BETWEEN THE GOVERNMENT OF THE REPUBLIC OF ES-

TONIA AND THE GOVERNMENT OF THE REPUBLIC OF LITHUANIA

ON MUTUAL PROTECTION OF CLASSIFIED INFORMATION

The Government of the Republic of Estonia and the Government of the Republic of

Lithuania (hereinafter referred to as the "Parties"),

Aiming to tight political, military, economical, juridical, scientific and technological

co-operation between the Parties;

Co-ordinating efforts towards NATO;

Realising that resulting co-operation may require exchange of classified information

between the Parties;

Willing to ensure the protection of all classified information;

Have agreed as follows:

Article 1. General Provisions

1. The following terms are defined in the interests of clarity:

Classified information" means any classified item, be it an oral or visual communica-

tion of classified contents or the electrical or electronic transmission of a classified mes-

sage, or be it material which must for the interest of national security be exempted from
disclosure and must enjoy protection against compromise.

Material" includes any item of machinery or equipment or weapons either manufac-

tured or in the process of manufacture or document.

Document" means any recording medium containing classified information, including

but not limited to any letter, note, minute, report, memorandum, signal/message, sketch,
photograph, film, map, chart, notebook, stencil, carbon, typewriter ribbon, diskette etc or

other form of recorded information (e.g. tape recording, magnetic recording, punched card,

tape etc.).

Contractor" means an individual or legal entity possessing the legal capacity to under-

take contracts.

"Classified contract" means a contract, which contains or involves classified informa-
tion.

Competent Authority (CA)/ Designated Security Authority (DSA)" means the govern-

mental authority responsible for security of information in each country.

Originating Party" means the Party initiating the classified information as represented

by CA/DSA.

Recipient Party" means the Party to which the classified information is transmitted or

transferred as represented by CA/DSA.
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2. For the Republic of Lithuania, classified information is marked KONFIDENCIAL-
IAI (CONFIDENTIAL), SLAPTAI (SECRET), VISISKAI SLAPTAI (TOP SECRET).
For the Republic of Estonia, it is marked KONFIDENSIAALNE (CONFIDENTIAL),
SALAJANE (SECRET), TAIESTI SALAJANE (TOP SECRET).

3. The Republic of Estonia will protect Lithuanian classified information KONFI-
DENCIALIAI as Estonian KONFIDENSIAALNE, Lithuanian classified information
SLAPTAI as Estonian SALAJANE and Lithuanian classified information VISISKAI
SLAPTAI as Estonian TAIESTI SALAJANE.

4. The Republic of Lithuania will protect Estonian classified information KON-
FIDENSIAALNE as Lithuanian KONFIDENCIALIAI, Estonian classified information
SALAJANE as Lithuanian SLAPTAI and Estonian classified information TA1ESTI
SALAJANE as Lithuanian VISISKAI SLAPTAI.

5. The level of classification will be changed or revoked by the Recipient Party on re-
quest of the Originating Party. Change or revocation of classification level is to be notified
to the Recipient Party within six weeks from the date of change or revocation of classifica-
tion.

6. All classified information transmitted or transferred before this Agreement enters
into force is to be protected in compliance with its provisions.

Article 2. National Responsibilities

1. The Parties shall undertake within the national law all necessary steps to ensure the
protection of classified information which is to be transferred pursuant to this Agreement
or to which a contractor gains access under a contract involving classified information. On
occasion the Originating Party may ask the Recipient Party to afford protection at a higher
level than the classification indicated.

2. Only authorised individuals can be granted access to classified information. The au-
thorisation shall be granted only to individuals who have been appropriately security
cleared and who have been authorised by the authority of his parent nation to have access
to classified information. No individual is entitled solely by virtue of rank or appointment
or security clearance to have access to classified information. Access to it shall be granted
only to those individuals who require to be acquainted with the information in order to per-
form their duties.

3. The Parties will not release the received classified information to authorities or en-
tities of a third party without prior written approval of DSA , which has assigned a security
classification. Such classified information can be used only for the specified purpose.

Article 3. Classified contracts

1. Should the Party consider concluding a classified contract with a contractor residing
in the territory of the country of the other Party or with contractor of the other Party residing
in the territory of the country of the host Party, an assurance from CA shall be obtained in
advance that the proposed contractor has a security clearance corresponding to the required
classification level and has implemented appropriate security arrangements to ensure the
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protection of the classified information. This assurance also involves the obligation to en-

sure that the security arrangements of the security cleared contractor

correspond to national legislation on protection of classified information and that these

arrangements are supervised by CA.

2. DSA of the contractor is responsible for ensuring that each piece of classified infor-

mation, which has been either released to the contractor of the other Party or generated in

connection with a contract, has been assigned a security classification. By request of DSA

of the contractor, DSA of the other Party shall provide a security requirements list. DSA of

the other Party shall also provide DSA of the contractor with a notification stating that the

contractor has undertaken to observe national legislation on the protection of classified in-

formation. DSA of the other Party shall submit an appropriate notification of the contrac-

tor's obligation to protect classified information to DSA of the contractor.

3. DSA of the contractor shall confirm in writing the receipt of the requested security

requirements list and forward list to the contractor.

4. At all events, DSA of the contractor shall ensure that the contractor will handle the

parts of the contract, which require classification, in the same manner as classified infor-

mation of the country of the contractor in compliance with the classification level fixed in

the security requirements list.

5. Should DSA approve a classified subcontract the paragraphs 2 and 4 of this Article

shall apply accordingly.

6. The Parties will assure that a classified contract is concluded or, eventually, work

on classified parts begins only after the contractor has implemented security measures.

Article 4. Translation, Reproduction and Destruction

1. Documents containing "TOP SECRET" information shall be allowed for translation

and copying only on the written permission of DSA of the Originating Party.

2. All translations and reproductions of classified information shall be made by indi-

viduals with security clearance issued pursuant to Article 2 of this Agreement. Such trans-

lations and reproductions should bear appropriate security classification. The number of

copies of such translations and reproductions shall be limited to that required for official

purposes.

3. Classified documents shall be destroyed by burning, shredding or pulping so as to

prevent reconstruction of classified information contained therein.

4. Classified material shall be destroyed beyond recognition or modified so as to pre-
vent reconstruction of classified information in whole or in part.

5. The "TOP SECRET" documents and material usually shall not be destroyed -- they

shall be returned to the sender after they are recognised as no longer necessary or upon the
expiry of their validity.
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Article 5. Transmission and transfer

1. Classified information is to be transferred from one Party to the other usually by
means of diplomatic or military courier service or through military attach6s. The Receiving
Party shall confirm the receipt of classified information and forward the information to the
recipient in accordance with national legislation concerning the protection of classified in-
formation.

2. DSAs are entitled to approve -- in connection with a specific case, generally or with
some restrictions set up -- transfer of classified information by other means than diplomatic
or military courier channels, provided the use of these courier services would result in in-
adequate complications pertaining to transfer or completion of the contract.

3. In cases described in paragraph 2 of this Article the following requirements are to
be met:

The forwarder is to be authorised access to classified information of an appropriate
classification level;

The Originating Party shall retain a list of classified information being transferred and
a copy of this list shall be provided to the recipient who is to forward it to DSA;

The classified information shall be wrapped and sealed in compliance with regulations
concerning internal transfer;

The hand over of classified information is to be confirmed in writing.

4. If transfer of a large quantity of classified information is required, DSAs shall mu-
tually agree on and approve the means of transportation, the route and security escort for
each such case.

5. Electronic transmission of classified information shall be carried out entirely in en-
crypted form (using cryptographic means and devices).

Article 6. Visits

1. If authorisation for visits should be given to representatives of one Party to visit fa-
cilities and establishments of the other Party, where access to classified information is re-
quired, it shall be limited to official purposes. Authorisations to visit the facilities and
establishments shall be granted only by the respective CA/DSA. Prior to such visits an ap-
proval of CA/DSA of the host country will be required.

2. A visitor's request will include the following information:

Visitor's name and surname, date and place of birth and passport number;

Official status of the visitor together with the name of the establishment, company or
organisation which the visitor represents or to which the visitor belongs;

Certificate indicating the level of security clearance of a visitor;

Purpose of the visit and the assumed date of arrival and departure;

Name and address (if applicable) of the establishment, company or organisation to be
visited.
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Article 7. Breach and Compromise

1. If a violation of regulations on the protection of classified information, which could
result in loss or disclosure or possible loss or disclosure of such information released by the
other Party, cannot be ruled out, is presumed, occurs or if classified information is compro-
mised by any other way, the other Party shall be informed immediately.

2. Violations of regulations dealing with the protection of classified information shall
be detected and prosecution conducted in compliance with legal regulations of the Party
concerned. Results are to be reported to the other Party as soon as possible.

Article 8. Expenses

Costs of the implementation of this Agreement by one Party are not to be covered by
the other Party.

Article 9. Competent Authorities

1. For the purpose of this Agreement, competent authorities of the Parties are:

In the Republic of Estonia:

Bureau of National Security Co-ordinator

Lossi Plats I A

EE-15161 TALLINN

Republic of Estonia;

In the Republic of Lithuania:

Commission for Co-ordinating of Protection of Secrets

Vytenio g. 1, 2600 Vilnius

Republic of Lithuania.

Article 10. Final provisions

1. This Agreement shall enter into force on the day of exchange of notes on complying
with national legal requirements necessary for this Agreement to come into effect.

2. This Agreement is concluded for an unlimited period of time.

3. Any dispute regarding the interpretation or implementation of this Agreement shall
be resolved by negotiations between the Parties.

4. Amendments to this Agreement maybe made by mutual consent of the Parties.

5. Each of the Parties is entitled to terminate the Agreement in writing, observing the
six-month notice period. Despite of the termination of the Agreement, all classified infor-
mation communicated pursuant to this Agreement or generated by the contractor shall con-
tinue to be handled in accordance with the provisions set forth in this Agreement as long as
it is required by its classification allocation.
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6. CAs and/or DSAs may conclude supplemental agreements or arrangements under
this Agreement.

Done at Tartu on May 26, 2000 in two originals in Estonian, Lithuanian and English
language. In case of disputes the English text shall prevail.

For the Government of the Republic of Estonia:

[TOOMAS HENRIK ILVES]

For the Government of the Republic of Lithuania:

[ALGIRDAS SAUDARGAS]
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[ ESTONIAN TEXT TEXTE ESTONIEN ]

EESTI VABARIIGI VALITSUSE

JA

LEEDU VABARIIGI VALITSUSE

SALASTATUD TEABE VASTASTIKUSE KAITSE

KOKKULEPE
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Eesti Vabariigi valitsus ja Leedu Vabariigi valitsus (edaspidi "lepingupooled"),

eesmargiga tugevdada lepingupoolte vahel poliitilist, s6jalist, majandus-, 6igus-, teadus-
ja tehnoloogiakoostb6d;

ithitades NATOga hiiturniseks tehtavaid pingutusi;

m6istes, et tulemuslikuks koost6ks on vaja lepingupooltel vahetada salastatud teavet;

soovides kaitsta salastatud teavet,

leppisid kokku jrgmises.

ARTIKKEL I
CLDS.kTTED

1. Selguse huvides on defineeritud jargmised m6isted.

* "Salastatud teave" tihendab salastatud teavet, mis on edastatud kas suuliselt
v!5i n'ihtavana v~i elektrilisel v6i elektroonilisel tee], v6i materjali, mile
avalikustamist peab riikliku julgeoleku huvides vltima ja mida peab lekke
eest kaitsma.

" "Materjal" tWaendab masina, varustuse v6i relva valmis voi tootmisj~rgus
osist v~i dokumenti.

* "Dokumenf' thhendab judvustatud salastatud teavet, mis vi~ib esineda kirja,
noodi, protokolli, ettekande, memorandumi, leppemargi v6i teate, toodetava
eseme visandi, foto, filmi, kaardi, diagrammi, m~rkmiku, toodetava eseme
§ablooni, kopeerpaberi, kirjutusmasina lindi, disketi v6i muul kujul (nt
lindistus, magnetsalvestis, perfokaart, lint jms).

S"'Lepingupartner" tdhendab Mliusilist v6i juriidilist isikut, kellel on oigus

s6lmida lepingut.
" "Safastatud leping" tAhendab lepingut, mis sisaldab salastatud teavet v6i

mille sisu on sellega seotud.
* "Paidev asutus v6i mfiratud julgeolekuasutus (viimasena nimetatu edaspidi

"julgeolekuasutus") tAhendab valitsusasutust, kes asjaomases riigis vastutab
salastatud teabe kaitse eest.

" "Teavet edastav lepingupool" tAhendab padeva asutuse v6i
julgeolekuasutuse kaudu esindatavat lepingupoolt, kes salastatud teavet
edastab.

* "Teavet vastuv6ttev lepingupool" tdhendab pldeva asutuse v6i
julgeolekuasutuse kaudu esindatavat lepingupoolt, kellele salastatud teave

edastatakse.
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2. Leedu Vabariigi salastatud teabe kandjale tehakse marge "KONFIDENCIALIAI"
(KONFIDENTSIAALNE), "SLAPTAI" (SALAJANE) v~i "VISI KAI SLAPTAI"
(TIESTI SALAJANE). Eesti Vabariigi salastatud teabe kandjale tehakse marge
"KONFIDENTSIAALNE" (CONFIDENTIAL), "SALAJANE" (SECRET) v6i
"TATEST1 SALAJANE" (TOP SECRET).

3. Eesti Vabariik kaitseb Leedu salastatud teavet markega "KONFIDENCIALIA"
samnuti nagu Eesti salastatud teavet rnlikega "KONFIDENTSIAALNE", Leedu
salastatud teavet markega "SLAPTAI" samuti nagu Eesti salastatud teavet m&kega
"SALAJANE" ning Leedu salastatud teavet mrkega "VISISKAI SLAPTAI" samuti
nagu Eesti salastatud teavet mdrkega "T.IESTI SALAJANE".

4. Leedu Vabariik kaitseb Eesbi salastatud teavet mirkega "KONFIDENSLAALNE"
samuti nagu Leedu salastatud teavet m~rkega "KONFIDENCIAL1AI", Eesti
salastatud teavel markega "SALAJANE" sarnuti nagu Leedu salastatud teavet
mirkega "SLAPTA" ning Eesti salastatud teavet mrkega "TAIESTI SALAJANE"
samuti nagu Leedu salastatud teavet markega "VISI KAI SLAPTAI".

5. Teabe vastuv~tnud lepingupool muudab salastatuse taset voi tiihistab selle teabe
edastanud lepingupoole ndudmisel. Salastatuse taseme muutrnisest vai ttihistamisest
peab teabe vastuv~tnud lepingupoolele teatarna salastatuse taserne muutmise v~i
t(ahistarnise kuupaevast arvates kuue nadala jooksul.

6. Enne julgeolekukokkuleppe j~usturnist edastatud salastatud teavet kaitstakse
kokkuleppe n6uete kohaselt.

ARTIKKEL 2
RITKLIK VASTUTUS

1. Lepingupool tiendab oma siseriiklikku 6igust nii, et see kaitseks kokkuleppe alusel
vahetatud salastatud teavel ning teavet. millele lepingupartner pAseb juurde
salastatud teavel sisaldava lepingu a3usel. Vajaduse korral vbib teavet edastanud
lepingupool paluda teabe vastuvbtnud lepingupoolt, et ta kaitseks teabe edastanud
lepingupoole salastatud teavet rangemalt, kui seda eeldab teabekandjale tehtud
salastatuse taseme merge.

2. Juurdep&As salastatud teabe)e vimaJdatakse ainult riigisaladusele juurdepusu6igust
omavale isikule. Juurdepasu~igus antakse isikule, kes on labinud asjakohase
julgeolekukontrolli ja keda on tema asukohamaa volitanud salastatud teabele juurde
plAsema. Kellelegi ei tohi vaimaldada juurdepasu salastatud teabele ainult tema
auastme v6i ametikoha v6i juurdeplAsuloa alusel. Juurdepa, s salastatud teabele
vdimaldatakse ainult sellele isikule, kes vajab teavet oma t~bllesannete taitiniseks.



Volume 2143, 1-3 7392

3. Lepingupool ei tohi saadud salastatud teavet edastada kolmanda poole
ametivaimudele ega asutustele teabe salastanud julgeolekuasutuse ndusolekuta.
Kolmas pool v6ib salastatud teavet kasutada ainult kindlaksm~.ratud eesmargil.

ARTIKKEL 3
SALASTATUD LEPINGUD

I. Lepingupool. kes soovib sdlmida salastatud lepingu teise lepingupoole riigi
territooriumil asuva lepingupartneriga v6i tema oma riigi territooriumil asuva teise
lepingupoole lepingupartneriga, peab saama pideva asutuse kinnituse selle kohta, et
soovitaval lepingupartneril on asjakohane julgeolekuluba ja ta on rakendanud
salastatud teabe kaitseks vajalikud abinbud. Selline kinnitus tihendab ka seda, et
julgeolekukontrolli labinud lepingupartner on v6tnud endale kohustuse rakendada
abin6ud, mis vastavad siseriiklikele salastatud teabe kaitset reguleerivatele
6igusaktidele ja on pddeva asutuse jirelevalve all.

2. Lepingupartneri julgeolekuasutus vastutab selle eest, et salastatud teabe iga seline
osa, mille teine lepingupool on lepingupartnerile andnud v6i mis on loodud seoses
salastatud lepinguga, kannaks kindiaksmiratud salastatuse taseme matrget.
Lepingupartneri julgeolekuasutuse taotluse korral esitab teise lepingupoole
julgeolekuasutus julgeolekunouete loetelu. Samuti edastab teise lepingupoole
julgeolekuasutus lepingupartneri julgeolekuasutusele teatise selle kohta, et
lepingupartner on kohustatud jfrgima siseriiklikke salastatud teabe kaitset
reguleerivaid 6igusakte. Teise lepingupoole julgeolekuasutus esitab lepingupartneri
julgeolekuasutusele asjakohase teatise selle kohta, et lepingupartner on kohustatud
salastatud teavet kaitsma.

3. Lepingupartneri julgeolekuasutus kinnitab taotletud julgeolekun6uete loetelu
kdttesaarmist kirjalikult ja edastab loetelu lepingupartnerile.

4. Lepingupartneri julgeolekuasutus tagab, et lepingupartner kaitseb lepingu salastatust
eeldavaid osi samavgArselt selle riigi, mille kodanik v6i juriidiline isik lepingupartner
on, salastatud teabega ning vastavalt julgeolekun6uete ]oetelus kindlaksmaratud
salastatuse tasemele.

5. Julgeolekuasutuse kinnitatud salajase all-lepingu suhtes kohaldatakse kiesoleva
artikli paragrahve 2 ja 4.

6. Lepingupool tagab, et salastatud leping s6lmitakse ja lepingu salastatud osi hakatakse
rakendama pgrast seda, kui lepingupartner on v6tnud kasutusele julgeolekumeetmed.
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ARTIKKEL 4
TOLKIMINE, PALJUNDAMINE JA HAVITAMINE

I. Dokumenti, mis sisaldab teavet mArkega "TAdESTI SALAJANE", tohib tW1kida ja
paijundada ainult teabe edastanud lepingupoole julgeolekuasutuse kirjalikul loal.

2. Salastatud teavet tohib tdlkidaja paijundada isik, kellel on selle kokkuleppe artiklis 2
kirjeldatud juurdepiasuluba. Sellisele tOlkele v6i koopiale tehakse merge salastatuse
taseme kohta. Koopia v~i t6lke eksemplaride arv madxratakse kindlaks, li.htudes
tWol1esarnete tAitmiseks vajalikust kogusest.

3. Salastatud dokumente hdvitatakse p6letamise, purustarnise v~i paberimassiks
muutmise teel sel viisil, et selles sisalduvat salastatud teavet ei oleks v6imalik
taastada.

4. Salastatud materjale hivitatakse tundmatuseni v6i muudetakse sel viisil, et salastatud
teavet ei oleks v~imalik tiielikult v6i osaliseit taasada.

5. Dokumenti v6i materjali m.rkega "TVIESTI SALAJANE" tavaliselt ci havitata. Kui
selline dokument v~i mateial ei ole enam vajalik v3i kui selle salastamistihtaeg on
m66dunud, tagastatakse see saatjale

ARTIKKEL 5
EDASTAMINE

1. Salastatud teavet edastatakse Qhelt lepingupoolelt teisele tavaliselt diplomaatilise v6i
sojalise kullerteenistuse v~i s~javaeata§ee kaudu. Teavet vastuv~ttev lepingupool
peab kirmnitama salastatud teabe kdttesaamist ja saatma teabe selle adressaadile
siseriiklike salastatud teabe kaitset reguleerivate &igusaktide kohaselt.

2. Eeldusel, et diplornaatilise v)i sdjalise kullerteenistuse kasutamine v~ib p6hjustada
teabe edastarnisel voi lepingu taitmisel asjakohatuid takistusi, on julgeolekuasutusel
erijuhul 6igus kas piiranguid seades v6i tavalises korras kokku leppida salastatud
teabe edastamises nimetatud kullerteenuse kanaleid kasutamata.

3. Kaesoleva artikli paragrahvis 2 nimetatud juhul tuleb taita jargmisi n~udeid:
" teabe khittetoimetajal peab olema vahemalt asjakohase salastatuse tasemega

teabele juurdepSAsu 6igus;
" salastatud teabe edastanud lepingupool sfiitab edastatud teabe Joetelu ning esitab

selle koopia teabe vastuv~tjale, kes toimetab selle edasi teabe vastuv6tnud
lepingupoole julgeolekuasutusele;

" salastatud teave pakitakse ja pitseeritakse nimetatud teabe riigisisest edastamist
reguleerivate 6igusaktide kohaselt;

" salastatud teabe tWleandmist kinnitatakse kirjalikult;
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" suure hulga salastatud teabe edastarnise korral lepivad julgeolekuasutused
kasutatava s~iduvahendi, marsruudi ja julgeoleku saatemeeskonna suhtes iga
juhtuni puhul eraldi kokku;

" elektroonilisel tee) edastatakse salastatud teavet t/ielikult krtipteeritud vormis,
kasuiades kraipteerimisvahendeid ja -varustust.

ARTIKKEL 6
VISIIT

1. Teise lepingupoole esindajal lubatakse kWlastada lepingupoole ehitisi ja asutusi, kus
on vaja salastatud teabele juurdep&Mu6igust, ainult ametiilesannete taitmiseks.
Ehitise vbi asutuse visiidiloa annab ainult vastuv6tva riigi padev asutus voi
julgeolekuasutus. Sellise visiidi tegemiseks on vaja saada vastuv6tva riigi p~deva
asutuse vdi julgeolekuasutuse n6usolek.

2. Visiiditaotlus peab sisaldarna:
" killastaja perekonna- ja eesnime, stnnikohtaja -kuupgteva ing passinumbrit;
" kilastaja arnetikohta ning selle asutuse, ettev6tte vii orgaisatsioori niime, mida

kfnlastaja esindab v6i kuhu ta kuulub;
" kinnitust kilastaja juurdep Asuloa taserne kohta;
• visiidi eesmgrgi selgitust rling oletatavat saabumis- ja lahkumisaega;
" kalastatava asutuse. ettevtte v~i organisatsiooni rime fing aadressi selle

olemasolu korral.

ARTIKKEL 7
JULGEOLEKUNOUETE RIKKUMINE JA TEABELEKE

I. Kui ei ole vilfistatud salastatud teabe kaitse niuete rikkumine, mille tagajlijel voib
teiselt lepingupoolelt saadud teave kaduda v6i tulla avalikuks v6i tekib selleks
v~iimalus; kui nimetatud n~udeid on juba rikutud vii kui salastatud teave on Iekkinud
monel muul viisil, siis teavitatakse teist lepingupoolt juhtunust viivitamatult.

2. Salastatud teabe kaitse n6uete rikkumise asjaolud selgitatakse vAlja ning sofidlascd
v6etakse asjaomase lepingupoole oigusaktide kohaselt vastutusele.
Uurimistulemustest teavitatakse teist lepingupoolt esimesel v6imalusel.

ARTIKKEL 8
KULUTUSED

Lepingupool ei kata neid kulusid, mida teine lepingupool on teinud selle kokkuleppe
rakendamiseks.
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ARTIKKEL 9
PADEVAD ASUTUSED

1. Selles kokkuleppes on lepingupoole pidevad asutused:

Eesti Vabariigis:
Koordinatsioonidirektori bilroo
Lossi plats I A
EE-15161 TALLINN
Eesti Vabariik

Leedu Vabariigis:
Saladuste kaitse koordineerimise komisjon
Vytenio g. 1, 2600 Vilnius
Leedu Vabariik.

ARTIKKEL 10
LOPPSATITED

1. Kokkulepe jbustub pieval, mil vahetatakse selle kokkuleppe j5ustumiseks vajalike
siseriiklike 6igusprotseduuride tAitmist kinnitavad noodid.

2. Kokkulepe j3b kehtima piiramata ajaks.
3. Kokkuleppe rakendamise voi tOlgendamisega seotud erimeelsused lahendatakse

lepingupooltevaheliste libirdffkimiste teel.
4. Kokkulepet v¢ib muuta lepingupoolte vastastikusel kokkuleppel.
5. Lepingupool v6ib kokkuleppe I6petada, teatades sellest kirjalikult kuus kuud ette.

Olenemata kokkuleppe 16ppemisest kaitstakse kokkuleppe kehtimise ajal edastatud
vai loodud salastatud teavet kokkuleppe n6uete kohaselt selle teabe salastamistAhtaja
16ppemiseni.

6. Pidevad asunised v~i julgeolekuasutused v6ivad selle kokkuleppe alusel sblmida
lisakokkuleppeid.

Koostatud 26. mail 2000 Tartus kahes v6rdv.arses eksemplaris eesti-, leedu- ja inglise
keeles. Erimeelsuste korral v6etakse aluseks ingliskeelne tekst.

Eesti Vabariigi valitsuse nimel Leedu Vabariigi valitsuse nimel
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[LITHUANIAN TEXT - TEXTE LITUANIEN]

ESTIJOS RESPUBLIKOS VYRIAUSYBIS

IR

LIETUVOS RESPUBLIKOS VYRIAUSYBILS

SUTARTIS

DIL ABIPUStS ISLAPTINTOS INFORMACIJOS APSAUGOS

Estijos Respublikos Vyriausybe ir Lietuvos Respublikos Vyriausybe (toliau

vadinamos kalimis),

siekdamos stiprinti aliu, politini., karini_, ekonomin., juridini, mokslinj ir

technologinj bendradarbiavim4;

koordinuodamos savo pastangas siekiant narystes NATO;

suprasdamos, kad toks bendradarbiavimas gali pareikalauti abipusio keitimosi

islaptinta informacija;

noredarnos u-tikrinti islaptintos informacijos apsauga,

s u s it a r
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1 straipsnis

Bendrosios nuostatos

1. Del aigkumo pateikiami terminq apibreimai:

Islaptinta informacija - visa islaptinta mediaga, nesvarbu, ar ji iodinE, vizuali,

perduodama elekctrinemis ar elektroninemis informacijos perdavimo priemonemis, arba

materiali med~iaga. kuri del nacionaliniq saugumo interes4 negali bfiti atskleista ir turi

bfiti patikimai saugoma.

Terminas ,.Mediaga" apima bet kokiq pagamintq ax garnybos procese esantia

technika6 iranga ar ginklus bei dokumentus.

Dokumentas - bet kokiomis priemonemis ulfiksuota informacija, turinti slaptos

informacijos, iskaitant, tatiau nesiribojant vien tik laigkais, ub-daais, protokolais,

ataskaitomis, memorandumais, signaliniais pranegimais. eskizais, nuotraukornis,

fotojuostomis. 2emelapiais, schemomis, urati4 knygelemis, trafaretais, kalkemis,

ra-orntti, maineili4 juostelenmis, kompiuteritj laikmenomis ir pan. ar kita forma ira~yta

informacija (pvz.. magnelofoniniai, magnetiniai jratai, perforacines korteles, juostos ir t.t.)

Sutarties dalyvis - fizinis ar juridinis asmuo, turintis teisq sudaryti sutartis.

Islaptinta sutartis - sutartis, kurioje yra islaptintos informacijos, arba sutartis,

susijusi su tokia informacija.

Kompetentinga institucija (KI)/Paskirtoji saugumo institucija (PSI) -

vyriausybes institucija, atsakinga ul savo galies islaptintos informacijos apsauga,

lnformacijq parengusi galis - KI/PSI atstovaujamna, jslaptintq informacija

parengusi alis.

Informacijq gaunanti galis - KI/PSI atstovaujama galis, kuriai siuniiama arba

perduodama jslaptinta informacija.

2. Lietuvos Respublikoje islaptinta informacija 2ymima: KONFIDENCIALIAI

(CONFIDENTIAL), SLAPTAI (SECRET), VISISKAI SLAPTAI (TOP SECRET).

Estijos Respublikoje islaptinta informacija nymima: KONFIDENSIAALNE

(CONFIDENTIAL), SALAJANE (SECRET), TAIESTI SALAJANE (TOP SECRET).

3. Estijos Respublika Lietuvos Respublikos islaptintq informacija, pa~ymesa

KONFIDENCIALIAI, saugos kaip Estijos Respublikos islaptint4 informacijak ,ymim

KONFIDENSIAALNE, Lietuvos Respublikos islaptint, informacija, pa~ymetq SLAPTAI,

- kaip Estijos Respublikos islaptintq informacij., 2ymimq SALAJANE, ir Lietuvos
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Respublikos islaptint4 informacijz, pa~ymet, VISI KAI SLAPTAI, - kaip Estijos

Respublikos islaptintq informacia 2ymim, TAIESTI SALAJANE.

4. Lietuvos Respublika Estijos Respublikos islaptintq informacija pa2yrnet,

KONFIDENSIAALNE, saugos kaip Lietuvos Respublikos islaptintq informacija,, -ymima,

KONFIDENCIALIAI, Estijos Respublikos islaptintq informacija, pa.ymetq SALAJANE,

- kaip Lietuvos Respublikos islaptintq informacija, ymirn SLAPTAI, ir Estijos

Respublikos islaptint4 informacijo, pa~ymetq TAIESTI SALAJANE, - kaip Lietuvos

Respublikos islaptinta informacija, ymima, VISISKAI SLAPTAI.

5. Islaptint4 informacij4 parengusios Salies praymu islaptint informacija gaunanti

Salis pakeis ar panaikins informacijos klasifikacinq kategorij,. Apie islaptinimo

Idasifikacijos kategorijos pakeitima, ar panaikinim, informacija, gaunan~iai Saliai

prane§ana per ge~ias savaites nuo islaptinimo klasifikacines kategorijos pakeitimo ar

panaikmimo datos.

6. Iki isigalios i Sutartis, visa siuniama ar perduodama islaptinta informacija

saugoma laikantis ios Sutarties nuostatq.

2 straipsnis

galiq nacionaliniai isipareigojimai

1. Vadovaudamnosi nacionaline teise, alys isipareigoja imtis visq reikiamu,

veiksmq, kad bA apsaugota pagal §ia, Sutartj perduodama islaptinta iriformacija arba su

kuria susipa2inti teis gauna Sutarties dalyvis remiantis sutartimi, susijusia su islaptinta

informacija. Prireikus islaptinta informacij, parengusi alis gali pragyti jslaptinta

informacijaL gaunantia alj suteikti gautai informacijai aukttesnq nei nurodyta islaptinimo

klasifikacinq kategorija.

2. Susipa~inti su islaptinta informacija gali tik toki leidim, turintys asmenys.

Leidimas susipalinti su islaptinta informacija iduodamas tik tiems asmenims, kuriq

patikimurno statusq nustatyta tvarka yra patikrinusios ir kurierns leidimq susipalinti su

islaptinta informacija yra i~davusios tikrinamo asmens Wa/ies kompetentingos institucijos.

Ne vienam asmeniui teise naudotis islaptinta informacija nesuteikiama del jo rango,

einamq pareigq ar turimo patikimumo statuso. Teise naudotis islaptinta informacija gali

b~ti suteikta tik tiems asmenims, kuriems ji reikalinga jt pareigoms atlikti.
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3. alys neperduos gautos islaptintos informacijos tretiosios §alies institucijoms ar

subjektams be iankstinio PSI, kuri suteike informacijos slaptumo klasifikacinq kategorija,

ra~ti~ko sutikimo. Tokia islaptinta informacija gali bati naudojama tik nurodytam tikslui.

3 straipsnis

Islaptintos sutartys

1. Jeigu alis rengiasi sudaryti su islaptinta informacija susijusi, sutartj su sutarties

dalyviu, reziduojaniu kitos alies valstybes teritorijoje, arba su kitos talies sutarties

dalyviu, reziduojandiu priimandiosios ;alies valstybes teritorijoje, prieg tai ji turi gauti tos

kitos galies KI garantijz, kad basimas sutarties dalyvis turi saugumo tarnybos i§duotq

patikimnumo statusE, atitinkanti reikalaujamq informacijos islaptinimo klasifikacinq

kategorija, ir kad jis yra jvykdqs atitinkamus saugumo susitarimus dl islaptintos

informacijos apsaugos utikrinimo. Pateikiamoje garantijoje, be kita ko, turi bflti

laiduojama, kad saugumo tarnybos patikrinto sutarties dalyvio susitarimai del apsaugos

atitinka valstybcs nacionalinius istatymus. reglamentuojandius islaptintos informacijos

apsaug, ir kad giuos susitarimus kontroliuoja KI.

2. PSI, atsakinga ul sutarties dalyvj, turi utikrinti, kad visai islaptintai

informacijai, perduotai kitos alies sutarties dalyviui arba parengtai vykdant sutarti bantt

suteikta klasifikacine kategorija. PSI, atsakingos u sutarties dalyvt pragymu kitos alies

PSI pateikia pastarajai islaptintos informacijos saugumo reikalavinq sqraka Kitos Salies

PSI taip pat pateikia PSI, atsakingai ul sutarties dalyvi, pranedima, kuriame teigiama, kad

sutarties dalyvis isipareigoja laikytis nacionaliniq istatymi, reglamentuojan ,ii islaptintos

informacijos apsauga. Kitos alies PSI pateikia atitinkama, prane~imq sutarties dalyvio PSI

apie jo isipareigojima. saugoti islaptinta informacij,.

3. Sutarties dalyvio PSI ragti~kai patvirtina apie pragytq saugumo reikalavimq

sqao gavimq ir 9i sgrak siunia sutarties dalyviui.

4. Sutarties dalyvio PSI turi visais atvejais garantuoti, kad sutarties dalyvis su

slaptai saugotina sutarties med.iagos dalimi elgsis taip kaip su jo valstybes islaptinta

informacija, vadovaudamasis kvalifikacine kategorija, nustatyta saugumo reikalavimn

sqaa.e.

5. Tuo atveju, jei PSI patvirtintt islaptint2, subrangos sutartj, atitinkamai taikomos

io straipsoio 2 ir 4 dalys.
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6. alys urtikrins, kad jslaptinta sutatis bus sudaryta arba kad darbas, numatytas

islaptintose sutarties dalyse, bus pradetas tik po to. kai sutarties dalyvis igyvendins

saugurno priemones.

4 straipsnis

Dokumentq vertimas, kopijavimas ir naikinimas

1. Dokumentus, kuriuose yra infomiacijos, pa2yrnetos ,,VISIKAI SLAPTAI",

leidfiama versti ir kopijuoti tik gavus informacijo, parengusios Salies PSI ragtitka leidimaL.

2. Visa islaptintg infornacijq ver ia ir dokumentus kopijuoja asmenys, kuriq

patikimumo statusas atitinka ios Sutarties 2 straipsnio reikalavimus. Sie vertimai ir

dokumentil kopijos ±ymimi atitinkamomis slaptumo klasifikacinemis kategorijomis.

Vertimq ir dokumenm kopijq daroma tiek, kiek jq reikia oficialiems tikslams.

3. tslaptinti dokumentai naikinami juos sudeginant, supjaustant ar susmulkinami

taip, kad atkurti juose buvusios islaptintos informiacijos bfrq neimanoma.

4. Islaptinta medliaga sunaikinama neatpalistamai arba modifikuojama taip, kad

nebFjt4 galima rekonstruoti nei jos visos, nei atskinjjos daliq.

5. Paprastai dokumentai ir medliaga, pa2ymcti ,,VISISKAI SLAPTAI",

nenaikinami, bet grk±inatni siuntejui po to, kai pripa~istama, kad jie nereikalingi arba

pasibaigqsji galiojimo laikas.

5 straipsnis

Islaptintos informacijos siuntimas ir perdavimas

1. Paprastai islaptinta informacija i§ vienos Salies i ktj perduodama per

diplomatines ar karines kurjerit tarnybas arba per gynybos atak. Islaptintg informacija

gaunanti Salis patvirtina islaptintos informacijos gavimo fakt, ir, laikydanasi nacionalinit

islaptintos inforinacijos apsaugos istatymi,, perduoda j, gavejui.

2. Paskirtosios saugumo institucijos turi teisq konkrediu atveju, bendrai ar su

nustatytais apribojimais igduoti leidimq islaptintq informacija perduoti kitu bfidu, ne

diplomatiniq ar kariniq kurjeritq kanalais, jeigu §i,4 kujeriq naudojimas sukels nepagristti

problemb susijusiq su sutarties perdavimu ar ivykdymu.
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3. io straipsnio 2 dalyje nurodytais atvejais bftina laikytis gi4 reikalavimt.:

1) informacijos siuntejui suteikiama ieise naudotis atitinkamos klasifikacines

kategorijos islaptinta informacija;

2) informacija parengusi alis turi savo istaigoje pasilikti itsiuntiamos islaptintos

informacijos saa o viena §io srao egzemplioriq iteikti gavejui. kad is Ji perduotq

PSI;

3) islaptinta informacija supakuojama bei uantspauduojarna pagal reikalavimus

perduoti §alies viduje;

4) islaptintos informacijos iteikirnas patvirtinamas ratu.

4. Jeigu reikia perduoti dideli islaptintos informacijos kieki, kiekvienu konkreiu

atveju Paskirtosios saugumo institucijos turi abipusiai suderinti bei patvirtinti transporto

priemones, gabenimo margrutus ir apsaugos palydq.

5. Islaptinta informacija elektroninemis priernontmis perduodama tik lisi~kai

u~gifruota (naudojant tarn kriptografijos pniemones ir itaisus).

6 straipsnis

Vizitai

1. Jeigu vienos alies atstovams reikent suteikti teis; lankytis kitos Salies istaigose

ar saugyklose, kai jq apsilankymas yra susijqs su galimybe gauti islaptintq informacija,

tokia teise turf bati suteikta tik oficialiais tikslais. Teisq apsilankyti giose istaigose ir

saugykiose gali suteikti tik atitinkamos KI/PSI. ie vizitai gali vykti gavus ,alies, i kurios

teritorija vykstama, KI/PSI sutikim,.

2. Lankytojo prayme nurodoma §i informacija:

1) lankytojo vardas, pavarde, gimimo data ir vieta, paso numeris;

2) lankytojo oficialus statusas, kartu nurodomas saugyklos, imones ar

organizacijos, kuriai lankytojas atstovauja ar priklauso, pavadinimas;

3) pa±myejimas, kuriame nurodytas lankytojo patikimurno statusas;

4) vizito tikslas ir nurnatoma atvyklimo bei i vykimo data;

5) saugyklos, jniones ar organizacijos, kurioje bus lankomasi, pavadinimas ir

adresas aei reikia).
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7 straipsnis

Paieidimas ir kompromisas

1. Jeigu islaptintos informacijos apsaugos taisykliq pateidimas, kuris gali lemti

kitos alies perduotos islaptintos informacijos praradimq ar atskleidimE, arba galim jos

praradimq ar atskleidimE, yra neitvengiamas, esant prielaidai, kad ji gali bati ar yra

atskleista arba praradus islaptintq informacija, vienu ar kitu bfidu, apie tai b~tina nedelsiant
pranefti kitai , aliai,

2. tslaptintos informacijos apsaugos taisyklitq pateidimq nustatymq ir tyrima,

atlieka vadovaudanasi nacionaliniais teises aktais su tuo susijusi Salis. Tyrimo rezultatai

kaip galima greitiau turi bati pranea mi kitai aliai.

8 straipsnis

Mllaidos

Vienos alies itlaidx, susijusiq su -ios Sutarties igyvendinimu, kita Salis neturi

kompensuoti.

9 straipsnis

Kompetentingos institucijos

ios Sutarties tikslais ali kompetentingos institucijos yra gios:

1) Estijos Respublikoje:

Nacionalinio saugumo koordinatoriaus biuras

(Bureau of National Security Co-ordinator)

Lossi Plats IA

EE-15161 Tallinn

Estijos Respublika;

2) Lietuvos Respublikoje:

Lietuvos Respublikos paslaptiq apsaugos koordinavimo komisija

(Commission for Secrets Protection Co-ordination)

Vytenio g. 1

LT-2600 Vilnius

Lietuvos Respublika.
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10 straipsnis

Baigiamosios nuostatos

1. i Sutartis isigalioja tq diena, kai Salys pasikei~ia nolomis apie vidaus teises

reikalavimq, bfitinub kad §i Sutartis jsigaliotq, jvykdym,.

2. Si Sutartis sudaroma neapibrettam laikotarpiui.

3. Visus nesutarimus del §ios Sutarties aigkinimo ar vykdymo Salys sprencltia

derybomis.

4. Sios Sutarties pakeitimai gali bfiti daromi alit abipusiu sutikimu.

5. Kiekviena it ;alixl turi teisq nutraukti ki2 Sutarti apie tai prie- tetis m~nesius

pranetdama ra~tu. Nepaisant gios Sutarties nutraukimo, visa pagal §iq Sutarti perduota arba

sutarties dalyvio parengta islaptinta informacija, vadovaujantis ios Sutarties nuostatomis,

laikoma islaptinta tol, kol to reikalauja jai suteikta jslaptinimo klasifikacine kategorija.

6. KI ir (ar) PSI gali sudaryti papildom,4 sutar:iq ar susitarimq remiantis gia

Sutartimi.

SUDARYTA ......................................................... dviem egzemplioriais est4,

lietuvix, ir anghl kalbomis, kuriq kiekvienas turi vienoda teisine, galias. Itkilus nesutarim4,

pirmenybe teikiama tekstui anglq kalba.

ESTIJOS RESPUBLIKOS LIETUVOS RESPUBLIKOS

VYRIAUSYBCS VARDU VYRIAUSYBtS VARDU
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[TRANSLATION - TRADUCTION]

ACCORD ENTRE LE GOUVERNEMENT DE LA REPUBLIQUE DESTONIE
ET LE GOUVERNEMENT DE LA REPUBLIQUE DE LITUANIE RELAT-
IF A LA PROTECTION MUTUELLE DES INFORMATIONS CLASSI-
FIEES

Le Gouvernement de la R6publique d'Estonie et le Gouvernement de la R~publique de
Lituanie (ci-aprbs d6nomms les "Parties"),

Souhaitant renforcer la coopdration politique, militaire, 6conomique, juridique, scien-
tifique et technologique entre les Parties ;

Coordonnant les efforts en direction de I'OTAN

Prenant note que la coopdration peut exiger l'change d'infornations classifides entre
les Parties ;

Voulant assurer la protection des informations classifies

Sont convenus de ce qui suit :

Article 1. Dispositions gen~rales

1. Aux fins du present Accord les expressions :

Infonation classifi~e" signifie toute piece classifi~e, qu'elle soit orale ou visuelle,
qu'elle ait &6 transmise par des moyens 6lectriques ou 6lectroniques qui ne peut tre di-
vulgude dans 1'intr t de la s6curit6 nationale et qui b6ndficie d'une protection contre com-
promis.

Matibre classifi~e" s'entend de tout objet, machinerie ou 6quipement ou annes manu-
facturds ou en cours de fabrication ou document.

Document classifi6" s'entend de tout support dans lequel figurent des informations
classifi6es y coinpris mais non excIusivement des lettres, des notes, des minutes, des rap-
ports, des memoranda, des signaux. des messages, des croquis, des photos, des films, des
cartes, des tableaux, des carnets, des stencils, des carbones, des nibans de machine A 6crire,
des disquettes etc. ou toute autre fone d'infonnation enregistre.

Contractant" s'entend d'une personne physique ou morale ayant la capacit6 l6gale ou
juridique de signer des contrats.

Contrat classifi6" ddsigne tout contrat qui prdvoit des dispositions pour lutilisation
d'informations classifides.

Autorit6 comp6tente" (CA), Autorit6 ddsignde pour la sdcurit6 (DSA) signifie toute au-
torit6 gouvemementale responsable de la sdcurit6 de linformation dans chacun des pays.

Partie d'origine" s'entend de la Partie doOi provient linformation classifi6e (telle que
repr6sentde par CA/DSA).

Partie qui rei:oit" signifie Partie A laquelle l'information classifide est transmise ou
transfrde (telle que reprdsentde par CA/DSA).
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2. Pour la R~publique de Lituanie, linformation classifi6e est d6sign6e par KONFI-
DENCIALIAI (CONFIDENTIEL), SLAPTAI (SECRET), VISISKAI SLAPTAI (ULTRA
CONFIDENTIEL). Pour la Rpublique d'Estonie, l'information classifi~e est d~sign~e par
KONFIDENSIAALNE (CONFIDENTIEL), SALAJANE (SECRET), TAIESTI SALA-
JANE (ULTRA CONFIDENTIEL).

3. La R6publique d'Estonie prot~gera linformation lituanienne classifi~e KONFIDEN-
CIALIAI comme linformation estonienne KONFIDENSIAALNE, linformation lituani-
enne classifi6e SLAPTAI comme

linformation estonienne SALAJANE et l'information lituanienne classifi~e VISISKAI
SLAPTAI comme linformation estonienne TAIESTI SALAJANE.

4. La R~publique de Lituanie prot~gera linformation classifi~e estonienne KON-
FIDENSIAALNE comme l'information lituanienne KONFIDENCIALIAI, linformation
estonienne SALAJANE telle que l'information lituanienne SLAPTAI et linformation es-
tonienne classifi~e TAIESTI SLAJANE telle que linformation lituanienne VISISKAI
SLAPTAI.

5. Le niveau de classification sera modifi6 ou r~voqu6 par la Partie qui reqoit d la de-
mande de la partie d'origine. La modification ou la revocation de la classification doit tre
notifi~e At la Partie qui reqoit dans un d~lai de six semaine a partir de la date de la modifi-
cation ou de la revocation de la classification.

6. Toutes les informations classifi~es transmises ou transferees avant le present Accord
n'entre en vigueur seront protegees conform~ment i ses dispositions.

Article 2. Les responsabilit~s nationales

1. Les Parties doivent prendre dans le cadre de leur 16gislation nationale toutes les
mesures ncessaires pour assurer la protection des informations classifi~es qui doit &tre
transmise, conformment au present Accord et i laquelle un mandataire a accbs selon les
termes d'un contrat portant sur des informations classifi~es. Dans certaines occasions, la
Partie d'origine peut demander a la Partie qui reqoit d'accorder i l'information un niveau de
protection plus 6lev6 que celui indiqu6.

2. Seules les personnes autoris~es peuvent avoir accbs aux informations classifi~es.
L'autorisation n'est accord~e qu'aux personnes ayant subi un examen de scurit6 et qui a &6
autoris~e par les autorit~s de son pays i avoir acces t des informations classifi~es. L'accbs
nest accord6 qu'aux personnes qui ont besoin de ces informations pour executer leurs tfich-
es officielles.

3. Les Parties ne peuvent pas communiquer les informations classifides aux autorit~s
ou i des organisations d'une tierce partie sans l'approbation 6crite du DSA qui a fix6 une
classification de s6curit6. De telles informations classifi6es ne peuvent &tre utilis~es que
pour des buts sp~cifiques.

Article 3. Contrats class i~fs

1. La Partie qui a l'intention de conclure un contrat relatif i des informations classifi~es
avec un mandataire qui reside sur le territoire de lautre Partie contractante ou avec un man-
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dataire de l'autre Partie qui r6side sur le territoire doit obtenir du CA la garantie que le man-
dataire proposd r~pond aux crit~res de s~curit: correspondant au niveau de classification et
a mis en oeuvre les mesures de scurit6 appropri~es pour assurer la protection de linforma-
tion classifi6e. Cette garantie comporte l'obligation de s'assurer que les mesures de s~curit6
concernant le mandataire correspondent A la legislation nationale relative A la protection de
linformation classifi~e et que ces mesures sont supervisdes par le CA.

2. II incombe aux autorit~s d~sign~es pour la s6curit6 (DSA) du mandataire de s'assurer
que toutes les pieces classifi~es qui ont 6t6 remises au mandataire de I'autre Partie dans le
cadre dun contrat sont classifi~es du point de vue de la sgcurit6. A la demande de I'autorit6
(DSA) du mandataire, I'autorit6 de I'autre Partie doit fournir une liste des mesures de scu-
rit6. L'autorit6 de lautre Partie doit informer l'autorit6 du mandataire que ce dernier s'en-
gage A observer les dispositions de la Ikgislation nationale sur la protection des
infornations classifi6es. L'autorit6 de l'autre Partie doit transmettre une notification appro-
pride de l'obligation du mandataire de prot~ger l'information classifie de l'autorite du man-
dataire

3. Les autorit~s comptentes de la Partie destinataire accusent par 6crit rception de
cette liste qu'elle remet au destinataire.

4. Les autorit~s comp6tentes de la Partie destinataire s'assurent que le mandataire traite
les pi&ces classifi~es de l'autre Partie contractante comme s'il s'agissait de pieces classifi~es
de son propre 6tat confonnment A leur classification et confonnment au niveau de clas-
sification fix6 sur la liste.

5. Si le DSA approuve un contrat classifi6, les paragraphes 2 et 4 du present article
s'appliquent en consequence.

6. Les Parties contractantes s'assurent que les contrats concernant les informations
classifi&s ne soient conclus et que le travail concernant les Parties de ces contrats qui exi-
gent des mesures de protection ne commence tant que le mandataire n'a pas pris les dispo-
sitions n~cessaires en temps utile pour assurer leur secret.

Article 4. Traduction, reproduction et destruction

1. Les documents portant la mention "ULTRA CONFIDENTIEL" ne peuvent tre tra-
duits ou copies qu'avec la permission 6crite du DSA de la Partie d'origine.

2. Les traductions et les reproductions des informations classifi~es ne peuvent &tre ef-
fectu~es que par les personnes qui ont obtenu des garanties de s~curit6 confonrnment lar-
ticle 2 du present Accord. Les traductions et les reproductions doivent &tre revtues de la
classification de scurit6 appropri~e. Le nombre de copies de ces traductions et de ces re-
productions doit etre limit6 au nombre officiel requis.

3. Les documents classifies doivent tre d~truits par incineration, broyage ou mis au
pilon afin de pr~venir la reconstitution des informations classifi~es qui y figurent.

4. Le materiel classifi6 doit 6tre d~truit totalement afin de pr6venir la reconstitution en
totalit6 ou en partie des informations qui y figurent.
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5. Les documents "ULTRA CONFIDENTIELS" ne doivent pas 6tre detruits mais tre
retourns A ceux qui lont expedies s'ils ne sont plus necessaires ou l'expiration de leur va-
lidit6.

Article 5. Transfert d'informations classij&s

1) Les informations classifiees sont remises par l'une des Parties contractantes par
courrier diplomatique ou militaire. Les autorites comp6tentes accusent reception des infor-
mations classifides et les remettent au destinataire conformdment A leur reglementation na-
tionale relative A la protection des informations classifides.

2) Les autorites competentes peuvent convenir dans certains cas, de mani~re gen~rale
ou dans certaines conditions, que les infonnations classifi6es peuvent tre transmises con-
fonnement aux dispositions du paragraphe 3 par des voies autres que les courriers diplo-
matiques ou militaires dans la mesure ou l'acheminement par ce moyens pourrait poser des
difficultes excessives pour le transport.

3) Dans les cas vises au paragraphe 2 du present article
Le transporteur doit tre habilit6 avoir acces aux informations classifiees dans une

cat~gorie de classification comparable ;
L'organe qui envoie les infonnations doit conserver une liste des informations trans-

mises et cette liste doit tre remise au destinataire afin qu'il la transmette aux autorites com-
pdtentes;

Les informations classifiees doivent tre emballkes conformment aux conditions pre-
scrites pour l'envoi des informations nationales ;

La remise des informations classifiees se fait contre un accuse de reception

Le transporteur doit tre muni dune piece d'identit de courrier 6tablie par I'autorit6 de
la securit6 compdtente de Iagence d'o6 proviennent les informations ou qui les regoivent.

4) Pour le transport d'informations classifiees dont le volume est important, les au-
torites competentes determinent les conditions et l'itineraire du transport ainsi que les
mesures de protection pour son accompagnement.

5. La transmission 6lectronique des informations classifiees doit tre entierement
codde (par lutilisation d'une machine A coder).

Article 6. Visites

1) L'autorisation de visites ne peut tre accordde qu'aux representants d'une Partie qui
doivent avoir acc~s pour des raisons officielles A des informations classifi6es stockees dans
des 6tablissements et les installations de lautre Partie. L'autorisation de visiter ces installa-
tions ne peuvent tre accordees que par les CA/DSA respectifs des deux Parties. Avant la
visite, l'approbation du CA/DSA du pays h6te est necessaire.

2) La demande de visite doit inclure les informations suivantes

Le nom du visiteur, son prenom, le lieu et sa date de naissance et le numero de son
passeport ;
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Statut officiel du visiteur ainsi que le nom de l'6tablissement, la compagnie et lorgan-
isation que le visiteur repr6sente ;

Certificat indiquant le niveau de garantie de s(curit6 du visiteur;

But de la visite et date de l'arriv6e et du d6part ;

Nom et adresse de l'6tablissement, compagnie et organisation A visiter.

Article 7. lnfraction atlx r?,glementsconcernant laprotection
des in/brmations classifites

1) Si la divulgation non sanctionn6e d'informations classifi6es contrairement aux re-
glements nest pas A exclure mais est pr6sum6e ou constat6e, elle doit tre signal6e imm6-
diatement A l'autre Partie contractante.

2) Les infractions aux r~glements concernant la protection des informations classifi6es
font l'objet d'enqu&tes conform6ment A la 16gislation nationale de la Partie concern6e. Les
r6sultats doivent tre communiqu6s I l'autre Partie le plus t6t possible.

Article 8. Cofits

Les coots encourus par l'une des Parties contractantes pour appliquer les mesures de
scurit6 ne sont pas rernbours6s par lautre Partie contractante.

Article 9. Les autorits compktentes

1. Pour la mise en oeuvre du pr6sent Accord, les autorit6s comp6tentes sont:

Pour la R~publique d'Estonie :

Bureau du coordonnateur pour la scurit6

Lossi Plats IA

EE-15161 Tallinn

Republique d'Estonie

Pour la R6publique de Lituanie

Commission pour la coordination de la protection des secrets

Vytenio g., 1,2600 Vilnius

R6publique de Lituanie

Article 10. Dispositions finales

1) Le present Accord entre en vigueur A la date de '6change de notes indiquant que les
proc6dures 16gales n6cessaires A cette fin ont 6t6 accomplies.

2) Le pr6sent Accord et conclu pour une p~riode ind6finie.

3) Tout diffrrend r6sultant de l'interpr6tation ou de l'application du pr6sent Accord est
r6solu A l'amiable apr~s consultations entre les Parties.
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4) Les amendements au present Accord sont effectu6s avec le consentement mutuel
des Parties ;

5) Chacune des Parties peut d~noncer l'accord par 6crit avec un pr~avis de six mois. En
cas de d~nonciation, les informations classifi~es remises ou envoy~es par le mandataire
d'un contrat sur la base du pr6sent Accord continuent de s'appliquer conformment au para-
graphe I de l'article 2 aussi longtemps que stipul par le marquage.

6) Les autorit~s comp~tentes peuvent conclure des accords supplkmentaires ou effec-
tuer des arrangements conformes au present Accord.

Fait d Tartu le 26 mai 2000 en deux textes originaux en estonien, lituanien et anglais;
en cas de divergence d'interpr~tation, le texte anglais prevaudra.

Pour le Gouvemement de la R~publique d'Estonie

[TOOMAS HENRIK ILVES]

Pour le Gouvernement de la R~publique de Lituanie:

[ALGIRDAS SAUDARGAS]


