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[ ENGLISH TEXT — TEXTE ANGLAIS]

AGREEMENT BETWEEN THE GOVERNMENT OF THE UNITED
KINGDOM OF GREAT BRITAIN AND NORTHERN IRELAND AND THE
GOVERNMENT OF THE RUSSIAN FEDERATION ON THE
ORGANISATION OF THE DIRECT ENCRYPTED COMMUNICATIONS
SYSTEM BETWEEN THE UNITED KINGDOM OF GREAT BRITAIN
AND NORTHERN IRELAND AND THE RUSSIAN FEDERATION

The Government of the United Kingdom of Great Britain and Northern Ireland and
the Government of the Russian Federation, hereinafter referred to as the Parties,
seeking the further development of Russo-UK relations, and considering their
mutual interest in the creation and development of technical capabilities for
confidential contacts at the highest level, have agreed the following:

ARTICLE 1

The Parties shall set up a direct encrypted communications system between the
Russian Federation and the United Kingdom of Great Britain and Northern Ireland
(hereinafter referred to as the encrypted communications system), which will be a
complex of technologically interconnected equipment and communications
channels and will be designed to guarantee the encrypted communications of the
highest leadership of both states in crisis situations as well as in ordinary
circumstances.

ARTICLE 2

The composition and quantity both of the technical equipment and of the
communications channels between the Russian Federation and the United Kingdom
of Great Britain and Northern Ireland included in the encrypted communications
system will be determined by the volumes and types of information required for
transmission.

In order to guarantee the appropriate level of reliability in the encrypted

communications system, the communications channels will take geographically
diverse routes.

ARTICLE 3

1. The competent bodies responsible for implementing this Agreement
(hereinafter referred to as the competent bodies) are:

from the Russian Federation - the Federal'naya Sluzhba Okhrany (Federal
Protective Service) of the Russian Federation;

from the United Kingdom of Great Britain and Northermn Ireland - the
Information and Communications Service of the Prime Minister's Office.
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The Parties shall immediately inform each other via diplomatic channels of any
change to their competent bodies.

2.  The competent bodies shall jointly:

define the configuration and technical parameters of the communications
channels, and also the specific types of equipment and encryption devices to
be used;

guarantee technical maintenance, uninterrupted operation and security of the
encrypted communications system;

draw up recommendations and rules for the running of the encrypted
communications system and examine and resolve questions relating to the
introduction of changes to its configuration and mode of operation.

ARTICLE 4

The Parties' competent bodies shall ensure that meetings are held between technical
experts to resolve questions relating to the setting up, operation and improving of
the encrypted communications system. The times and locations of such meetings
shall be determined by agreement between the Parties' competent bodies.

ARTICLE 5

In accordance with its national law, each Party shall bear the expenses for the
setting up, operation and improving of the encrypted communications system on its
own national territory. The cost of any possible leasing of communications
channels situated outside the territory of the Russian Federation and the territory of
the United Kingdom of Great Britain and Northern Ireland will be paid for by the
Parties equally.

The Parties may reach an agreement about some other arrangement for paying for
the setting up, operation and improving of the encrypted communications system.
The detailed division of the expenses shall be determined by agreement between
the Parties’ competent bodies.

The carrying out of activity within the framework of this Agreement shall be
dependent on the availability of funds allocated for these purposes.
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ARTICLE 6

The construction, operational maintenance and repair of installations required for
the secure and reliable operation of the encrypted communications system in the
Russian Federation shall be carried out using man-power and resources of the
Russian Party, and in the United Kingdom of Great Britain and Northern Ireland,
using man-power and resources of the UK Party.

Each of the Parties shall take appropriate measures to ensure the uninterrupted
operation of the encrypted communications system on its own territory. In the
event of disruption of the operation of the encrypted communications system owing
to a fault in it beyond the national borders of the Parties, the Parties shall take
measures to restore its operation in accordance with procedures established by the
International Telecommunications Union.

ARTICLE 7

1. The concepts used in protecting classified information within the framework
of this Agreement have the following meaning:

"classified information" is information that, regardless of how it is presented,
is protected in accordance with statutory and other normative legal acts of
each Party, is transmitted (received) in a manner laid down by each of the
Parties, the unauthorised dissemination of which may harm the security
and/or interests of the Russian Federation and/or the United Kingdom of
Great Britain and Northern Ireland;

"classified information media" are material objects, including physical fields,
in which classified information is represented in the form of characters,
images, signals, technical solutions and processes;

"classification marking" is an essential detail, written on the medium itself
and/or in accompanying documentation, indicating the classification level of
the information contained on the medium;

"classified information clearance" is the procedure for registering the right of
individuals to access classified information, and the right of competent
bodies to carry out work using such information;

"access to classified information” is an individual's exposure, authorised in
accordance with a Party's national law, to classified information, said
individual having the appropriate clearance for such information;

"competent body for the protection of classified information" is a body that is
authorised in accordance with statutory and other normative legal acts of the
Party to transmit, receive, store, protect and use classified information and
that is responsible for its protection.
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2.  The classification levels and their corresponding classification markings are
as follows:

Russian Federation United Kingdom of Great Britain
and Northern Ireland

COBEpHICHHO CEKPETHO Top Secret

CexperHo Secret

3. A decision regarding the transmission of classified information will be taken
by a Party in each individual instance in accordance with statutory and other
normative legal acts of that Party.

The delivery of classified information media from one Party to the other Party will
take place via diplomatic channels, in accordance with international treaties in
force between the Parties. The appropriate competent body for the protection of
classified information will confirm receipt of the classified information media.
With the agreement of the competent bodies, other methods may be used for the
delivery of classified information media.

4.  The Parties shall immediately inform each other via diplomatic channels of
any change to their competent bodies for the protection of classified information.

5.  All classified information media received shall be clearly marked by the
competent body for the protection of classified information with the corresponding
level of classification in accordance with this article.

This obligation extends to classified information media formed in the course of co-
operation between the Parties or obtained as a result of translation, copying or
replication.

In relation to all such classified information media, the level of classification
marked shall correspond to the classification marking of the classified information
received.

6.  Each Party's handling of classified information media, their registration and
storage will be done in accordance with the requirements in force in relation to
classified information of that Party.

7.  Classified information media will be returned or destroyed with the written
permission of the competent body for the protection of classified information of the
Party that sent them.

The destruction of classified information media shall be documented, and the
destruction process must exclude the possibility of the classified information being
reproduced or restored.
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The competent body for the protection of classified information of the Party that
sent the classified mfonnatlon media shall be informed in writing of their
destruction.

8.  The classification markings of any classified information media received may
only be changed with the written permission of the competent body for the
protection of classified information of the Party that sent them.

The competent body for the protection of classified information of the Party that
sent the classified information media shall inform the competent body for the
protection of classified information of the other Party in wntmg of any change to
the classification marking of the media sent.

The classification level of classified information produced in the course of
cooperation between the Parties shall be determined, changed or removed by
mutual agreement between their competent bodies for the protection of classified
information.

9.  Each Party will guarantee protection of classified information received from
the other Party that is required for the setting up, operation and improving of the
encrypted communications system, in accordance with its national law, and will
take the same measures for the protection of the classified information as those
taken in relation to its own classified information. .

The competent body for the protection of classified information of the other Party
shall be informed immediately of any violation of the requirements for the
protection of classified information discovered by a Party's competent body for the
protection of classified information that has led or may lead to its unauthorised
dissemination.

The competent body for the protection of classified information of the Party in
whose state the violation occurred shall carry out an investigation and take all the
appropriate measures in accordance with statutory and other normative legal acts of
that state.

The Parties' competent bodies for the protection of classified information shall
inform each other of the results of the investigation and the measures taken.

10. The Parties shall not grant access to classified information transmitted by the
other Party to a third party and they shall use classified information exclusively for
the purposes stipulated at the time of transmission. Access to classified information -
shall only be granted to individuals who have the appropriate clearance including
those who are directly involved in guaranteeing operation of the encrypted -
communications system's encryption equipment.

11. Questions arising between the Parties relating to the resolution of disputes
and compensation for damage done to one of the Parties as a result of unauthorised
dissemination of classified information shall be settled by means of negotiations
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and consultations between the Parties' competent bodies for the protection of
classified information.

ARTICLE 8

From the date that this Agreement comes into force the following agreements will
cease to be valid: the Agreement between the Government of the Union of Soviet
Socialist Republics and the Government of the United Kingdom of Great Britain
and Northern Ireland concerning the establishment of a direct communications link
between the Kremlin and the residence of the Prime Minister of the United
Kingdom in London of 25th August 1967'; the Agreement between the
Government of the Union of Soviet Socialist Republics and the Government of the
United Kingdom of Great Britain and Northern Ireland on the improvement to the
direct communications link between the Kremlin and the residence of the Prime
Minister of the United Kingdom in London of 31st March 1987% and the
Agreement between the Government of the Russian Federation and the
Government of the United Kingdom of Great Britain and Northern Ireland on the
establishment of direct secure telephone links between the Kremlin in Moscow and
10 Downing Street in London of 9th November 1992,

ARTICLE 9

Every two years the Parties shall develop a technical modernisation programme for
the encrypted communications system. The refitting and technological
improvement of the encrypted communications system shall take place every five
years.

ARTICLE 10

This Agreement shall enter into force from the date on which it is signed by the
Parties and shall be terminated six months from the date of receipt by one of the
Parties of written notification from the other Party of its intention to terminate this
Agreement.

In the event of termination of this Agreement, in respect of classified information
the measures for its protection provided for in Article 7 of this Agreement will
continue to be applied until the classification marking is removed in the prescribed
manner.

Changes and additions to this Agreement may be made with the Parties' mutual
written consent.

! Treaty Series No. 091 (1967) Cmnd 3462
2 Treaty Series No. 034 (1987) Cm 190
3 Treaty Series No. 012 (1993) Cm 2223



1-48447

Done at London on the fifteenth day of February, 2011, in two copies, each in
Russian and English, both texts having equal force. ‘

On behalf of the Government of the On behalf of the Government of
United Kingdom of Great Britain the Russian Federation:

and Northern Ireland:

WILLIAM HAGUE SERGEY LAVROV
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[ RUSSIAN TEXT — TEXTE RUSSE |

COITrTAIIEHHUE

mexxay IlpaBurenscTBom Poccuiickoii Penepanuu H
HpaBaTeabCcTBOM
Coeannennoro Koponercrsa Bennkoopuranun n CepepHoi
Hpaaugun
00 opraHH3anyuy cucTreMbl NpaMoi MuGpoBaHHOH CBA3ZN MEXKIY
Poccuiickoii @®enepannueii 1 Coequnenabim Kopoaescreom
Bennko6puranun u Cesepnoii Hpiranann

INpaBurenscTBo Poccuiickoii ®eneparun u IIpaBHTEIBCTBO
Coenunennoro KoposnesctBa BennkoGputanuu u CeBepHoii Mpnanauy,
UMeHyeMble B JanpHelmem CtopoHamy,

CTPEMSCh K Pa3BUTHIO POCCHUICKO-OpPUTAHCKUX OTHOIIEHMIA,

YUIUTBIBasi B3aMMHYIO 3aMHTEPECOBAaHHOCTh B CO3JaHHH U
Pa3BUTHH TEXHHYECKHX BO3MOXHOCTEH U1 KOH(HACHIHMAIBHBIX
KOHTAKTOB Ha BBICIIIEM YPOBHE,

COTTIaCHIINCh O HHKECIIeAYIOIIIEM:
Cratbsa 1

CTOpOHEBI CO3MAaI0T CUCTEMY NMPAMOil NIM(PPOBaHHON CBA3H MEXIY
Poccutickoii  ®enepammeii u  CoemuHeHHslM  KoponescTBom
BemukoOpuranuun u  CeBepHoit Hpnanaum (mamee - cucrema
mMUGPPOBaHHO!  CBSI3W), MNPEACTABIAIONIyI0  COOOH  KOMILIEKC
TEXHOJIOTHYECKHU CONPSIKEHHBIX TEXHUYECKHX CPEJICTB M KaHAJIOB CBA3HU
U TIpeTHa3HAuYeHHYIO JUI obecreueHns IUQPOBAHHON CBA3BIO BBICIIETO
PYKOBOJACTBa 000X rOCyIapcTB KaK B OOBIYHBIX YCJIOBHSX, TaK M IIPH

tIpe3BI:I‘IaI‘/’IHBIX cuTyauusix.

10
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Cratpa 2

CocTaB M KOJNIMYECTBO TEXHWYECKHX CPEICTB, a TAKKe KaHAJIOB
CBA3M ‘Me>1<11y Poccuiickoit  ®enepaimeit u  CoeluHEHHBIM
Koponescteom BemukoOpurannu u CeBepHoit Mipnanauy, BXOAAIIUX B
CHUCTEMY WIH(POBAHHON CBA3H, ONPENENIAIOTCS OO0BEMaMH M BHUAAMH
uHOpMaIHK, HeOOXOIMMOM IS IIepeIayH.

Jns  ofecrieyeHWss  HauieXxalledl  HaJeXXHOCTH  CHCTEMBI
mMU(pPOBaHHOM CBA3M KaHAIBl CBA3M MPOXOMAT IO reorpaduyuecku

Pa3HEeCEeHHBIM TpaccaM.
Crartpg 3

1. KoMmeTeHTHBIME OpraHaMHy, OTBETCTBEHHBIMH 3a pealln3alluio
HacTosero CoryanieHus (gajiee - KOMIIETEHTHBIE OpTaHbl), SBIIAIOTCS:

or Poccuiickoii ®enepanyu - DenmepanbHas ciyxkba OXpaHBI
Poccutiickoii Penepanny;

ot Coemunennoro KoponeBctBa Benuxobputannmm u CeBepHOH
Wpnaugun - Ciyx6a wadopmanum u ces3u Kanuemsipuu IIpembep-
MHHHCTpA.

CTropoHBI HE3aMEeIUIMTENIbHO yBEIOMISIOT JpYyr Jpyra IO
JOUIJIOMATHYECKHAM KaHajlaM O JII0OOM M3MEHEHHH CBOMX KOMIIETEHTHBIX
OpraHoB.

2. KomrieTeHTHbIE OpraHbl COBMECTHO:

OTIpeIeNAIOT KOHQUTYpaLlUIoO U TEXHUYECKUE IIapaMeTphl KaHAJIOB
CBS3M, a TaKkXKe IMOIeXKAIIE HWCIONb30BAHUIO KOHKDPETHBIE THIIBI
anmaparypsl mudpoBaHust 1 060pyAOBaHNS;

00ecreunBalOT TEXHHYECKOe OOCIy)XuBaHue, OecriepeboiiHyio

11
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paboTy u 6€30IMacHOCTh CHCTEMBI MMM POBAHHOM CBA3Y;
pa3pabaTHIBAIOT pPEKOMEHJallMd W MpaBuila JKCILTyaTalllu

CHCTEMBI MHA(POBAHHON CBS3H, PACCMATPHUBAIOT U PEINAOT BOIPOCHL,

CBA3aHHBIE C BHECEHMEM H3MEHEHHH B €€ KOH(QUIypallHi0O M DPeXHM

paboTEI.
Cratbs 4

KommnerentHsle opradsl CTOpPOH 00ecnednBaloT IPOBEACHHUE
BCTpeY TEXHMYECKHX KCIIEPTOB IS PELICHHs BOIPOCOB, CBSI3aHHBIX C
co3llaHWeM, OKCIUTyaTalldeili M  COBEPUICHCTBOBAHMEM  CHCTEMBI
mudpoBaHHOH CBA3M. MecTo M CpPOKM IPOBEIEHHS TaKHUX BCTped
ONIPEACIAIOTCS KOMITETEHTHBIMHU opraHamu CropoH 1o

JOTOBOPCHHOCTH.

Crtatbs 5

Kaxmas CtopoHa B COOTBETCTBHH C 3aKOHOJATEILCTBOM CBOErO
rocyaapctBa Oeper Ha ce0s pacXOAbl IO CO3JaHMIO, SKCIUIyaTallH H
COBEpLICHCTBOBAHHUIO CHCTEMbI LIM(POBAHHOH CBA3M Ha TEPPUTOPUH
cBoero rocyaapctba. OmiaTy CTOMMOCTH BO3MOXHOM apeHJibl KaHaJloB
CBSA3M, TMPOXOMAIIMX 3a IpeaenamMu Teppuropur Poccuiickoii
Denepanuu u TEPPUTOPUH CoeauHeHHOro Koponesctsa
BenukoOputannu u CeBepHodt Mpnanguu, CTOPOHBI OCYIUECTBISIOT
TIOPOBHY.

CTOpOHBI MOTYT IOrOBOPHUTBECS O ' JPYroM IIOpSAAKE HECEHHs
pacxoJOB IO CO3/JAHHIO, SKCIUTyaTalldH M COBEPLICHCTBOBAHHUIO

CHUCTeMBI II(PPOBAHHON CBSA3H.

12
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l,[[e’l‘&l.]'[]‘:HOC pacnpencicHue pacxonos onpeaeaeTcsa o
AOTOBOPCHHOCTH KOMIIETCHTHBIX OPraHOB CTOpOH.
OCYl[ICCTBHeHI/Ie AeATCIABHOCTH B paMKax HacTOAIICTO

CornanieHus 3aBHCHT OT HAJINYKA CPEJCTB, BBIACIAEMbIX Ha 9TH LN,
Cratps 6

CTpOHTENECTBO, SKCIUTyaTALIMOHHOE OOCIYy)XHMBaHHE M PEMOHT
HeoOXomuMBIX Ui obecriedeHus 6e30IacHOM M HaJEXXHON pabOTHI
CHUCTeMBbl IHU(GPOBAHHON CBA3M COOPYXKCHHM, DPACHOIOXKEHHBIX Ha
teppuropun Poccuiickoii ®enepanuu, OCYILIECTBISIOTCS CHJIAMH H
cpeactamu Poccuiickoii CtopoHbl, a Ha Tepputopun COeIMHEHHOro
KoponescrBa Benukobpuranun u Ceseprodi HMpnanaum - cuiamu u
cpenctsamu bputanckoit CTOpoHBI.

Kaxnas u3 CTOpoH NIpUHIMAET COOTBETCTBYIOLIUE MEPHI C IEBIO
obecrieueHus GecriepeGoitHO# paGOTHI CHCTEMBI IIU(POBAaHHOM CBI3U HA
TEPPUTOPUM CBOET0 TrocymapcTBa. B ciydae HapymeHuss pabOThI
CHCTEeMBbI IH(POBaHHOH CBA3HM H3-32 €¢ HEHCIIPAaBHOCTH 3a IPEJENIaMHU
rocyaapcTBeHHbIX rpanun Poccuiickoit ®@enepanyu u CoeTMHEHHOTO
KoponesctBa BenukoOputanuu u CeBepHodt Hpnanmuum  CTOpOHBI
NPUHMMAIOT MEPHI 110 BOCCTAHOBJICHHIO €¢ paboThl B COOTBETCTBHH C
IIpolEeAypaMH, yYCTaHOBIIEHHBIMH MesxxyHapOIHBIM COI030M

3JIEKTPOCBA3H.
Cratbsa 7

1. TepMmuHBI, HCHONB3yEeMBIE IIPH OCYIIECTBICHHHM 3aIlUTHI

ceKpeTHo# HH(OpMAaNKK B paMKax HacTosuero CorialueHus, 03Ha4aioT

clemyroniee:

13
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"cekpeTHas MHGpoOpMauus" - CBEIEHUS, HE3aBHCUMO OT (DOPMEI
Ipe/iCTaBlieHHs, 3alHIIaeMble B COOTBETCTBHH C 3aKOHOJATEILHBIMH H
UHBIMH HOPMAaTHBHBIMH TPaBOBBIMH akTaMH rocygapcts CTOpoOH,
nepegaHHpie (MONMyYeHHBIE) B TMOPSAAKE, YCTAHOBICHHOM KaXIOH H3
CropoH, HeCaHKIIHOHHPOBAHHOE pPAaclPOCTPaHEHHE KOTOPBIX MOXET
HaHecTH ymep® OesomacHocTH W (unm) wuHTepecaM Poccuiickoit
®enepaumu u (wnn) Coepunennoro KoponescTBa BenukoOpHTaHMU M
Cesepnoii Upnanauu;

"HOCHTEJIHN CEKPETHOM HH(pOpMauu" - MaTepHaIbHbIE OOBEKTEL, B
TOM YHCle (U3MYeCKHe INOoJiA, B KOTOPHIX CEeKpeTHas HHQopMaImsa
HaXOIUT CBOe OTOOpakeHHMe B BUJE CHMBOJIOB, 00pa3oB, CHIHAJIOB,
TEXHHYECKHUX PEIICHHI U IPOLECCOB;

"rpud CeKpeTHOCTH" - PEKBHU3UT, NPOCTABIIAEMBII Ha CaMOM
HOcHTeNle W (HMIHM) B CONPOBOAWTENBHOH [OKYMEHTAallMM Ha HETO,
CBUIETEIBCTBYIOLIIMI O  CTENEeHHM  CEKPEeTHOCTH  CBEJAEHUH,
coJiepKallliXCs B X HOCHUTEIIE;

"IOMMyCK K CEKPEeTHOH nnd}dpmaunn" - Tmporenaypa opopMICHHUS
npaBa (GU3MUIECKOro JIMLA Ha JOCTYTI K CEKPETHOH MH(OpMaIuH U IIpaBa
KOMIIETEHTHBIX OpPraHOB Ha IIpPOBEJleHHE DPabGOT C HCIIONB30BaHHUEM
CeKpeTHO nHpopMalmy;

"NOCTYNl K cekpeTHOHW WH(popMalMH" - CaHKIMOHHUPOBAHHOE B
COOTBETCTBHHM C  3aKOHOAATENbCTBOM  rocynapcrsa  CTOpOHBI
O3HAaKOMJIEHHE C CeKpeTHO# uH(opManueil d¢usndeckoro JwIa,
HMMEIOIIETO COOTBETCTBYIOUIMIA JOITYCK K TaKOH HH(pOpMaLUH;

"KOMITETEHTHBI OpraH IO 3alluTe CeKpeTHOH HHGpopmauuu" -
OpraH, YTOJHOMOYCHHBI B COOTBETCTBHU C 3aKOHOAATCILHBIMH H
HWHBIMH HOPMAaTHBHBIMH MPAaBOBBIMH aKTaMU rocynapctsa CTOPOHEI

nepeaanarb, HNOJy4aTh, XpaHUTh, 3alIUIIATh, UCIIOJb30BATh CCKPETHYIO

14
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HHGOPMALIHMIO U HECTH OTBETCTBEHHOCTb 32 €€ 3allMTY.
2.CTemeH: CEKPETHOCTH ¥ COOTBETCTBYIOLIME MM IpPHQEBI
CEKPETHOCTH

COIMOCTaBJIAIOTCS CIACAYIOIIUM 06p330M:

Poccuiickas @enepanys CoenuHeHHOE
KoponescTBo
BenukoOpuTaHuu u
CesepHoii
Hpnannun
"CoBepIeHHO CeKpeTHO" "Top Secret"
"CexpeTHO" "Secret".

3. Pemienne 0 mepemave CeKpeTHOM WHQoOpManuy NPHHUMAETCS
CropoHO#I B KaXZOM OTHAEIBHOM CIlyda¢ B COOTBETCTBHH C
3aKOHOHATCNbHBIMM M HHBIMM HOPMATHBHBIMHM IIPABOBBIMH aKTaMH
rocynapctia 3Toi CTOpOHBI.

Ilepenaya HocuTened cekpeTHoH HHGOpPMALMU M3 rOCYAapCTBa
onHo#i CTOpOHBI B rocyAapcTBo Apyroi CTOPOHBI OCYIIECTBIAECTCH IO
JUIUIOMAaTHYeCKMM KaHallaM B COOTBETCTBHHM C MEXIYyHapOIHBIMH
norosopaMud CtopoH. COOTBETCTBYIOIIMI KOMIIETEHTHBIM OpraH IIo
3all[Te CEKPETHOH MH(pOpMAIMK MOATBEPXKIAET MOIyUYECHHE HOCHTENIEH
cekpeTHo# nHbopMmauuu. [To cornacoBaHnIo KOMIIETEHTHRIX OPraHOB 10
3aIIUTe CEKPETHON HHGOPMAIMU MOTYT HCIIONB30BaThCsl HHbIE CIIOCOOB!
epe/iauy HOCUTeNe! CeKpeTHOH NHGOPMALHH.

4. CTOpOHBI He3aMeIJIUTENbHO YBEIOMIIAIOT Jpyr Jpyra Io
JUIUIOMAaTHYeCKUM KaHajaM ©O Ha3HA4Y€HWW H U3MEHEHHH CBOHX
KOMIIETEHTHBIX OPTaHOB 110 3aIIUTE CEKPETHOH HHPOPMALMH.

5.Ha Bcex mNOJydeHHBIX HOCHTEJIX CeKpeTHOH uHpopManuu

15
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KOMITETCHTHBIi opraH 1O  3alquTe CEKpPeTHOH  HHQOpManuu
JIOTIONIHATENIBHO IIPOCTABISAET WITAaMII O COMNOCTABUMOCTH TI'PHU(OB
CEKPETHOCTH B COOTBETCTBHH C HACTOSAIIECH CTaTheH.

OO6s3aHHOCTh MNPOCTAaBJICHHS I[ITAMIOB O COMOCTaBUMOCTH .
rpudOoB CEKPETHOCTH pPAacIpOCTpaHsIeTcss Ha HOCHTENIH CEKpeTHOH
uH(popMaIy, oOpa3oBaBIINeECs B rpoliecce coTpyanuydecTBa CTOpOH, a
TaKKe TIONy4yaeMble B pe3yJbTaTe IepeBoJa, KOMHUPOBAHHS MM
THPKUPOBaHUSA CEKPETHOH MHGOPMALIHH.

CreneHb CEKpEeTHOCTH BCeX IOJy4EHHBIX HOCHTENeH CEKpeTHOH
MHQOpPMaLlMM  [OJDKHAa  COOTBETCTBOBaTh TIpH(Y  CEKPETHOCTH
NepelaHHON CeKpeTHOM HH(POpMaLHH.

6. O6paiienne ¢ HOCUTEIAME CEeKpeTHOH MH(pOpMaIuy, X y4eT U
XpaHEeHHE OCYUIECTBISIOTCS B COOTBETCTBHH C TpeOOBaHUIMH,
NEeUCTBYIOIIMMH B OTHOLIEHWHM CEKPETHONW WH(OpMAaruu TrocyAapcTBa
sToif CTOPOHBI.

7.Hocutenu cekpeTHOH HH(pOpMANUH BO3BPALLAIOTCA  HIIH
YHUYTOXAIOTCA O NHUCEMEHHOMY Pa3peIlleHHI0 KOMIIETEHTHOIO OpraHa
10 3aluTe cexpeTHo! nHpopmanuu CTOpPOHBI, HX IepelaBLICH.

YHHUUTOXEeHHE HOcHUTeNei CEKpEeTHOI uHbOpMaIU
JOKYMEHTHUpYETCS, IpH OTOM TMpOLECC YHHYTOXKCHHS JOJDKEH
HCKIIOYaTh BO3MOXKHOCTb BOCIIPOM3BEICHHMS M  BOCCTaHOBJIEHHS
CeKpeTHOH HHpOpMAaLHK.

O0 yHMYTOXKEHWH HOCHUTeNell CEeKpeTHOW MHbOopMaluH B
[IUCBMEHHOM (opMe yBeIOMIISICTCS KOMIIETEHTHBIH OpraH IO 3alluTe
cekpetHoii nHpopMaunu CTOPOHBI, UX NepeaBIIeH.

8.I'pudbl CEeKpeTHOCTH TIOJYYE€HHBIX HOCHTENECH CEKpEeTHOM
HHPOPMAIIMH MOTYT H3MEHATHCS TOJBKO 0 MAUCEMEHHOMY Pa3pellCHUI0

KOMIICTCHTHOI'O OpraHa IO 3alluTe CereTHOﬁ HHCbOpMaIH’IH CTOpOHBI,
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UX TepelaBIleH.

O6 wu3MeHeHuUH rpuda CEKPETHOCTH HOCUTENIEH CEKpeTHOM
nH(OpMAaIH KOMIIETEHTHBIN OpraH I10 3alllUTe CEKPeTHOH HHPOpMAaIH
CropoHBI, WX TmiepefaBllel, B MHCEMEHHOH (QopMe yBeIOMIAET
KOMIIETEHTHEIH OpraH MO 3allluTe CEeKpeTHOW HHpopManuu Ipyroi
CTOpOHBHI.

Crenenp  cekpeTHocTH  oOpasoBaBLIeWCs B Ipoliecce
corpyaHuyecTBa CTOpPOH CEKpeTHOH HMH(QOpMalM OIpelelsaeTcs,
U3MEHSETCd MM CHHUMaeTcss 10 B3aMMHOMY COINIACHIO  HX
KOMITETeHTHBIX OPTraHoB I10 3aU[UTe CEKPETHOH HHGOpMAaIHH.

9.Kaxnas CtopoHa rapaHTHpyeT 3alllUTy MOJy4YEHHOH OT ApYyroi
CTOpOHBI CeKpeTHOM HH(pOpPManuy, HEOOXONMMOH Ui CO3JaHus,
9KCIUTyaTallid U COBEPIIEHCTBOBAaHUS CHCTEMBI IIH(POBaHHOH CBSA3H, B
COOTBETCTBUHU C 3aKOHOJATEILCTBOM CBOErO rocyJapcTBa M NMPHHHMAET
TaKkHe K€ Mephl 3alUThl CEKpeTHOH HHQOpManMH, KOTOpHIE
IIPUHHAMAIOTCS B OTHOIIEHHH COOCTBEHHO! CeKpeTHOH HHGbOPMAaLHH.

O6 yCTaHOBJIEHHOM KOMIICTEHTHBIM OPraHOM IO 3alluTe
cekpeTHON HH(popMaruu oxHoii CTOpOHB! HapyllleHUH TpeGOBaHMH IO
3allfUTe CEeKpeTHOH WH(pOpMaIMK, KOTOpOE IPUBENO HWIM MOXET
IpPUBECTH K €€  HECaHKUHOHUPOBaHHOMY  pPacCIpOCTPaHEHHIO,
He3aMeJJINTEIbHO U3BEIIaeTCd KOMIIETCHTHBIM OpraH II0 3aliuTe
cekpeTHoI nHpopmauuu Apyroit CTOpOHEL.

KoMmmieTeHTHBI oOpraH MO 3alUTe CEKpeTHOH MHGbOpMalHH
CTopoHBI, B TOCYAapCTBE KOTOPOH MPOM3OILIO HapyLIEHHE, IPOBOJUT
pa3bupaTeNbCTBO M IPHHUMAET BCe HaJAJIeXKall[ie MEPhl B COOTBETCTBHHA
C 3aKOHOJATENbHBEIMM M WHBIMH HOPMATHUBHBIMU IIPaBOBBIMH aKTaMHM
3TOro rocyAapcTBa.

KomMrieTeHTHBIE OpraHsl IO 3alldTe CEKpPeTHOH HHpoOpManuu
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CTopoH yBEOOMIISIOT OPyr Opyra O pe3yibTarax pa3bupaTeibCcTBa U
MPUHSATHIX Mepax.

10.CTopoHBl HEe MNpeNOCTaBIAIOT JOCTyl K  CEKPeTHOH
uHpopManuy, nepenaBaeMoit npyroit CTOpPOHOH, TpeTbell CTOPOHE M
MOJIB3YIOTCS €10 MCKIIOUYHUTEIBHO B MPEAYCMOTPEHHBIX TIPH €€ Iepeiaye
nemsix. Jloctym K cekpeTHOH HMHQOpManUU IPEeNOCTaBIAETCS TOJIBKO
JIUIAaM, HMEIOIMM COOTBETCTBYIONMI JOMYyCK M HENOCPEACTBEHHO
y4acTBYOIIMM B obecredeHHH pabOTHl anmapaTypbl MHGPOBaHMS
CUCTEMBI UTH(POBAHHON CBS3H.

11. Bo3nukaromme Mexay CTopoHaMH BOIPOCHI, CBA3aHHBIE c
pa3peleHHeM CIIOpOB U BO3MELICHHEM yluepOa, MPHYHHEHHOIO OHON
u3 CTopoH B pe3yinbTaTe HECAHKIMOHHMPOBAHHOIO PaCIpOCTpaHEHHS
CeKpeTHOH  HHGpOpMalyH, pelarTCs nyTéM IIEPEeroBOPoB  H
KOHCYJIbTalliii ~KOMIIETEHTHBIX OpPraHOB IO samuTe CEeKpEeTHOM

uHpopmaunu CTOpoH.
Cratps 8

C nmarel BeTymienus B cwiy Hacrosmero CornameHus B
oTtHomeHusax Mexnay Poccuiickoii ®enepauueit u CoeluHEHHBIM
KoponesctBom Benukobpuranun u CesepHoit Mpnanauu mpekpamaoT
neiicteoBats Cornamenne Mexay IlpasutenscrBoM Coroza CoBeTCKHX
Coumanuctuyeckux PecmyGmuk u IlpaButensctBom CoeldHEHHOIO
KoponesctBa BenukoGputanun u  CeBepHoit  Mpnamaum 06
YCTAaHOBJICHHH JIMHUH TIPSIMOi CBsi3M Mexnay Kpemiem m pesuieHuuen
IMpembep-munuctpa CoenunenHoro Koponesctsa B Jlomnone ot 25
aBrycra 1967 r., Cornamenne wmexay IIpaBurenscTBom Corosza

Cosercknx Coumanuctuueckux Pecrmy6iauk u  IlpaBuUTenscTBOM
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Coenunennoro Koponescrsa Bennko6puranun u CeBeproi Hpnanaun
00 yCOBEpIICHCTBOBAHMHM IMHUM INpAMOH CBA3M Mexay Kpemiem u
pesunenuueii Ilpempep-munuctpa CoenunenHoro Koposnesctsa B
Jlounone or 31 mapra 1987 r., a Taxxe Cornamende Mexay
IIpaButenscrBoM  Poccmiickoit ®enepanun  u  IlpaBurenscTBoM
Coenunennoro Koponesctsa Benukobputanuu u CesepHoit Mpnanauu
00 opraHu3amUM MpsSMOi 3aceKpedeHHOH Tele)OHHOH CBA3M MEXIY
Kpemiem B Mockse u Jlayaunr-ctpur, 10 B JIoHnoHe 0T 9 HOsAGps 1992

r.
Cratea 9

Kaxnaele 1sa roma CTopoHBl pa3pabaThIBalOT —IIPOrpaMmy
TEXHHYECKOH  MOJEPHHU3ALMHA  CHCTeMbl  IIM(POBAHHOH  CBSI3H.
IlepeBoOpyXeHHE U TEXHOJIIOTHYECKOE YCOBEPLICHCTBOBAHHE CHCTEMBI

mU(POBAHHON CBSI3H OCYHIECTBIISIOTCS KaXIbI€ IATH JIET.

Cratpa 10

Hacrosmee Cornamense BcTymaeT B CHIYy C  JaThl  €ro
noxnucanus CTOpoHaMH U IpeKpalaeT AeHCTBHE 110 UCTEYEHHH IIECTH
MecsleB ¢ JgaThl monydeHus onHoid u3 CTOpOH IHCBMEHHOTO
yBenomiieHus aApyroid CTOpOHBI O €e HAMEPEHHH IIPEKPaTHTh AEHCTBHE
Hacrosmero CoriaiieHus.

B ciy4ae npekpamienus neiictus Hacrtosuero CornameHus B
OTHOIIIEHHH CEKPEeTHOHN HMH(GOpManUU NPOJOIDKAIOT IIPUMEHATECH MEPHI
1O ee 3aluTe, IPeIyCMOTPEeHHbIe cTaTheil 7 HacTosuiero CornameHus,
JI0 CHATHSA I'pr(a CEKPETHOCTH B YCTAHOBJIEHHOM IOPSIJIKE.

B nacrosimee Corjamenue MOry1 OBITh BHECEHBI H3MEHEHHSA U
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IIOTIOTHEHHUS [0 B3aUMHOM IMHChMEHHOH JoroBopeHHOCTH CTOpPOH.

Cogepiueno B T. JloanoH “15 “ @eppans 2011 r. B ABYX 3K3eMIIApaXx,
KaXIbI Ha pyCCKOM M aHTJIMHCKOM 53BIKaX, MpudYeM 00a TeKcTa
HUMEIOT OUHAKOBYIO CHITY.

3a IlpaBHuTEILCTBO 3a IlpaBuTEILCTBO
CoeanneHHOro Poccniickoii
KoponescTBa BennkoOpuranun
" Depepanuun

Cesepnoii Upnanaun

WILLIAM HAGUE SERGEY LAVROV
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