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[TRANSLATION – TRADUCTION] 

AGREEMENT BETWEEN THE GOVERNMENT OF THE FRENCH REPUB-
LIC AND THE GOVERNMENT OF THE REPUBIC OF SLOVENIA 
CONCERNING THE RECIPROCAL PROTECTION AND EXCHANGE 
OF CLASSIFIED INFORMATION 

The Government of the French Republic and the Government of the Republic of Slo-
venia (hereinafter referred to as “the Parties”), wishing to guarantee the protection of 
classified information exchanged between the two States or between public and private 
entities under their jurisdiction, in mutual respect of their national interests and national 
security, have agreed as follows:  

Article 1. Definitions 

For the purposes of this Agreement:  
1. “Classified Information”: refers to any item of information, document or materi-

al, irrespective of its form, including those in course of preparation, requiring protection 
against any violation, destruction, misappropriation, disclosure, loss, unauthorized access 
or compromise of any other kind and having been designated as such in accordance with 
the laws and regulations of either Party.  

2. “Classified Contract”: refers to any contract, subcontract or project whose de-
velopment and execution requires access to classified information or the utilization and 
production of classified information.  

3. “Party to a Classified Contract”: refers to any physical or moral person having 
the legal capacity to negotiate and conclude classified contracts.  

4. “National Security Agency” (NSA): refers to the national authority responsible 
for overall supervision and implementation of this Agreement for each of the Parties.  

5. “Competent security authorities”: refers to any designated security authority or 
other competent entity authorized under the national laws and regulations of the Parties 
and responsible for the implementation of this Agreement according to the fields con-
cerned. 

6. “Originating Party”: refers to the Party, including any public or private agency 
subject to its jurisdiction, which transmits classified information to the other Party.  

7. “Recipient Party”: refers to the Party, including any public or private agency 
subject to its jurisdiction, which receives classified information transmitted by the origi-
nating Party.  

8. “Third party”: refers to a State, including any public or private agency or any in-
dividual subject to its jurisdiction, or any international organization which is not a party to 
this Agreement.  

9. “Host Party”: refers to the Party in whose territory a visit takes place.  
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10. “Need to know”: refers to the need to have access to classified information within 
the framework of a specific official duty and for carrying out a specific task.  

Article 2. Security classification equivalents 

1. Classified information transmitted under this Agreement shall be identified by 
markings of the appropriate security classification levels in conformity with the national 
laws and regulations of the Parties.  

2. The equivalences of the security classifications established by each of the Parties 
are:  

FRANCE   SLOVENIA 
 
TRÈS SECRET DÉFENSE  STROGO TAJNO 
SECRET DÉFENSE  TAJNO 
DÉFENSE – CONFIDENTIEL  ZAUPNO 
(NB)  INTERNO 
 
N.B. The French Party shall handle and protect information bearing the designation 

“INTERNO” transmitted by the Slovene Party in accordance with its national laws and 
regulations in force concerning information which is protected but not classified, such as 
those designated “DIFFUSION RESTREINTE”.  

The Slovene Party shall handle and protect information bearing the designation 
“DIFFUSION RESTREINTE” transmitted by the French Party in accordance with its na-
tional laws and regulations in force concerning information which is protected but not 
classified, such as those designated “INTERNO”.  

3. The national security authorities shall keep one another informed of any addi-
tional designation which may be used within the framework of this Agreement.  

4. In certain cases and for specific security reasons, when the originating Party re-
quires that access to information classified at the “CONFIDENTIEL DÉ-
FENSE/ZAUPNO” or higher level be restricted to persons bearing the nationality of the 
Parties and no other, that information shall bear the additional designation “SPÉCIAL 
FRANCE – SLOVÉNIE”.  

Article 3. National security authorities 

1. The national security authority for each of the Parties is as follows: 
 For the French Republic:  
 Secrétariat-Général de la Défense nationale (SGDN) 
 For the Republic of Slovenia: 
 Urad Vlade Republike Slovenije za varovanje tajnik podatkov 
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2. The national security authorities shall keep one another informed of any other 
competent security authority responsible for implementation of this Agreement.  

3. The Parties shall inform one another immediately of any change affecting their 
national security authorities and competent security authorities and affecting implementa-
tion of this Agreement.  

Article 4. Access to classified information  

1. Access to information bearing the designation DIFFUSION RESTREINTE/ 
INTERNO shall be restricted to persons who have a need to know and have been briefed 
accordingly.  

2. Access to information classified at CONFIDENTIEL DÉFENSE/ZAUPNO or a 
higher level shall be restricted to persons with a security clearance in accordance with na-
tional laws and regulations and have been authorized to have access to such information 
on a need-to-know basis.  

3. In accordance with the application of the procedural rules laid down in their re-
spective national laws and regulations, the Parties shall recognize one another’s personnel 
security clearances concerning access to classified information. The provisions of arti-
cle 2, paragraph 2, of this Agreement shall apply accordingly.  

Article 5. Protection of classified information  

1. In accordance with their respective national laws and regulations, the Parties 
shall afford to the classified information referred to in this Agreement the same protection 
as they afford to their own information of the equivalent security classification level.  

2. The originating Party shall:  
(a) Ensure that the classified information bears the marking corresponding to the 

appropriate classification level in accordance with its national laws and regulations; 
(b) Inform the recipient Party: 
 - Of any conditions attaching to its transmission or restriction on its use; 
 - Of any subsequent changes in the classification.  
3. The recipient Party shall: 
(a) Immediately on receipt of classified information transmitted by the originating 

Party, designate it within its own national classification level in accordance with the pro-
visions of article 2, paragraph 2, of this Agreement; 

(b) Refrain from changing or removing the classification of classified information 
without the written consent of the originating Party.  

4. The Parties shall inform one another as soon as possible of any changes affecting 
the protection of classified information exchanged or produced under this Agreement.  

5. The Parties shall ensure compliance with all requirements deriving from their na-
tional security laws and regulations applying to the security of the agencies, offices and 
facilities under their jurisdiction. 
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Article 6.Use of classified information  

1. In accordance with the provisions of this Agreement and the contractual instru-
ments concluded by the Parties, classified information transmitted shall not be used for 
any purpose other than that for which it is transmitted.  

2. The recipient Party shall not disclose classified information exchanged or pro-
duced under this Agreement to any third party without the prior written agreement of the 
national security authority or the competent security authorities of the originating Party.  

3. Classified information developed jointly by the Parties under agreements, con-
tracts or other common activity shall not be downgraded, declassified or transmitted to a 
third party without the prior written consent of both Parties.  

4. Prior to the transmission of any classified information received from the originat-
ing Party to a party to a classified contract, the competent security authorities of the recip-
ient Party shall:  

(a) Make sure that the party to a classified contract and its facilities are able to pro-
vide appropriate protection for the classified information;  

(b) Grant the required level of clearance to the party concerned to a classified con-
tract;  

(c) Grant the required level of clearance to persons with a need to know;  
(d) Make sure that all persons with access to classified information are informed of 

their responsibilities arising from the national laws and regulations in force;  
(e) Perform security checks in the facilities concerned.  
5. If the national security authority or the competent security authorities of one of 

the Parties considers that a company registered in its national territory is owned by or un-
der the influence of a State whose objectives are incompatible with its interests, that com-
pany shall not be issued with a clearance certificate. The national security authority of the 
Party requesting the security clearance shall consequently be advised in writing as soon as 
possible.  

Article 7. Transmission of classified information  

1. Classified information shall be exchanged between the Parties through the dip-
lomatic channel in accordance with the national laws and regulations of the originating 
Party.  

2. The national security authorities or the competent security authorities may, by 
mutual agreement and in accordance with the national laws and regulations of the Parties, 
agree that classified information may be transmitted by a mode other than that of the dip-
lomatic channel where the latter proves unsuitable.  

3. Transmissions of classified information shall meet the following requirements:  
(a) The courier shall be a permanent employee of the originator or the recipient or 

an official of the public administration and hold a security clearance at least matching the 
classification level of the information to be transmitted;  
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(b) The courier shall be in possession of a courier’s certificate issued by the compe-
tent authorities of the originator or the recipient;  

(c) The originating Party shall keep a register of the classified information transmit-
ted; an extract from that register shall be supplied to the recipient Party on request;  

(d) The classified information shall be duly wrapped and sealed in accordance with 
the national laws and regulations of the originating Party;  

(e) Receipt of classified information shall be confirmed in writing as soon as possi-
ble.  

4. Transmission of a large quantity of classified information shall be organized be-
tween the respective national security authorities or the competent security authorities of 
the Parties on a case-by-case basis.  

5. Classified information transmitted electronically shall be encrypted with the use 
of cryptographic methods and devices mutually accepted by the competent respective na-
tional security agencies of the Parties in accordance with their national laws and regula-
tions.  

Article 8. Reproduction, translation and destruction 

1. All translations and reproductions of classified information shall be identified by 
the appropriate security classification markings and enjoy the same protection as the orig-
inals. Translations and the number of reproductions shall be restricted to the amounts 
necessary for official use.  

2. Every translation shall bear an appropriate notification in the language of the 
translation stating that the document contains classified information transmitted by the 
originating Party.  

3. Information classified as TRÈS SECRET DÉFENSE/STROGO TAJNO shall be 
neither translated nor reproduced. Additional copies may be supplied to the originating 
Party on written request. Information classified at this level may not be destroyed save 
with the express authorization of the originating Party and in conformity with the provi-
sions of article 8, paragraph 5, of this Agreement. It shall be returned to the originating 
Party in conformity with article 7 of this Agreement after being recognized as no longer 
necessary or on expiry of its validity. 

4. Information classified at TAJNO/SECRET DÉFENSE level shall be translated 
or reproduced solely with the written agreement of the national security agency or the 
competent security authorities of the originating Party.  

5. Classified information shall be destroyed in such a way as to render its partial or 
total reconstruction impossible.  

Article 9. Visits 

1. Visits to facilities of one of the Parties where a representative of the other Party 
has access to classified information or to sites where access to such information is directly 
possible shall require the prior written authorization of the national security agency or the 
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competent security authorities of the host Party or in conformity with its national laws and 
regulations.  

2. Visits to facilities of one of the Parties by representatives of a third party involv-
ing access to classified information exchanged or produced between the Parties or to sites 
where access to such information is directly possible shall require the prior written au-
thorization of the national security agency or the competent security authorities of the 
other Party.  

3. Requests for visits where access to classified information of STROGO 
TAJNO/TRÈS SECRET DÉFENSE level is necessary shall be transmitted by the diplo-
matic channel to the national security authority of the host Party. Requests concerning vis-
its necessitating access to classified information of a lower level shall be handled directly 
by the national security authorities or the competent security authorities in the respective 
Parties in conformity with their national laws and regulations. Requests shall be addressed 
at least 20 (twenty) days prior to the requested date for the visit.  

4. Requests for visits must contain the following:  
(a) The visitor’s surname and given names, date and place of birth, nationality and 

passport or identity card number; 
(b) The visitor’s position, with particulars of the establishment he represents, or the 

title and details of the classified contract to which he is a party; 
(c) The visitor’s level of security clearance, authenticated by a security certificate to 

be issued by the national security authority or the competent security authorities of the re-
questing Party in conformity with its national laws and regulations; 

(d) The name, address, phone/fax number, e-mail and contact point of the establish-
ment, facility or premises to be visited and the surnames and given names of the persons 
who are to receive the visitor; 

(e) The purpose of the visit and all the necessary particulars specifying the subjects 
to be dealt with involving classified information and their classification levels; 

(f) The proposed date and anticipated duration of the visit. Where several visits are 
envisaged, the total duration of all the visits is to be specified;  

(g) The date, signature and affixed official stamp of the competent authority in the 
requesting Party.  

5. In urgent cases, requests for visits may be transmitted not less than five 
(5) working days before the start of the visit.  

6. The Parties may establish lists of personnel authorized to effect recurring visits 
within the framework of any specific project, programme or contract in conformity with 
the general conditions agreed on by the national security authorities or the competent se-
curity authorities of the Parties. Such lists shall be valid initially for twelve (12) months; 
by agreement between the national security authorities or the competent security authori-
ties of the Parties, such validity may be extended for further periods not exceeding 
twelve (12) months in all. Such lists shall be established in conformity with the national 
laws and regulations of the host Party. Once a list has been approved, the general condi-
tions for any particular visit may be determined directly by the establishments which per-
sons on the list are to visit.  
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7. Any classified information acquired by a visitor shall be deemed to be classified 
information transmitted under this Agreement.  

8. All visitors shall comply with the security regulations and instructions of the host 
Party.  

Article 10. Classified contracts 

1. In accordance with the application of the procedural rules laid down in their re-
spective national laws and regulations, the Parties shall recognize one other’s establish-
ment security clearances. The provisions of article 2, paragraph 2, of this Agreement shall 
accordingly be applicable.  

2. Before concluding a classified contract with a party to a classified contract under 
the jurisdiction of the other Party, or authorizing one of its parties to a classified contract 
to conclude a classified contract in the territory of the other Party, one Party shall receive 
prior written assurance from the national security authority or the competent security au-
thorities of the other Party in conformity with the national laws and regulations of the lat-
ter, to the effect that the party to a proposed classified contract has received clearance at 
the appropriate level and has taken all appropriate security measures necessary for the 
protection of the classified information.  

3. To ensure compliance with security standards in conformity with national laws 
and regulations, the competent security authorities of either of the Parties may request a 
security inspection in a particular facility. 

4. A classified contract shall contain information on security instructions and a 
classification guide. Such instructions shall be in conformity with those issued by the 
competent security authorities of the originating Party.  

5. A security annex shall be included with any contractual instrument containing 
classified information. In that annex the competent security authorities shall specify what 
must be protected by the recipient Party and the corresponding applicable classification 
level. The originating Party alone may change the classification level of an item of infor-
mation defined in a security annex.  

6. The national security authority or the competent security authorities in the origi-
nating Party shall transmit a copy of the security annex to the national security authority 
or the competent security authorities of the other Party.  

7. The Party intending to conclude, or authorize one of its parties to a classified 
contract to conclude, a classified contract with a party to a classified contract of the other 
Party shall verify with the national security authority or the competent security authorities 
of the other Party that the party to a classified contract concerned has the appropriate se-
curity clearance level needed for performance of the contract. Otherwise the national se-
curity authority or the competent security authorities of the recipient Party shall introduce 
a clearance procedure at the appropriate level.  

8. The competent security authorities of the originating Party shall notify the com-
petent security authorities of the recipient Party of any classified contract prior to any ex-
change of classified information. Such notification must indicate the highest classification 
level of any information involved in the contract.  
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9. The competent security authorities of the Party in whose territory the work is to 
be done are required to ensure that during performance of the classified contract a level of 
security equivalent to that required for the protection of their own contracts is applied and 
maintained.  

10. Before concluding a classified contract with a subcontractor, the party to a classi-
fied contract shall obtain authorization from its competent security authorities. Subcon-
tractors shall comply with the same security requirements as those laid down for the party 
to a classified contract.  

Article 11. Security cooperation  

1. To achieve and maintain comparable security standards, the national security au-
thority or the competent security authorities of each Party shall provide the other on re-
quest with information on its national laws, regulations, standards, procedures and prac-
tices relating to protection of classified information. For that purpose the Parties agree to 
facilitate contacts between their respective national security authorities or competent se-
curity authorities, which may organize visits to one another.  

2. The national security authorities or the competent security authorities of each of 
the Parties shall keep one another informed of security risks of a nature to compromise 
classified information transmitted.  

3. In matters relating to the security clearance of a national of one Party who is re-
siding or has resided for over three months in the territory of the other Party, the national 
security authorities or the competent security authorities of each Party shall assist one an-
other in conformity with their respective national laws and regulations.  

4. In conformity with their national laws and regulations, the national security au-
thorities or the competent security authorities shall keep one another informed of changes 
in the security clearances of their nationals under this Agreement, particularly in the event 
of a withdrawal or a declassification of access to clearance.  

Article 12. Breaches of laws and regulations 
concerning the protection of classified information  

1. Each Party shall notify the other without delay of any presumed or confirmed 
breach or compromise affecting the security of classified information exchanged or pro-
duced under the terms of this Agreement. The notification must be detailed enough to en-
able the originating Party to undertake a complete evaluation of the consequences.  

2. The Party establishing or suspecting the facts shall immediately open an inquiry 
(with the aid of the other Party where necessary) in conformity with the national laws and 
regulations in force in the State concerned. The Party conducting the inquiry shall inform 
the national security authority or the competent security authorities of the other Party as 
soon as possible of the results of the inquiry, the measures adopted and the corrective ac-
tion taken.  
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Article 13. Costs 

1. It is not anticipated that this Agreement will give rise to specific costs.  
2. Any cost incurred by a Party as a result of the application of this Agreement shall 

be borne solely by that Party.  

Article 14. Interpretation and settlement of disputes 

1. Any dispute concerning the interpretation or application of this Agreement shall 
be settled exclusively by way of consultations between the Parties.  

2. Throughout the duration of the dispute, the Parties shall continue to respect the 
obligations deriving from this Agreement.  

Article 15. Final provisions 

1. This agreement is concluded for an indefinite period. It shall be submitted for 
approval by the Parties in conformity with their national legal procedures and shall enter 
into force on the first day of the second month following the date of the last of the notifi-
cations exchanged between the Parties confirming completion of the requirements neces-
sary for the entry into force of this Agreement.  

2. This Agreement may be amended at any time by written agreement between the 
Parties. Amendments shall take effect in accordance with the modalities laid down in the 
first paragraph of this article.  

3. As necessary, the national security authorities or competent security authorities 
of the parties shall consult one another on the subject of specific technical aspects of the 
application of this Agreement and may conclude, on a case-by-case basis, any appropriate 
legal instrument or specific security protocol intended to supplement this Agreement.  

4. If any change in the national laws and regulations of the Parties is likely to affect 
the protection of classified information under this Agreement, the Parties shall consult 
one another to consider all possible amendments to this Agreement.  

5. Either Party may denounce this Agreement in writing at any time. In such case 
the Agreement shall cease to be valid six (6) months after receipt by the other Party of no-
tification of the denunciation.  

6. Notwithstanding denunciation of this Agreement, all classified information 
transmitted under its terms shall remain protected in conformity with the provisions of the 
Agreement until the originating Party releases the recipient Party from that obligation.  
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IN WITNESS WHEREOF, the undersigned, duly authorized to that effect, have 
signed this Agreement.  

DONE at Ljubljana on 16 November 2009 in two copies, in the French and Slovene 
languages, both texts being equally authentic.  

For the Government of the French Republic:  
NICOLE MICHELANGELI 

Ambassador of France to the Republic of Slovenia 
 

For the Government of the Republic of Slovenia:  
MILAN MARTIN CVIKL 

Secretary-General of the Government of the Republic of Slovenia 
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